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OPI'AHI3ALIA 3AXUIIEHOTI'O OBUUCJEHHA MOJYJISAPHOI
EKCIIOHEHTH 3 BUKOPUCTAHHAM AIMTUBHOI'O MACKYBAHHA

ORGANIZE MODULAR EXPONENTIATION SECURE
COMPYTATIONBY USING ADDITIVE MASKING

VY crarTi NpOnoOHY€ETHCS METOJ] BUKOHAHHSI MOAYJISIPHOTO €KCIIOHCHIIIFOBAHHS Y
XMapHUX CHUCTeMaX 13 3aXMCTOM JIAHUX Ta KOJIy €KCIIOHEHTH. 3alpONOHOBAHUNA METO]T
JI03BOJISIE€ PO3JUIUTH MPOLEIYPY MOAYJISIPHOT'O €KCIIOHEHITIIOBAHHS Ha JIBl CKJIAJIOBI:
OJIHa, MEHIIIA YaCTHHA, BUKOHYETHCSI KOPHUCTyBaueM, a iHIIA, OuTbIma 3a 00cCAToMm,
peanizyeTbcs Ha BIIJAJICHHX OOYHMCIIOBAIILHUX IOTY)XHOCTSX. JleTampHO ommcaHi
MaTEeMaTUYHI MPUHIUIN  TPOMOHOBAHOTO METOAY Oprasizaiii  3aXHIEHOTO
oO4YHCIIeHHs, BUKIIAJeHa BIANOBigHA (QopmanizoBaHa MeTojuka. HaBeaeHo umcioBi
MPUKIIAIN BiIAIEHOTO 3aXUIIEHOT0 OOYUCICHHS MOy ISIPHOI €KCTIOHEHTH.

KiarouoBi cioBa: MomymnsipHEe €KCIIOHEHIIIOBaHHS, OOYMCICHHS B XMapi,
KpunTorpadisi, 3aXuIIeHi 00UnCICHHS.

In this paper a method for the performing the calculations required for modular
exponentiation using remote or distant computational resources. The proposed method
operates by separating the procedure for modular exponentiation in two components.
The first component which is computationally simple is performed on the user
terminal and the second and computationally complex component, is executed on
powerful cloud computational resources. The details of the proposed distributed
calculation are presented. Hence, the methodology for the organization of the
calculations is analyzed. The calculation is illustrated by means of a simple numerical
example.

Key words: modular exponentiation, cloud computing, cryptography, secure
computations.

AKTyaJIbHICTh TeMH J0cJizkeHHs. OHIEI0 3 HAWOUIBII 3HAKOBHX IMOJIIN y
PO3BUTKY KOMIT FOTEpHOI OOpOOKHM JaHWUX cTaja TOosBa XMAapHUX TEXHOJOTIH. Y
BUpPIMIAJIBHIA MIpl Il TMPOTPECUBHI TEXHOJIOTIl 3 SBUJIUCH 3aBASKH JUHAMIYHOMY
PO3BHUTKY 3aco0iB TeJIeKOMYHIKaIliid Ta [HTepHeTy. XMapHi TEXHOJIOTII T03BOJISIOTH
HaJaBaTH Ha KOMEPIIiHHIA OCHOBI IIMPOKOMY KOJy KOPHCTYBadiB 3HAYHI 3a 00CITOM
00YHCITIOBAJIBHI TOTY>KHOCTI, PECYpPCH IMaM’sTi, a TaKOX IporpamMHe 3a0e3leueHHs.
MOXJIMBICTD BIJAQJICHOTO JOCTYINY J0 TAaKHWX PECYpCiB ICTOTHO IIiJBHINYE DPIBEHb
iHpopmaTuzalii B ycix cdepax IHOACBKOI misuibHOCTI. PazoM 3 THUM, pO3BHUTOK
XMapHUX TEXHOJIOTIH TOPOPKYE s MPOOJIeM, OJHA 3 SKUX TOJSITrae B MOTCHINIHHIN
HeOes3Mell HaJgaHHA pPeCypciB JUIsl BHUPINICHHS 3aBJaHb, IOB'S3aHUX 13 3JIOMOM
NPOTOKOJIB KpUNTOrpadigHOTO 3aXHMCTy. TakuM YHHOM, BIPOBAKCHHS XMapHHX
TEXHOJIOT1H O00'€KTHBHO 3HWXKYE PIBEHb 3aXHIIEHOCTI ICHYIOUHX IPOTOKOJIB, IO
BUMArae aJIeKBaTHOTO ITiIBUIIICHHS PIBHS 1X 3axuIeHocTi [1].
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B ocHOBi OUIBIIOCTI ICHYIOUHMX TPOTOKOJIIB KPHUNTOTPa(iuHOrO 3aXUCTY
iH(popMaIlii 1exaTh HE3BOPOTHI MEPETBOPEHHS TEOpii Yrces, 0a30BOI0 MATEMAaTHYHOIO
OIIepaLli€o SIKMX € MOJyJISpHE eKCIIOHCHIFoBaHHs, T0OTO obumcnenus A modM [1].
PiBeHp 3axWIIEHOCTI IMX MPOTOKOJNIB IIOBHICTIO BH3HAYAETHCS PO3PSTHICTIO
BUKOPUCTOBYBAHMX B OMepallii MOAYISIPHOTO €KCIIOHEHITIFOBaHHS YHCETT.

Ha cporomni B OUIBIIOCTI MPOTOKOJIB BUKOPHCTOBYETHCS pO3psiiHICTE 2048
[2], oueBUIHUM MUISXOM IiIBUIIEHHS PIBHS 3aXHIIEHOCTI € 301IBIIEHHS PO3PSAHOCTI
10 4096 a6o 8192. 3pocTaHHs PO3PSIHOCTI MA€ HACHIIKOM €KCIIOHCHIIIITHE 3pOCTaHHS
00YHCITIOBAIBHOI CKJIQIHOCTI peai3allii MepeKeBUX MPOTOKOIIB 3aXUCTy iH(OpMAIIii.
s mpoGnema crae OCOONMBO BIMYYTHOKO [UIsI MAJIOMOTY)XHMX TEPMIHAIBHUX 1
MOOUTEHUX MPHUCTPOIB, IO MIATPUMYIOTh MEPEKEB1 TPOTOKOIU. BUKOHAHHS HA TaKUX
MPUCTPOSIX MOJIYJIIPHOTO €KCIIOHEHIIIFOBAHHS Ha PO3PSAMHOCTSX, Oumbimux 3a 2048,
MOJK€ MPU3BECTH JI0 MOPYIICHHS YaCOBUX PAMOK POOOTH MPOTOKOINY.

Buxoasuu 3 11p0r0, aKTyaJdbHUM CTa€ 3aBJIAHHS ITiIBUIIECHHS MPOJTYKTHBHOCTI
orepariii MOIYJSIPHOTO EKCIIOHEHIIIIOBAaHHS Ha MAaJONOTYKHUX TEpPMiHAIBHUX 1
MOOITBHUX MPUCTPOSX, 10 MIATPUMYIOTH TPOTOKOIN KPUIITOTPAPiUHOTO 3aXHUCTY.

IloctanoBka mnpodaemu. OOMH 3 MOXJIMBUX BapiaHTIB BUPIMICHHS IIi€l
npoOJieMy TONIATAE B 3aIy4YCHHI ISl OOYHMCICHHS EKCIIOHEHTH 3HAYHUX 3a 00CAroM
00YHCITIOBAIBHUX PECypCiB XMapHHUX TexHoJoriid. HeoOximHO yMOBOIO peaizaiii
BKa3aHO1 MOJIMBOCTI € BUKJIFOUEHHS MOXJIMBOCTI JIOCTYITYy JI0 CEKPETHHX €JIEMEHTIB
oreparii MOAYJISPHOTO CKCIIOHCHIIIIOBaHHSA. [HIIMMU ciloBamMHu, TIpU OOYHCIICHHI
A"modM meobxinHo BpaxyBaru, mo M € 4aCTHHOIO BiKPUTOTrO KIIF0YA i, BiAIOBIHO,
MOKE TepeaaBaTHCs B SBHOMY BHIJISI/Il, KOMIIOHEHT £ € CEKpPeTHHM KIIIOYEM,
KOMIIOHEHT 4 € CEKpEeTHHMHU JaHWMH 1, BIAMOBITHO, iXHS Tepeqada Mo Mepexi B
SBHOMY BUIIIAII Mae OyTu BuKIOYeHa. ToOTO BHHHMKAaEe 3ajaya oOprasizamii
BIITAJICHOTO OOYHMCIICHHS MOJIYJISPHOI €KCIIOHEHTH TaKHMM YMHOM, 100 Oisbima 3a
o0csAroM dYacTWHAa OOYMCIIEHb BHUKOHYBAaJacs Ha BIAJAICHUX OOYHUCITIOBATILHUX
MOTY)KHOCTSX 1 MpHU IIbOMY HE IepenaBanacs iH(opMalis, sKa Ja€ 3MOTy JICTaTH
JIOCTYT /10 3HAYeHb CEKPETHHUX €JIEMEHTIB Orepariii — JaHUX Ta KOAYy €KCIIOHEHTH.

TakuMm 4YWHOM, HaAyKOBa 3ajlaya OpTraHizaimii BiJIaJleHOro OOYHCICHHS
MOJTyJISPHOT €KCTIOHEHTH, 110 BUKIIIOYAE Mepeady CEeKpEeTHUX JaHHX, € aKTyalbHOIO 1
BKJIMBOIO HA CY4aCHOMY €Talll PO3BUTKY 1H(GOPMAIIHHUX TEXHOJIOTIM.

AHami3 ocTtaHHiX aociaikeHb i1 myOuaikamii. [IpoGrmemi 3axucTy maHHX
KOpHCTyBaya B CHCTeMaX BiJyIajieHOi 0OpOOKM MPUCBSYEHO B OCTAHHI POKH 3HAUYHY
KUTBKICTh pobiT. OCHOBHA Mpo0sieMa MoJisArae B TOMY, 1[0 HE 1CHY€E €IUHOTO MiAXO0TY
710 3aXHUCTY AAHMUX Y mporeci iX o0poOku. @akTUYHO NepeBakHa YaCTHUHA BUKOHAHUX
JOCITIDKEHb BHUpINIye TpoOJeMy 3axXWCTy JaHUX TUIBKHA JUIS OKPEMHUX KJIaciB
O0OUYHMCITIOBAIPHUX 3aJlay, HAMPUKIAM, JUIS JIHIHHOI anreOpu, oOpoOKu 300pa)eHb i

m. [2].

l'omoBHa mpoGsiema, Ha BUPIMICHHS SKOI HANpaBjieHI BUKOHAHI JOTENEp
JOCITIJDKEHHSI, TIOJISITa€ Y BUKOPHUCTaHHI CHEIIaIbHUX METOMIB MmudpyBaHHA, SKi O
JIO3BOJISITM OTPUMYBATH KOPEKTHHUI pe3yNbTaT IUISAXOM JAemudpyBaHHS pe3yibTaTiB
BiIaeHoi 0O0poOKK 3amm@poBaHUX JaHUX. 3 HABEIEHOTO CIIAY€, IO HE ICHYE
yHIBEpCAIbHUX METO/IIB IMH(PYBaHHS JaHUX Tepe]] iX BiITaICHOI 00pOoOKOI0, SIKI HE
3aJiekaTh BiJ omepallii o0poOku curHamiB. lle o3Hauae, 1Mo IS KOXXKHOTO BHUIY
00pOOKHM CUTHAIIB CIIiJT OKPEMO pO3po0IATH MeTo u(pyBaHHS Ta AemIUppyBaHHS.
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dakTHyHO OMyONIKOBaHI [0 TEMEPIIHBOTO Yacy JOCITiPKEHHS MOXKHA
MiAPO3AUTUTH Ha ABa Kiacu. [[o mepmioro kimacy Hanexarb poOOTH, SKi Ui OKPEMOTO
KJIacy 3aJja4 BUPIMIYIOTH 3a/1a4y BUKIIOUEHHS MOXJIMBOCTEU OCTYITYy 10 JAHUX, IO
00pOOIISIIOTHCS BIIJAJICHO HA HETAKOHTPOJIbHUX O0UYHCIIOBAIBLHUX TOTYKHOCTSIX.

BujgineHHss HepoCHiKeHHX 4YACTHMH 3arajbHoi mpodJjemu. Po3pobieni
JOTETep METOJM 3aXHINEHOT0 OOYUCICHHS MOJIYJSPHOI E€KCIOHEHTH JO3BOJISIFOTH
6mu3bpko 70% oOumcieHb peali3yBaTH Ha BiJIaJIeHUX OOUYMCIIOBATBHUX IMOTY>KHOC-
TAX, a 01u3pk0 30% - Ha oOuucIOBaIbHIN TUIaTGOpMI KOpHrCcTyBava. J{Js miagBUIIICHHS
e(pEKTUBHOCTI 3aXUIICHUX O0UYHMCICHb NOTPIOHO MIJBUIIUTH TUTOMY Bary OOYHUCIICHB,
10 BUKOHYIOTHCSI Ha BIITAJICHUX KOMIT FOTEPHUX CUCTEMAaX.

IMocTanoBka 3aBaaHHA. MeTo0 poOOTH € TiABUIICHHS €()EKTUBHOCTI 3aXUIIIle-
HOTO OOYMCIICHHSI MOJYJISIPHOT €KCIIOHEHTH Ha BIUIAJIEHUX OOYMCITIOBAILHUX MOTYXK-
HOCTSIX 332 PaXyHOK 30UTBIIIEHHSI TUTOMOI Bark 00’€My OOYHCIIEHb, 1[0 BUKOHYIOTHCS
Ha HUX 1, BIMOBIIHO, 3MEHIIIEHHS JI0J1I 00YUCIIEHb, K1 peai3yloThCs KOPUCTYBaUEM,
10 J03BOJISI€ 3MEHIIUTH Yac MOAYJSIPHOTO €KCIIOHEHI[IFOBaHHS YHCEeN, PO3PSAHICTD
SKUX 3HAYHO TEPEBUIIYE PO3PSAHICTH MpOILecopa, 1 TUM CaMUM, MPUCKOPUTH
00YHCITIOBAJIBHY pealli3allito MPOTOKOIIB KpUMTOrpadiuHOTO 3aXUCTy iH(OopMarrii.

BuxnanenHs ocHOBHOro marepiasay. Qprasizauniss ailUTUBHOI0 MaCKYyBaH-
HSl KOIY €eKCNOHEeHTH. B sKocTi HaWmpOCTIIIOro METOMy OpraHizaiii 3aXUIeHOTO
OOYHCIIEHHS MOMYJSPHOI EKCIIOHEHTH MOXKHA BUKOPHUCTATH PO3KJIAAAHHS KOy
€KCIIOHCHTH Ha BUIIAJKOB1 QJIMTHBHI CKJIaJ0Bi. {7 1IbOro KOJ €KCIOHEHTH E mpo-
MOHYETHCS CIIOYATKY TpaHC(HOpMyYBaTH 10 BUTIISY:

y=a+b (1)

[ToTiM TIpOTIOHY€ETHCS BUIMAIKOBUM YMHOM PO3IUIHTH OTpuMaHuii xkox 7 Ha h

aJIUTUBHUX CKJIAJIOBUX:
Oy, 01,001 T =0y + 05 +... +5h-1-y =a+b (2)

Toni, 32 yMOBH, 110 K011 A HE € CEKPETHUM (HATPUKIIA[l, Y BUKIIAICHUX Y TIEPIIOMY
PO3LIl MPOTOKOJIAX 1IeHTU(IKAIIT BiTAJICHNX KOPHUCTYBadiB), MPoLeaypa BlAIATCHOTO
O0YHCTICHHS MOXKe OYTH MpeCTaBIieHa Y BUIJISIII TAKO1 MTOCIIOBHOCTI JIiiA:

1. KopuctyBau BubOupae Bunaakose mane & ta TpaHchOpMye KO €KCIIOHEHTH E
HACTYITHUM YuHOM T=E- &

2. KopuctyBau BHUMNAJKOBUM YHHOM pO3JAUIsL€ OTpuMaHuii kox 7 Ha h
aIUTUBHUX CKIIAAOBUX Oy, Oy,..., 041 1 = 00, + O +... +oh-1.

3. KopucrtyBau nocumnae B cucteMy Koa A ta Habip oy, J;,..., O ;.

4. Cucrtema 00UHUCIIOE:

ry=A"modM,r, = A mod M ,..,r,_, = A”" mod M

5. OnHovacHO KopuctyBad oouncioe D = AE mod M

6. KopuctyBau orpumye Bia cucteMu 00YMCIICHI 3HAUCHHS 7y, ') . V]

7. KopuctyBau oTpumye pe3yabTar y BUurisigi R = (r0-rl, -... ,rh-1 -D) mod M.

B oxpemoMy BHIajKy PO3KIAJCHHS KOIY CKCIOHCHTH Ha aJIUTUBHI CKJIAJIOBI
Mo>ke OyTH BUKOHAHO y BUIJISIAI CYMIXKHUX PO3PSIB, IO MICTSATH Y c001, BIMOBIIHO,
no,N1,...,M).1 IBIMKOBUX PO3PSIIB TaK, IO Nyt ny+...+n,1= n. I'pyna o) BKiIrodae B cede

Tepuri 71y ABIHKOBI PO3PAAN KOIy €KCIIOHEHTH O, ={€o,61,--.,€n0_1}, rpymna O; MICTUTh

HACTYITHI 71, PO3PSAdiB: O = { 2€y 100 nl—l}; 1 tak mami. Tomi po3psmu rpymu o
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YTBOPIOIOTH YUCIIO gy, PO3PSIU TPYIU O YTBOPIOIOTH YUCIIO gy, PO3PSIAN TPYyHH O
YTBOPIOIOTH YHUCIIO g 1

n;—1

. _ J
vz € {0919'“9 h - 1} -8 = Z en0+n1+...+n171+j -2
=0
BinnoBigHo, ko1 ekcrioHeHTH E Moxe OyTH TpeACTaBICHHUN y BUTIIAII CyMH

aIUTUBHUX CKJIaJ0BUX [22]:

-1

h= 21

—_

Zg, 27

i

E = £, + g, 2M 4 g, _2no+n1 + .+ g, QMM

-2 ny+n+ny+otn, ,

0
ko yBectu no3HaueHHs wy=1, W =2n°, W, =2n°+nl,.. W, ,

TO eKCIIOHEHTa £ Moxke OyTH Mpe/cTaBiieHa y OUTbIIT KOMITAKTHOMY BUTJISIIL

h-1
E= Zg Wi
1=0
BimoBiamo, omeparis MOIyISpHOro ekcroHeHtitoBanus A~ mod M moxe GyTu
IpeJICTaBIeHA Y BUTIISL TOOYTKY:

A" modM = ((4* modM)"™ - (A% modM)" -...-(A* mod M )" )mod M =
h-1
= (] [ (4% modM)" mod M) mod M
1=0
KoxeH 3 mmx mo0yTKIB MOKe€ OOUYMCIIOBATHCS BiJJalieHO, HE3aJeKHO Bij
1HIIOT0, HA BiJJIaJICHUX OOYMCITIOBAILHUX MOTYXHOCTAX 0€3 MePECHIIKU iM CEeKPETHUX
komiB A Tta E. Jlng 1poro mnpomoOHYeThCS HACTyIHA OpraHizaiis OOYHCIICHHS
MOJTYJISIPHOI €KCITOHEHTHU A" mod M:

1) Kopucrysaa ob6umcimioe Ry, = A*mod M , R =A*"modM ..,

R, , =A%"mod M .

2) OO6uucneni 3HayeHHS Rj,...,R;; 1 Wi,...,w),.; KOPUCTyBad BiJICUJIa€ B BIiJ-
JaJICHy KOMIT' FOTEPHY CHUCTEMY.

3) Kowmm’rotepHa cuctema mapaienbHo — oOumcmioe D, =R modM ,

Wy _ . .
D,=R"modM .., D, , =R,"" modM | nicna uporo obuucieHi 3HaueHHs MOBEP-

TAIOTHCSl KOPUCTYBAUECBI.
4) KopucTyBauy OOYHUCIIIOE OCTAaTOYHHHA pe3yJabTaT y TaKOMy  BHIJISII:
h-1
A" mod M = (R, -HDI. mod M )mod M .
i=1

3anporoHOBaHa OpraHizailis 00YMCIICHHST MOIY/ISIPHOT €KCIIOHEHTH Ha Bijae-
HUX KOMIT FOTEPHUX CHCTEMaX MOXe OyTH MPOLTIOCTPOBAHA TaKUM MPUKIAIOM JIIS A,
E 1 M Manoi po3psTHOCTI.

Hexait Moxyis M=143, 4=96. E= 93,y = 1011101,. A mod M= 96> mod 143 = §3.
Hexaii 7-po3psimHuii KoJ1 €KCTIOHEHTH E MUTMTHCS Ha TPpU (pparMeHTH: 3-pO3pSIHUIA Ta 1Ba
2-pospsimHi: ng= 3, m=2, =2, o~{1,0,1}, o~={1,1}, 522{1,02. Tom g¢=5, g1=3, =2,
wo=1, wi=2=8, wy=2"7=32. Ry =96 mod 143= 109, R, = 96’ mod 143= 138, R, = 96’
mod 143=64.

OOumncieni 3HaueHHs R;=138, R,=64, a TakoX 3Ha4YeHHI w;= &, w,= 32,
BIJICUJIAIOTHCS Y BIIJTATICHY KOMIT IOTEPHY cUCTeMy. TaMm mapajielbHO OOYMCIIOIOTHCS
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D; = 138" mod 143 = 92 ta D, = 64°* mod 143 = 92, siKi OBEPTAIOTHCS KOPHCTYBAUEB.
Ocransiit o6uncimoe A mod M = (Ry-Dy-D,) mod M = (109-92-92) mod 143 = §3.

[Tpu obuucnenHi MOJLy/IAPHOI EKCIIOHCHTH A" mod M 3a xnacuannm aJIropuT-
MOM[4] BUKOHYETHCS 1 KPOKIB, Ha KOXXHOMY 3 SIKHX peam3y€Tbcsi MOy IsIpHE TiHe-
CEHHSI JI0 KBaJIpaTy Ta MOIYJISIPHE MHOKEHHS Ha A, SIKIIO MOTOYHUIA JIBIMKOBUN PO3PSIT
KOy €KCIIOHEHTH JOpIBHIOE OJMHMUII. BiAmoBimHO, cepenHsi KUIbKICTh N, omepariii
MO/IYJIIPHOTO MHOKEHHSI CTaHOBUTH Ny= 1.5-n.

Takum 4YMHOM, TIpU 3ampPOINOHOBAHINA oOpraHizamii OOYMCIEHHS MOIYJISPHOL
EKCTIOHEHTH  KUIbKICTh  OTepalliif MOJIyJSIPHOTO ~ MHOXCHHS, IO  BHKOHYIOTBCS
KOPHCTYBAYeM, CKOPOUYETHCS npubnu3Ho BTpuui. lle miaTBepKEeHO eKcrepruMeHTa-
JIbHUMU I[OCJ'III[}KGHHHMI/I Pazom 3 TuMm, 3a xkomamm Ry.R;,.. Rh 1, O TIEPENaroThes y
BIJUIAJIEHY KOMIT FOTEPHY CHUCTEMY, MPAKTUYHO HEMOXIIMBO BIJHOBUTH CEKPETHI KOIU
eKCTIOHEeHTH E Ta uncna A.

BucnoBku. JloBeneHo, 1m0 A7t MacKyBaHHS CEKPETHOrO Koay A B mporieci
o0uncieHb MOke OyTH BUKOPUCTAHE JIMIIE MYJIbTUIUTIKATUBHE MACKyBaHHS, JIJIsI IKOTO
JOLITFHO BUKOPHUCTOBYBATU TOCTiMHE uucio. L{e BiaKpuBae MOKIMBOCTI JJIsl 3aCTOCY-
BaHHS Mepe100YnCIIeHb, III0 BUKOHYIOTHCS JIUIIIE OJUH pa3. TeopeTHyHO MoKa3aHo, 1110
JUIS 3aXHCTy KOAY €KCIOHeHTH E HaiOuibll MOIUTEHUM € BUKOPUCTAHHS aIUTUBHOTO
MAacKyBaHHs, OCKUIbKM TPH 3aCTOCYBaHHI MYJbTUIDTIKATUBHOTO MACKyBaHHS Ha
HOPSIZIKK 3POCTAE CKIIAHICTh OOUHCIICHb.

TeopeTnuHo OOrpyHTOBaHAa MOJIHMBICTH BHOOPY B SIKOCTI MAacKH CHEI[laIbHUX
KOJIIB, YHMCIIOBE 3HAUEHHS SIKUX MOKe OyTu BH3HaueHO uepe3 (yHkuiro Einepa 3a
nornomMoroto y3aranbHeHHs Eitnepa manoi teopemu @epma ainsi kpuntorpadigHux
QITOPUTMIB, MOYJIb SIKUX YTBOPIOETHCS SIK TOOYTOK JIBOX MPOCTUX YHUCEIL.
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ORGANIZE MODULAR EXPONENTIATION
SECURE COMPYTATIONBY USING ADDITIVE MASKING

Target setting. The natural way to restore cryptographic resilience of
information security systems of this class in similar conditions is to increase the bit
depth n of the numbers utilized. However, as mentioned above, increasing of bit depth
significantly slows down calculations, related to information security functions. This
situation may be overcome by using computing resources of cloud systems for
modular exponentiation, in such a manner that that when calculating the A" mod M,
the secret exponent E code and the processed number A are not disclosed.

The principle difficulty in tackling this problem lies in the fact that there exists no
general approach for guaranteeing data protection during processing. Methods for data
protection depend heavily on the nature of the operations employed during processing.
In other words, data security technologies require a homomorphic encryption procedure
for the remote data encryption process [4]. For this reason, a number of different
solutions for the secure remote implementation of solutions to problems of different
categories, such as linear algebra or image processing have been proposed.

Consequently, amongst the targets of algorithms for the remote implementation
of modular exponentiation should be the direct coordination of parallel solutions to
this problem in systems with multiple processors.

The purpose of the present research is to develop a method for the secure
implementation of the modular exponentiation operation in cloud systems, with the
capability for parallelism.

As a result of the research proposed, a simple technological approach was
proposed for exploiting cloud computing resources in order to increase the speed of
calculations of the fundamental operation that is required for most data security
protocols. This operation is modular exponentiation. The acceleration of the
calculation is achieved by means of the transfer of a significant proportion of the
complexity involved to computing resources available via the use of cloud
technologies.

The method proposed involves the execution of part of the calculations on user
equipment and another part in remote computational resources. During the cloud
processing, the secrecy of both the data and the user key is preserved.

Itwasshownbymeansofboththeoreticalandpracticalcalculationsthatthevolumeofth
eoperationsrequired to be performed by the users is reduced by approximately a factor
of three times. This reduction results in a significant increase in the speed of
implementation of cryptographic mechanisms, by use of the significant processing
resources made available by the contemporary cloud resources.

The proposed method is oriented to user applications that operate on portable
computing terminals with small processing power and connected to the internet.

Key words: modular exponentiation, cloud computing, cryptography, secure
computations.



