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Plenary Section
UDC 004.383

Anatoliy Sergiyenko, Yuriy Vinogradov,
Olexiy Molchanov, Chojadurdy Jepbarov

MALICIOUS HARDWARE IN FPGA

Ceprienko Anaroaiii, Bunorpanos IOpiii,
MoJuganos Ouekciii, :ken6apos Xomxaxypau

3JIOHAMIPEHO CTBOPEHE AITAPATHE 3ABE3IIEYEHHA Y IVIIC

A survey of malicious hardware in FPGA is considered. The methods for
malicious hardware searching and preventing its loading into FPGA are highlighted as
well. A conclusion is made that FPGA is the most-safe device against malicious
hardware loading. A stack processor structure is proposed which can be used for
monitoring the malicious hardware.

Keywords: FPGA, stack processor, side channel.

Fig.: 0. Tabl.: 1. Bibl.: 7.

VY crarTi OrIsAarThCS MOMKIJIMBOCTI BIPOBAKEHHS 3JIOHAMIPEHO CTBOPEHOTO
amapaTHoro 3abe3nedenns (3CA3) y mporpaMOBaHUX JIOTIYHUX IHTETPAIbHUX CXeMaxX
(ILTIC), cmoco6iB iX BHUSBICHHA Ta MEPEUIKOKAHHA iX BIPOBALKEHHIO. PobuThCs
BHCHOBOK 11po Te, 1o [IJIIC e Haitbinbin 3axuineHi Big BupoBamkeHas B HuX 3CA3.
3anpononoBano 610k MoHiTOpiHTY 3CA3 Ha 6a3i CTEKOBOTO MPoIecopa.

Karouosi ciosa: [IJIIC, cTexoBwmii mporiecop, moOIYHMA KaHa.

Puc.: 0. Ta6m.: 1. bi6m.: 7.

Introduction. Malicious hardware is the hardware, which is designed and
implemented to violate the security and reliability of the computer systems. Many
issues of malicious hardware in ASICs are described in [1]. Recently, more attention is
paid to malicious hardware which is implemented in the field programmable gate
arrays (FPGAs) [2,3]. The development and implementation of projects for FPGA has
the same stages as the creation of the software: compilation, and debugging of the
programs written in a high-level programming language, loading of the codes into the
equipment. Therefore, the well-known malicious software and malicious hardware
have much in common. But the second one needs more investigations.

Types of malicious hardware. The classification of malicious hardware comes
from the classification of malicious software. A backdoor or a trapdoor allows the
access to a computer system that is not subject to its specifications. It can be
implemented during the development of the computer system or during its upgrade.
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A kill switch is a malicious artificial object that allows the attackers to interfere
with the correct functioning of the hardware. The kill switch causes a failure in the
form of an inability to perform the necessary functions. It can be installed as part of
the FPGA hardware or the FPGA configuration.

An FPGA virus is part of the FPGA configuration, which can cause the short-
circuiting of the outputs of the internal gates and, as a result, the overheating and
failure of the chip [4].

Trojan hardware is a wide variety of malicious hardware. Like the software
Trojans, this malicious hardware is implemented by third parties and is intended to
make a violation of the normal device operation, such as slowing down, or
transmitting or receiving important information through a hidden channel [5].

By the size and number of involved inputs-outputs, the malicious hardware
blocks are divided into small and large ones. A large block is much easier to activate
and detect than a small one. But it has a functionality that provides the solutions that
cause great losses.

Malicious hardware can be activated from the outside through a hidden channel
or from inside. The latest malicious hardware is divided into al/ways-on and on-
demand activated hardware. The always-on malicious hardware is permanently
activated and may interfere the functioning of the computer system at any time. The
on-demand malicious hardware is inactive until a certain condition is met. This may be
the fixation of a given internal logical state or state of input signals or overflow of an
internal counter. Such malicious hardware cannot be detected until its activation.

The information transmitting malicious hardware is designed to send secret
information from a protected area to the outside. For example, a certain change in the
network parameters of the encryption block allows the spy to determine the encryption
key through the analysis of power consumption of the computer system.

Ability to implement malicious hardware in FPGA. Theoretically, malicious
hardware can be embedded in FPGA during crystal manufacturing. But due to the fact
that at the production stage there is no thought about where and how the FPGA would
be used, what kind of firmware would be implemented, the implementation of
malicious hardware is too difficult [6].

The FPGA firmware can always be designed in a state of secrecy. Therefore, a
project for FPGA is protected, if it is not acquainted with an intruder. Since the
operation of FPGA is based on the information in the configuration file, the standard
methods of the information protection are applied to it.

The attacks on the hardware, which are used for the conventional chips, are
unacceptable for FPGAs because they lead to the configuration destruction. In order to
inject the malicious hardware into FPGA, the malefactor must have the initial or the
precisely reconstructed project.

Nevertheless, the additional protection measures are being taken in responsible
applications. The simplest measure is the one-time programming, when the full access
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to the configuration is not possible. During the last two decades, FPGA encrypts the
configuration file, which allows it to be loaded into FPGA multiple times after shutting
down and turning on the power without any unauthorized copying. This additionally
makes it impossible to reconstruct the project.

In addition, the partial FPGA reconfiguration, which allows the intruder to
attach the parts of the project, is prohibited in the encrypted mode. Also, the
requirement to turn off the power before downloading a new configuration destroys
the previous configuration. The configuration file key is stored in battery-operated
RAM of FPGA, which is automatically erased when it is turned off. The known attack
methods on this key disable this power and break the cipher since the key is stored at
the depth of the crystal under several layers of dielectrics and metallization.

Thus, perhaps the only opportunity to insert the malicious hardware into the
FPGA is its attachment during the design process. For example, the designer can insert
an IP core from a third-party vendor with the malicious hardware hidden in it. Such an
IP core can be embedded in an automated software program generator that invisibly
invades this malicious hardware to the project [6].

Ways to detect malicious hardware. There are three basic approaches to
detect malicious hardware in FPGA. They are an analysis of project files, testing with
the automatic test generation and analysis of signals from the side channels [5]. But
without knowledge of the logical network, its location, and activation method of the
malicious hardware, it is virtually impossible to find a test sequence that detects the
presence of this malicious hardware.

The analysis of the information leakage in the side channels allows the
investigator to detect the presence of malicious hardware. For example, the feedback
signals such as power consumption, infrared radiation, and radio frequency can be
analyzed. The efficiency of this method is increased if the special modules which are
introduced in the chip that contribute to this analysis. These may be the voltage and
temperature sensors, delay measurement modules placed at different points of the chip,
as well as the built-in self-testing circuit [2].

In contrast to the complex analysis of ASIC, the detection of malicious hardware in
FPGA is trivial. Any correction of the configuration file changes its control code. In
addition, the existing software tools make it possible to compare the project versions at
different design stages to distinguish the unwanted logic networks [6].

Prevention of malicious hardware introduction. The harmful effect of the
malicious hardware can be made impossible by the special measures of the structural
design. So, a redundant method can counteract the kill switches, and the introduction
of the infrastructure modules like the parametric sensors help to detect the malicious
hardware.

The most of FPGA projects are built around the general purpose processor
which runs some user programs under some RTOS. This processor and its memory
remain the target for the attacks from both malicious hardware and software. The most
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effective way is the spatial and logical isolation of the responsible blocks like this
processor from the rest of the computer system. This is the essence of the moats and
drawbridges method. This isolation greatly complicates the configuration of the hidden
channel and simplifies its detection.

Block of monitoring the malicious hardware. To remove a side channel
through a module with shared access, for example, the shared memory, the mechanism
for access confirmation is usually used. Then, the request monitoring block denies
access to the shared module from other modules that do not have this right, including
the malicious hardware [2].

A small 8-bit configured microcontroller, such as SMS, described in [7] is
proposed to serve as a block of monitoring the malicious hardware. Its features are
very small hardware volume, short instructions (8-bit and16-bit instructions), which
are implemented for one or two clock cycles. Table 1 shows the parameters of the
SMS8 core configured in FPGAs of different series.

The microcontroller core has a very small share in the total hardware volume
and moderate speed, which is enough for its functioning. It could not seriously infer
the computer system project configured in FPGA. From this point of view, this core
can serve as the malicious hardware as well. Therefore, its investigations can help to
investigate the problem of malicious hardware revealing.

Table 1
Parameters of the SM8 microcontroller core
FPGA Hardware Share of total Maximum clock
series volume volume frequency, MH?
Xilinx XC7K480T 181 LC 0.038% 250
Intel 10M50 1164 LE 2.3% 150
Intel 10CX220 210 ALM 0.095% 230

Conclusions. In recent times, a lot of attention is being paid to the malicious hard-
ware problem due to the fact that it poses a serious threat to the security of the state and
people. The detecting or removing the malicious hardware embedded in FPGA is a very
complicated task. However, the implementation of malicious hardware in the FPGA-
based computing systems is considerably complicated compared to ASICs. The cheapest
and most reliable way to prevent the implementation of malicious hardware in FPGA is to
perform the appropriate security measures when designing a configuration file for the
project. The structural and logical measures that prevent the introduction of malicious
hardware are redundant design, spatial and logical isolation of critical units, access control
to shared resources, minimization of noise switching, implementation of infrastructure
modules to counteract malicious hardware. The development, detection, counteraction,
and prevention of malicious hardware is a range of tasks that require further multilateral
scientific and technical research.
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PO3LIUPEHI AHOTAIIII

Ceprienko Anaroaiii, Bunorpanos IOpiii,
Mouuanos Ouekciii, [Izken6apos Xomxaxypau

3JIOHAMIPEHO CTBOPEHE AITAPATHE 3ABE3IIEYEHHA ¥ IVIIC

AKTyaJIbHiCTh TeMH JocjigxkeHHs. Ha BigMiHy BiJl 370HaMipeHO CTBO-
PEHHOTO0 MPOrpaMHOro 3a0e3NEYEeHHs, 3JI0HaMIPEHO CTBOPEHOMY alapaTHOMY
3a0e3neueHHI0 (3CA3) npucBsiuyeThbesi HEAOCTaTHLO yBaru. B Toii sxe yac 3CA3 moxe
HAaHECTH HE MEHIIE IIKOAW, HiK MOTO MPOrpaMHUIN aHAJIOT, a METOIH 1 3aXOAH s
npotuaii 3CA3 po3BUHYTI HEIOCTATHBO.

AHaJII3 OCTaHHIX A0CiKeHb i myOJtikanii. [IpoTsaroM ocTaHHIX pPOKIB 3’ SBIISETHCA
BCe OUTbIIE cTaTell MPUCBSYCHHUX Kiacudikarii Ta 3axoaam BusiBieHHs Ta niporuaii 3CA3
ocobmBo y 3amoBnennx HBIC. Ane mpotnemam mporumii 3CA3 B mporpamoBaHHX
noriyaux iHTerpabaux cxemax (ILJIIC) mpucBsyeHO Majo HAyKOBUX POOIT.

BuaijieHHsl HeZOCJHiIKeHMX YaCcTHH 3arajbHoi mnpodJemu. Jlana craTTs
MPUCBSIYEHA OTUIATY, BUBUECHHIO Ta aHAJi3y MpoOeMm, sIKi OB’ 3aHi 3 BIIPOBAKEHHIM
3CA3 y IIIIC.

IMocTanoBka 3aBAaHHA. 3aBIaHHAM € TONIYK MEPCIEKTUBHOTO HAIPIMKY
nocmimxeraas 3CA3 y IUIIC ta ctBopenns 6510ky moHiTOpuHTY HasiBHOCTI 3CA3 Ta
MPOTHUIi HOTO BIUTUBY HA PECYPCH, SIKI PO3ALIAIOTHCS.

BukiaagenHss ocHOBHOro marepiaay. Posrmsnyro knmacudikamito 3CA3, ski
BripoBaKytoThcs y [IUIIC, nusaxu, HMOBIpHICTh Ta €()EKTUBHICTH iX BIPOBAHKECHHS
Ta 3aXO/AW IS iX BUSBJICHHS 1 3HEMIKOXKACHHS. 3alPONOHOBAHO OJIOK MOHITOPHHTY
HasBHOCTI 3CA3 Ta mpotuaii HOro BIUTMBY Ha PECypCH, SKi pO3AUIAIOTHCA. biiok
BUKOHAHO Yy BHUIJIAI Spa MIKPOKOHTPOJIEpa 31 CTEKOBOIO apXITEKTYpOIO, IKUH Ma€ SIK
MiHIMI30BaHi anapaTHi BUTpPATH, TaK 1 HEBEIUKUH 00’e€M BOYZOBAaHOTO MPOTPAMHOTO
3a0e3IeYeHHS.

BucnoBku. Becranosieno, mo [IJIIC € mocTtaTHbO 3aXUIIEHOI0 MIKPOCXEMOIO
Bin BmpoBamkeHHss 3CA3. Haitbinmem i#imoBipauM mxepenom 3CA3 y TUIIC e
BIpTyaJbHI MOAYNi, AKi TOCTAaBISIOTHCA CTOPOHHIMH KOMMaHisMH. s mpoTumii
takuM 3CA3 3ampornoHoBaHO 050K MOHITOpUHTY HasiBHOCTI 3CA3 Ta mpotuiii iioro
BIUIMBY Ha PECYPCH, SIKI pO3IUISIFOTHCS.

Karouosi ciosa: IIIIC, crekoBuii nporecop, HOOIYHNN KaHAII.
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UDC 378.1
Victor Poriev

SOME ASPECTS OF BUILDING AN INTELLIGENT SOFTWARE SYSTEM
TO SUPPORT EDUCATIONAL PROCESS

BikTop Ilopes

JESIKI ACHIEKTU MOBYJOBHU IHTEJEKTYAJIbHOI MPOI'PAMHOI
CUCTEMU I INIATPUMKHU HABYAJIBHOI'O ITPOLECY

Some aspects of building an intellectual information system to support the
learning process are considered in this article. The concept of individual student
portrait is introduced based on the graphical representation of timeliness of the tasks. It
is proposed to use artificial neural networks to classify types of success by analyzing
time series.

Key words: individual student portrait, intellectual information system, neural
networks, support of educational process, time series classification.

Fig.: 7. Tabl.: 0. Bibl.: 6.

Y crarTi pO3rIAmAOTBCA  AEAKI  aCleKTH TOOYIAOBH  IHTENEKTyalbHOI
iHpOopMaIiiftHOT cucTeMHu Al MIATPUMKH HaBYAIHHOTO Ipoliecy. BBOAUTHCS MOHATTS
1H/IMB1TyaTbHOTO TTOPTPETY CTYJACHTA HAa OCHOBI rpadiuHOro BioOpakeHHsI BUACHOCTI
BUKOHAHHS 3aBJaHb. [IpONMoOHyeThCS BUKOPUCTOBYBATH IUTYYHI HEUPOHHI MEPEXI s
KJacu}ikarii THIB YCHIIIHOCTI IUIIXOM aHAII3y YaCOBHX PAIiB.

KarouoBi caoBa: anami3, kimacu@ikailisi 9acoBHX psAJiB, IHTEICKTyallbHA
iHpopmarliiiHa cuctema, HEMpOHHA Mepeka, HaBYaHHS HEMPOHHUX MEPEeX, MiATPHUMKA
HABYAJIBLHOTO MPOIIECY.

Puc.: 7. Ta6u. 0. bi6.: 6.

Relevance of the research topic. The development of artificial intelligence
systems provides a wide range of opportunities for improving information systems
supporting the learning process, giving them new functionalities. The main purpose of
the article is to improve the planning and conduct of the educational process in the
system of higher education through the introduction of methods and technologies of
artificial intelligence.

Formulation of the problem. Limited human capabilities and the need to
cover the vast amounts of information, knowledge and experience that accumulate
over decades lead to the emergence of computer intelligence systems that can not only
accumulate, but also analyze data and processes. This fully applies to information
systems to support educational activities. Providing the possibility of such systems to
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automatically save, in addition to traditional data, and time series, raises the problem
of analysis and classification of large volumes of such information.

Actual scientific researches and issues analysis. As a result of the analysis of
literary and advertising sources devoted to the systems of support for the automation
of the educational process, we can conclude that these systems are based on the
platforms of database management systems; and the main function that is implemented
in such systems - the storage and accumulation of curricula [1, 2].

In recent years, research on the implementation of ideas, methods and means of
artificial intelligence, in particular, the creation of intelligent systems that are
themselves able to study [3] are actively conducted.

Closely related is the study of time series classification methods [4, 5].

Uninvestigated parts of general matters defining. New features provide
information systems for storing information about student tasks. Analysis of such data
allows to reveal regularities of development of educational processes in time. There
are still unexplored questions regarding the methods and means of such analysis.

The research objective. The purpose of this article is to study the suitability of
artificial neural networks to solve the tasks of the classification of time series, which
describe the processes of educational activity. An important task is to find a format for
organizing time data for the best perception of their artificial neural network. It is also
necessary to solve the issues of choosing the configuration of the neural network and
determine the parameters of the training network to provide the required level of
reliability of the classification of time series in the educational process.

The statement of basic materials. The computer system for the maintenance
of the educational process must memorize the time of each grade. Then the student's
behavior can be described by a time series. It is proposed to line the timely execution
vertically, and from it horizontally to the right or left to indicate the delay or advance.
If you depict the time of each event in such a system of coordinates, it is convenient to
describe the student's behavior in the form of a polyline — a certain symbol. We get a
time "portrait" of the student (Fig. 1)
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Fig. 1. Student behavior in time
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You can classify the types of such portraits. Figure 2 shows some types of
portraits.

2 15 10 2

I S 1

: : : ' maximum 3\ :

5 4 delay 3 5

} ! . boundary h¥ \,

! \4 / \3 :

I \ N \ \

5 4 % 3 5

I 1 \ |

4 4 3 5

I \ A\ \

5 5 3 5

1 \‘ \3 3

s 4

: 4/ \a :

1 1 / " 1

5 , R e R e 4 - L
Typel Type2 Type3 Typed

Fig. 2. Some types of the portraits

Type 1 means perfectly timely execution of tasks. The vertical line may be
slightly curved within certain tolerances in time.
Type 2 indicates an episode of significant delay in the execution of tasks, for

example, due to illness. Such an episode can happen at different time, as shown below.
Type 2
AN Is this Type 2?

4 N
finish
start é{ i E

Fig. 3. Episodes of significant lateness — classified as Type2

The extreme case of type2 is type 3. Type 4 represents the early completion of
tasks.

The above types are quite idealized. In reality, there can be an infinite set of
portraits of behavior. It is necessary to somehow classify the types of behavior, given
the fact that the boundaries for each type may be fuzzy. It is often quite difficult for a
person to analyze and classify data when it needs to be processed quickly.

One should not think that a comprehensive description of student activity is an
end in itself and is used only for fixing and documenting. It is obvious that the
behavior of the student is determined not only by the characteristics of the student. At
a minimum, there are three more important factors that determine student behavior —
this is society, family, and the education system. It is important to be able to identify
trends and use them to improve processes.
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A neural networks may be useful for solving such problems.

General model structure. For the classification of the types of academic
performance, a neural network of the multilayer perceptron type was chosen with
separate outputs for each type of classification. From the point of view of memory
costs and speed, one network with several outputs is better. From the point of view of
recognition accuracy, it is more expedient to use a separate network with one output
for each type of classification.

Inputl =Delay of Taskl —éo O Typel =Outl

Input2 = Delay of Task2 —90 O Type2 = Out2
Neural network(s)

InputM = Delay of TaskM —%O O TypeN=OutN

Fig. 4. General model structure

Thus, the main parameters of the classification model are the number of student
behaviors that a neural network should be able to recognize. Another important
parameter will be the length of the time series being analyzed, i.e., the number of
tasks, or, generally speaking, the events of the occurrence of which need to be
analyzed. It is also required to provide that a system configured and trained, for
example, to analyze the implementation of 10 tasks, could analyze the implementation
of a different number of tasks without significant restructuring. This can in certain
cases be solved by interpolation along the time axis.

The neural network is implemented by the author of the article in the form of a
C++ program module for Windows for research purposes, as well as a Java class for
embedding in Android applications.

Experiments. For the training of the neural network, the results of assigning
tasks to several groups of students were used. Data sets were formed, each of which is
classified by one of 11 types of academic achievement.
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Fig. 5. Example of student grading



Plenary Section ICSFTI2019 17

The training was performed by the method of back-propagation errors [6].
When calculating the increments of the weights of connections Aw, the following
training parameters were used: ¢ — is the learning rate and o — is the coefficient taking
into account the change in the weight increment of the given link at the previous
iteration. The formula for incrementing the connection weight from neuron A to
neuron B is as follows:

AWj_p =¢85 0UTy + - Awj_}

b

where: OUT, is the output value of neuron 4; d; is the fraction of the error calculated
for the neuron B taking into account the layer in which the neuron is located.

The learning process is designed as a sequence of epochs. In each epoch
(Epoch;) the network scans all input data sets (Set;) selected for training. Thus, Epoch;
= {Set,, Set,. . ., Set,}. During the network training cycle, for each epoch, the total
square error of the dataset was calculated separately for each output. For one m-th
network output, which indicates the corresponding classified m-th type, the error was
calculated by the formula:

n
1
Aepochy,, = EZ(OUTidealj,m — OUTactualj,m)z,
j=1
where: OUTideal is the desired value, OUTactual is the output of the network.

Below are graphs of changes in the error for one of the classified types during
10000 epochs of learning for different values of the parameters ¢ and a.
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Fig. 6. Change errors during training

As you can see, the choice of the parameters ¢ and o significantly affects the
learning outcome. So, for example, the worst situation occurs when ¢ = 0.1, o = 0.9 -
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the process is unstable, and after about 8000 epochs of learning, the error may even
increase.

A significant influence on the training of the neural network may be the choice
of the initial values of the links weights. Random values were selected from -0.5 to
0.5. Fig. 7 Figure illustrates the differences in training at € = 0.7, a = 0.3 for 6 different
sets of initial random weight values

1 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
epoch num

Fig. 7. Influence of the initial values of the bond weights on learning

It should be noted that the nature of training may vary for different types of
classification. For some of them, when the task is reduced to the identification of
fragments of typical curves of temporal dependencies, it may be advisable to use the
technique of convolutional neural networks [5].

Conclusions. The article proposed to store and analyze the description of
student achievements in the form of a student's trick in time. The possibilities of using
neural networks for the analysis of the regularities of the educational process were
explored. The influence of individual factors on the achievement of the possibilities of
reliable classification of students' behavior patterns was revealed.
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PO3HIMPEHA AHOTALIA
B. M. Ilopes

JESIKI ACHIEKTU MOBYJOBU IHTEJEKTYAJIbHOI MPOI'PAMHOI
CUCTEMU Ui MIATPUMKHU HABYAJIBHOI'O ITPOLECY

AKTyaJIbHiCTh TeMH AOCJiAKeHHs. PO3BUTOK CHUCTEM IITYYHOrO IHTENIEKTY
Ha/Ia€ MUPOKI MOXKIUBOCTI JJISl BJAOCKOHAJCHHS 1H(OPMAIIHHIX CHCTEM MiATPUMKU
HaBYaJIbHOIO MPOLIECY, HAJAUIEHHS iX HOBUMH (DYHKILI10HATbHUMH MOJIMBOCTSMH.

IMocranoBka mnpodemMu. OOMEXKEHICTh JIOJACHKUX MOMIMBOCTEH 1 HEoO-
X1IHICTh OXOIUICHHS BENMYE3HHX 0OcCATiB iH(opMarllii, 3HaHb Ta JOCBily, SIKi HAKO-
MUYYIOTBCS  YNPOJOBXK JECATKIB POKIB MPHU3BOIUTH OO HEOOXiJHOCTI TOSBU
KOMIT FIOTEPHUX 1HTENEKTYaJbHUX CHCTEM, SIKl 3[aTHI HE TIJIbKM HAaKONIMYyBaTH, a U
aHaJi3yBaTH JaHi Ta mporecH. Lle moBHOIO Mipo0 CTOCYETHCS 1HPOPMAIITHUX CHCTEM
JUIA MATPUMKA OCBITHBOI iSUTBHOCTI. 3a0€3MEYeHHS MOMIIMBOCTI TaKMX CHCTEM
aBTOMAaTUYHO 30epiraTé OKpIM TPAIWIIMHUAX JAHUX TAKOXK 1 YaCOBI PSIU MOPOIKYE
npobiemMy aHalizy Ta Kiacudikarii BeTMKUX 00CsTiB Takoi iHpopMariii.

AHali3 ocTraHHiXx gocaimxkeHb i myOJikamiii. B pesymprari aHamizy
JiTepaTypHUX JDKEpes, NPUCBAYCHHX CHCTEMaM MIATPUMKH aBTOMAaTH3allii Ha-
BYAJIILHOTO TMPOIECY, MOXKHAa 3pOOMTH BHUCHOBOK, IIO I CHUCTeMH OyAyIOThCS Ha
raropMax CHUCTeM KepyBaHHs 0a3aMu TaHUX; 1 OCHOBHA (YHKIIis, SIKa peai3yeThCs
y TaKHX CHCTeMax — 30epiraHHs Ta HAKONMMYECHHS HABYaJbHHUX IUIaHIB.

BuninenHss HexocaigkeHMX 4YACTHH 3arajbHoi mpoosaemu. Jlana crarTs
NPUCBSUEHA MUTAHHSAM CTOCOBHO METOMIB 1 3aco0iB aHamizy iHpoOpMamiifHUMU
CHUCTEMAaMH YaCOBHX PSIIB, sIKI OMUCYIOTh OCBITHIO JISTIbHICTD.

IlocTanoBka 3aBaaHHsA. 3aBJAHHAM € 3HAWUTH (QopMaT BIOPSAKYBaHHS
YacOBUX JAaHUX, BUOpATH KOHQIrypamito HEHPOHHOI MEPEXi Ta BUSHAYUTH METOIHUKY
Ta MapaMeTpu HaBUAHHS MEPexXi /I 3a0e3MeyeHHs MOTPIOHOTO PiBHS JOCTOBIPHOCTI
Kacu}ikarlii 9acoBUX PsiB B OCBITHHOMY IPOLIECI.

BuxiiageHHs1 OCHOBHOro martepiajy. BucsitieHo HeoOXimHiCTh 30epiraHHs Ta
aHaNi3y YacoOBHX psMiB I HABYAIBHOI ISUTBHOCTL. 3alporoHOBaHO (opMmar
IHIUBIIyaIbHOTO TOPTPETY JISJIBHOCTI CTyJEHTa Yy 4acl. 3alpolOHOBAHO BHUKO-
PHUCTOBYBATH ILUTY4YHI HEWPOHHI MEpEXl A aHal3y TakuX JaHuX. JlOCHiKEHO BIUIMB
OKPEMHUX ITapaMeTpiB Ha HABYAHHS MEPEKi, sika KIacH(IKye THITM MOBEIIHKH CTYICHTIB.

BucHoBkM. Po3risiHyTO MiAXia 10 CTBOPEHHS IHTEIEKTYaabHOI iH()OpMaIiiHO1
CHUCTEMHU ISl TIATPUMKH HABYAIHHOTO MPOIECY. 3arporOHOBAHO METOMOJIOTIUHY
OCHOBY JUISI TIOOYJOBH €JIEMEHTIB KOMII IOT€PHOI IHTEJIEKTyaJIbHOI iH(pOpMaIiifHOT
cucreMu. HaBenmeni mpuxmamu peamizamii oxkpeMux (QYHKIIH CHCTEMH MiATPUMKHU
HaBYaJIbHOI'O MIPOLIECY.

KarouoBi cjoBa: anami3, kimacudikailisi YacoBHX pSJIiB, IHTEICKTyaJlbHA
iHpopMamiiiHa cucTemMa, HEHPOHHA MEpeXa, HaBYaHHS HEHPOHHUX MEPEX, MiATPHMKa
HaBYAJIBHOTO IIPOLIECY.
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Mykhailo Novotarskyi

ASYNCHRONOUS METHOD
FOR ACTOR-CRITIC REINFORCEMENT LEARNING

Muxaiisio HoBorapcbkuii

ACHUHXPOHHHUIN METO/] HABYAHHS 3 NIIKPILJIEHHSIM
JJIA AKTOP-KPUTUK APXITEKTYP

B po6oTi po3risHyTo MeToA TNIMOOKOrOo HABYaHHA 3 MIAKPIMUICHHSM, SKE
IPYHTYEThCSI Ha 3aCTOCYyBaHHI ACHHXPOHHOTO TMIiAXOAy TpPH BHKOPHCTaHHI
rpajiieHTHOro CIycKy. Ha OCHOBI 3alpOnOHOBAaHOTO METOAY IOOYJOBaHO AaKTOp-
KPUTHK QJITOPUTM, IO XapPaKTEPU3YETHCS OUTBIIMM CTAOUTI3YI0OUMM €(PEKTOM Npu
HaBYaHHI y TIOPIBHSHHI 3 ICHYIOUMMH TMapajelbHUMU Metogamu. Kpim Toro,
3allpOMOHOBAHUI TMiAXiJ J03BOJIE PO3MApAIENIOBATH MPOIEC HAaBYAHHS MUIIXOM
3aCTOCYBaHHS BJIIACTUBOCTI 0araTosIEPHOCTI CydaCHUX KOMIT IOTEPiB.

KiawouoBi cioBa: HaBuaHHS 3 MIOKPIIUIEHHSM, AaKTOP-KPUTHK aJTOPUTM,

napajieJbHe HaBYaHHs, aCHHXPOHHUM I'PaJIEHTHUN CITyCK.
Puc.: 9. bi6x.: 6.

The method of deep reinforcement learning is considered in the work, which
implements an asynchronous approach with the use of gradient descent. An actor-critic
algorithm based on the proposed method is constructed. Parallel asynchronous
algorithm is characterized by a greater stabilizing effect during learning process
compared with existing parallel methods. In addition, the proposed approach allows
parallelizing the learning process by applying the multi-core properties of modern
computers.

Key words: reinforcement learning, actor-critic algorithm, parallel learning,
asynchronous gradient descent.

Fig .: 9. Bibl.: 6.

Introduction. In connection with the growing popularity of algorithms
concerning the field of artificial intelligence, the number of new approaches to the
development of reinforcement learning algorithms has significantly increased.

At the same time, deep neural networks are a promising means of implementing
artificial intelligence algorithms. However, application of reinforcement learning
algorithms to the mentioned networks is problematic, which is caused by
fundamentally unstable learning processes. In order to overcome this problem
considerable efforts have been made in recent years [1,2]. The main result of the study
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was that the main direction of increasing the sustainability of the learning process is to
use the previous experience of the agent to correct the following actions.

However, this approach also has its own negative sides, because it requires
additional memory and additional calculations per agent activity. Therefore, the main
direction of further development of these algorithms lies in the field of parallelization.
It is known that the fundamental difference between parallel algorithms from
sequential is the presence of a phase of interaction in which parallel fragments must
perform information exchange for the further successful advancement of local sub-
processes that form a common parallel process. From the point of view of the total
time of the algorithm, the interaction phase has a negative effect and therefore it is
natural to combine this phase with the phase of computation, which leads to
asynchronous parallel algorithms.

One of the well-known approaches that uses a parallel asynchronous algorithm
for generalized reinforcing learning is Gorila (General Reinforcement Learning
Architecture) [3]. In the Gorila algorithm, each agent is represented as a local sub-
process that operates in a separate copy of the medium with its own memory for the
accumulation of experience, and a learner who selects data from memory and
calculates loss gradients. The gradients are asynchronously transmitted to the central
parameter server, which updates the main copy of the model. Updated policy settings
are sent to agent-learner at certain intervals. Such an approach makes sense for
distributed systems because it is characterized by coarse-grained parallelism.

The algorithm "Sarsa" was proposed in [4]. This algorithm, as in the previous
case, uses several parallel sub-processes such as "agent-learner" to accelerate the
overall learning process. Each local sub-process shows a separate operation and
periodically exchanges information about the learning outcomes using direct
communications with other sub-processes. This approach allows for flexible
computational organization, but leads to a significant increase in the time of
interaction when there is an increase in the number of local sub-processes.

On the basis of the generalization of the above-mentioned approaches, a
framework of asynchronous algorithms was proposed in [5] to parallelize the
reinforcement learning process. In this framework, the parallel development algorithm
"Sarsa" was further developed, algorithms of the actor-critic method and the 7 -
stepping methods were considered.

The comparative characteristics of learning outcomes based on a wide range of
research in various fields of practical application have shown that actor-critic methods
have the best prospects. In this paper, the algorithm of parallel asynchronous learning
based on the actor-critic method is considered. This algorithm allows for scaling and
can be implemented without significant changes, so in multicore processors as in cloud
environments.

Basics of the reinforcement learning theory. The reinforcements learning is
used in algorithms to achieve a certain complex goal by maximizing the target
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parameter. As a rule, the goal is achieved by performing a significant number of steps
in a given direction. The choice of the right direction of movement is achieved by
choosing the appropriate rewards and punishments.

The actor-critic structure consists of two main parts, as shown in fig.

sta'te reward action
S ¢ Ry A,

-— RHl g
. B Critic

Fig. 1. The actor-critic structure

The terminology for such algorithms includes such concepts as actors, critics,
states, rewards, etc. The actor performs certain activities that form a set of activities 4.
As a result of these actions, the actor changes his current state to a state that is an
element of the set of possible states §. If these activities move the learning process
into the right direction, then the actor receives an reward from the set of rewards R .
The actor chooses the next activity based on an analysis of the current state by
applying a policy m. The essence of 7 policy is to provide the actor with the greatest
rewards from the next activity. In addition to the short-term benefits of current
activity, the actor is also guided by the long-term profit that he can get in the long run

after a certain amount of activity. Therefore, we will determine V'™ (s) as expected

long-term profits from the current state s because of 7 policy implementation. There
is one more long-term profit Q , which differs from J that depends not only on the

current state, but also on the current activity a € 4. So Q" (s,a) means the long-

term profits from the current state, if the activity is carried out as a result of policyr.

Thus at any moment ¢, the policy 7 maps the state s to the activitya . After

performing the activity a,, the actor goes into the next state s, leand receives a

reward, which is represented by a scalar value 7,. After k steps, starting with the step

¢, the actor can accumulate total profits R = Z . fyk r where v € [O, 1] is the

+k
discount factor. The main objective of the actor is to maximize profits from each state

s,. Consequently, long-term profit from the implementation of activity a, in a state s,
is determined from the expression Q(st,at> = max Q" (s t,at) by choosing the
™

maximum long-term profit achieved by any policy. With the use of artificial neural
networks, as a universal approximator, we obtain the optimal function of long-term

profit Q(S, a) R~ Q(S,Cl;@). For this case, the parameter 6 is optimized by the
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iterative process of minimizing loss functions, where i -th loss function can be given
by an expression
2

L. (01') =E|{r+ ymaXQ(stH,atH;Hl.fl)— Q(st,at;ei) ,

a

where s, , is the state that arises after the states, and a, , is the activity that goes

+

after the activity a, .

This is one-step learning method, since the update of the value of the profit

takes place after every step in value » + v max Q(St RTCRE 9).
41

This is the simplest approach since the reword 7 depends directly on the previous
state and activity. Its main disadvantage is that the history of previous states s and

activities @ can only be taken into account indirectly through updates Q(S,a). This

leads to a slower learning due to reducing the sustainability of the learning process.
The natural way to increase the stability of the learning process is to apply
multi-step methods. In the case of using an artificial neural network to approximate the

function of long-term profit O (s, a) ~ Q (s,a;@) , we receive an update after n steps

that corresponds to the value
-1
R A R sk B A max anQ(SHn’a)'

Therefore, the parameter 6 can be optimized by minimizing loss functions

L ((9i> only after n steps, where the loss function can be given by expression

k=n—1 2
L (ei) = K|+ Z fyerk + mgx’y"Q(an,a,Qiil) - Q(St’at59i)
k=1

A significant disadvantage of this approach is the low degree of system
response to changing environmental conditions. Because the result is formed on the
basis of previous steps. Thus, the multi-step method can increase the stability of the
learning method by increasing the number of calculations and increasing the response
time to a situation that arises due to changes in the parameters of the environment.

Asynchronous learning. In this paper, it is proposed an approach to
reinforcement training that combines the benefits of one-step and multi-step methods
for the actor-critic structures. The main direction of further development reinforcement
learning algorithms for deep neural networks lies in the field of parallelization.
Therefore, in this approach, it is suggested to use parallel computing with shared
RAM. This allows you to effectively use the multi-core architecture of modern
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processors. At the same time, it is also important to have an effective computation
organization in such a parallel structure. It is known that the fundamental difference
between parallel algorithms from sequential is the presence of an interaction phase.
The organization of parallel computing with synchronous and asynchronous
interaction of processes is shown in fig. 2.

We can see that in the case of asynchronous computing we have the advantage
of combining the computation and interaction phases.

[Process11 Process12
I Process21 Process22 | PI’OCGSSZ3|
[ Process 11| Process13| Process15]

|Process12 | |Process14|

[Process21] |Process23|

Fig. 2. Synchronous and asynchronous calculations

Our parallel asynchronous actor-critic of the structure is shown in fig. 3.

Global critic

ANN || Policy[| v(s)

wls)

RAM
Actor 1 Actor 2 Actor n
| aba ||| [[abe |
[Policy ()| |Policy =, s)
[ ANNT ] [ ANz |

Fig.3. Parallel asynchronous actor-critic structure
The proposed parallel structure contains n actors that can simultaneously
accumulate experience of the environment, guided by local politics 7, (S t) . As shown

in [6], such an approach can be considered as an actor-critic architecture for which a
separate policy 7 1is typical for actors and the critic is determined by some value
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function V (St). Then the value Rt — V(St) can be considered as an estimate of some

advantage for activity @, in the states, .

If we denote by A(St,at,ﬁ) the function of the advantage generated by

artificial neural networks with parameters ), then we obtain the general expression for
parallel asynchronous method

(s a; 9) ka t+k+7kV<St+n39)_V<St39)-

The parallel asynchronous algorithm is proposed for reinforcement learning which
is based on the described approach. The pseudocode of this algorithm is shown in fig. 7.

Set shared and local parameters 9t and 9t+1

Set the shared an local counter I =0 and t=1
While 7 <T
max

d0=0; 0,_,=6,,1¢,, =1

t start
Get(s,)
| = — .

While s, f a O L=t < . :
Calculate a, according to W(at St;etﬂ)
T+=1,; t+=1

If §, ==S5g,: R0 else R = V(St,etﬂ)

For 1 in {t-1,..,tscart}:

R =1+ R; calculate 0, =db+ vetA<S7“30)
Asynchronous update of the 0 parameters.

Fig. 7. Pseudo-code for parallel asynchronous algorithm

Practical implementation with the cart-pole problem. The cart-pole also
known as an inverted pendulum with a center of gravity above its pivot point. It is
unstable and falls over but can be controlled by moving the cart.

The goal of the problem is to keep the pole balanced by moving the cart left or
right by applying appropriate forces to the pivot point. Fig. 8 demonstrates the
simplest implementation of the cart-pole task.

This implementation made on the base of gym library. It is a collection of test
problems. We can use them to work out our reinforcement learning algorithms. These
environments have a shared interface that allows writing the general algorithms.
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prvot point

left righit

Fig. 8. A typical graphical representation of the cart-pole task

Investigation of the received algorithm showed its high stability while maintaining
the high speed of learning. In fig. 9 we can show an example of comparison of learning
speed using asynchronous parallel method and parallel one-step Q - method. The x-axis

shows training time in hours and the y-axis shows the average score.

Score
Cart Pole problem
500
S P
)
400 ST
v"y
300 | umi"“od—/
T

200
100

0 1 2 3 4 5 6 7 Time

Fig. 9. Comparison of asynchronous and single-step parallel methods

Our asynchronous method shows significant speedups from using greater
numbers of parallel actors.

Conclusions. In connection with the development of robotics, reinforcement
learning is highly relevant as it is an important part of artificial intelligence
technology. The main problem for reinforcement learning of convergent multilayer
networks remains the stability of the method, which significantly influences the
learning speed. The paper proposes an asynchronous parallel method for reinforcement
learning, which allows increasing the speed of learning in comparison with one-step
parallel methods.
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Po3mupena anoraunis

CyyacHi miaXomyd 10 CTBOPEHHS airopuTMiB y cdepi INTYy4HOTO IHTEIEKTY
BKJTIOYAIOTh SIK CTBOPEHHS HOBHX, TaK 1 MOJICPHI3AIliI0 BiJOMUX METOJIB HaBUaHHs 0e3
YUUTENs, 30KpeMa, HaBYaHHA 3 MiAKpIIUIeHHsSM. BomHoYac NepcrieKTHBHUM 3ac000M
peamizallii ITYYHOTO IHTENEKTy € TIMOOKi HehpoHHI Mepexi. [Ipore 3acrocyBaHH:S
aJITOPUTMIB HaBYAHHS 3 MIAKPIIUICHHAM JI0 3raJlaHAX MEpEeX BUKIIMKAE TEBHI MpoOieMu,
OOyMOBJICHI TIPHHIMIIOBO HECTIHKUMH TIporiecaMd HaBuaHHS. OCHOBHMM HamlpsIMKOM
MIBUIIICHHS]  CTIMKOCTI TPOIECYy HABUAHHS € BUKOPUCTAHHS arcHTOM  IOTIEPEIHBO
HaOyTOro JIOCBiMy 3 METOI0 KOPWUTYBaHHS HACTymHUX Aid. Crim BiAMITHTH, IO TaKWid
I JIX1]T Ma€ CBOi HETAaTUBHI CTOPOHU, OCKUTHKH BUMArae JI0OJIaTKOBOI ITaM sITi Ta JIOJATKOBUX
OOUYHMCIIeHh 3 PO3paxyHKy Ha OJIHYy AaKTHUBHICTh areHTa. 1OMYy OCHOBHUM HAIPSMOK
MOJTAJTBIIIOTO PO3BUTKY JAHUX aJITOPUTMIB JICKHUTH Y chepl po3rapaietoBaHHsL.

VY nmaniii poOOTI PO3TISTHYTO METOJ TIMOOKOTO HABYAHHS 3 IMiIKPIIUICHHSM,
AKUA TPYHTYETHCSI HA 3aCTOCYBAHHI ACHHXPOHHHUX TMapalelbHUX alTOPUTMIB MpPH
peasizaliii TpagieHTHOTO CIycKy. Ha OCHOBi 3ampormoHOBaHOTO METOAy MoOyJA0BaHO
aKTOP-KPUTHUK AITOPUTM, SKHH XapaKTePU3y€eEThCS OUTHIIUM CTa0LTi3yI0unM ehexToM
IpU HaBYAaHHI y TMOPIBHAHHI 3 ICHYIOUMMH HapaiensHUMH MeTomamu. Kpim Toro,
3allpOMOHOBAHUI TIAXiJ J03BOJIAE PO3MApAIETIOBATH MPOIEC HAaBYAHHS MUIIXOM
3aCTOCYBaHHS BJIIACTUBOCTI 0araTosIEPHOCTI CydaCHUX KOMIT IOTEPiB.
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Section 1. SEC (Security of computer systems and networks.
Fault-tolerant distributed computing)

UDC 004.8
Larysa Doroshenko,
Oleksandr Markovskyi, Andrii Honchar

ORGANIZATION OF RESERVATION AND RECONSTRUCTION OF DATA

Jlapuca Jlopouenko,
Ounekcanap MapkoBcbkuii, AHapiii 'oHuap

OPT'AHI3AILIA PESEPBYBAHHSA TA BIJHOBJIEHHS JAHUX

In the article the method of additional packets formation during the information
transfer on the Internet is offered. Also suggested is the way to use additional packages
to recover lost or corrupted packets. Linear redundant codes are used to recover. An
example of using the proposed method is given.

Key words: erasure codes, information packets, data packet reconstruction,
linear codes.

Fig. 0. Tabl.: 1. Bibl.: 4.

Y crarTi 3ampomoHOBaHO MeETON (OpPMyBaHHS JOJATKOBHX MAKETIB IPHU
nepenadi iHdopmamii B IHTepHeT. Takok 3amporoOHOBAHO CMOCIO BUKOPUCTAHHS
JIOJATKOBUX TAKETIB JUIsl BiIHOBJICHHS BTPAYCHHX a00 MOIIKO/DKCHHUX MPU Tepenadi
OCHOBHHX TIaKeTiB. [[J1s1 BiTHOBJICHHSI BUKOPUCTOBYIOTHCS JiHIWHI HAJIAIITKOBI KOJIH.
HaBeneno npukiaj 3acTOCYBaHHS 3aPOTIOHOBAHOTO METOTY.

KarouoBi ciioBa: BimHOBIIOOYI KOIW, iHPOpMAIliliHI TAKETH, BiAHOBIECHHS
MMaKETIB JaHUX, JIHIKNHI KOIH.

Puc. 0. Ta6m.: 1. bioun.: 4.

Target setting. In the modern world the role of the Internet is dominant among
the means of data exchange. Since there is a probability of loss, damage or delayed
arrival of data packets over a global network, there is a need to create new methods
and tools to solve these problems [1].

Actual scientific researches and issues analysis. Today the following
technologies are used to reconstruct lost data during transmission: partial or complete
duplication of data and their re-transmission, usage of the Reed-Solomon correction
codes (the disadvantage is the reduction of the data to the solution of the nonlinear
equations system, which is time-consuming), the usage of CRC-codes [2, 3]. The last
two technologies perform error correction at the symbol level, which doesn't allow the
recovery of lost packets during transmission [4].
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Not investigated parts of the general subject. At present great attention is
paid to erasure codes that work at the packet level. The main principle is the transfer of
basic packages along with additional ones, which partially contain the information that
is in the main packets. With the help of erasure codes. It is possible to reconstruct lost
or damaged packets with a certain probability. However, the erasure codes that are
used do not provide high data reconstruction efficiency.

Research objective. The purpose of the article is to investigate the dependence
of the lost data packets reconstruction on the number of main and additional data
packets. Analyze the extermination results and form on the basis of the analysis the
method of data packets reconstruction with the highest probability.

Principal statements. The information packet is divided into n blocks, each of
which is transmitted separately. The block, with the number j, where je{l,..,n},
consists of a sequence of words: a;1,a,,....,a;,. In the process of transmission in case of
loss or distortion of block data with numbers ¢ and », where ¢, re{l,...,n} it is
necessary to restore the words a,1,a.,.....,a4n and a,1,a,2,....,a,, from information,
stored in n-2 main and k& backup blocks. To ensure the possibility of simple data
recovery when one carrier is lost, it is proposed in the first backup block to store the
sum of the module 2 of all the same words of the main blocks:

Vi=l.,n:s,=@Pa, (1)
i=1

Considering the task of reconstruction the ¢ and » main units of the words
Aq1,0g0,. . ..xAgm AN Q41,0,2,....,0,,, their values can be found as a result of solving
systems of two 30oolean equations of the form:

Ay *ta; =2 Ay *a; =2,
or , Vje{l,...,n}, (2)

a-zsz

g a':Z3j

7

where the ‘+’ symbol is denoted by a binary add operation in module 2. The first
equation in systems (2) is transformed from (1), that is, the data stored in the first data
backup block are used to obtain it. Obtaining the first equation of systems (2) is much
more complicated, due to the fact that the a priori values of ¢ and » are unknown. It is
obvious that the second equation of system (2) can be obtained from the system of
linear 30oolean equations, which for any values of ¢ and » contains an equation in
which only a,; or only a,; is included in the term. If 7 is a degree 2, then the example
of such a system may look like:

al_/ +a2_/ +...+am/2,_/ =yj
Q.+, +ot A, A ety =Y,
s s R A= N I )|

A +ay; a5+t 8,15 = Viog



Section 1. SEC ICSFTI2019 31

In the general case of arbitrary value n, the number of equations of the system
of the form (3) is equal to the nearest whole, equal to or greater than log,n: [log, . In

order to reconstruct the information packet when any two blocks (main or backup) are
lost, it is necessary to save in the same backup unit the sum of the two basic words of
the same name (1), the amounts determined by the system (3) in the backup blocks and
in one more backup unit duplicate the last information block.

Thus, if each word from a pair of blocks that is lost or damaged during data
transfer is reconstructed independently, then the number of backup units (packets) of
the media is:

kp =2+[log, n]|.

General structure. The reconstruction of the lost “pack” of information
packets is proposed to be organized as follows. Assuming that the lost packets belong
to one, for the definiteness of the i-th block, and have sequence numbers from j to (j +
1) in the block, where j € {1,2,...,h(I-1)}, then it is quite obvious that the number of
lost packets in each of the columns of the matrix M does not exceed one. Accordingly,
the recovery of py, pij+1, ..., pig+r packets is performed by calculating the amount by
module 2 of the received packs columns and the corresponding backup code.
Formally, the recovery procedure is described by the formula:

h-1

Pi=Cina® @D Pigiiimoa. (4)

q=0,q%j divl

The proposed method is actually specialized for the dominant type of
information packets loss when broadcasting video information transmission in peer-to-
peer networks. The analysis showed that the main reason for such losses is the
exclusion of the network node, through which the main stream of video information is
transmitted. Accordingly, the dominant type of the continuity violation of delivery to
subscribers of video information is the loss of a group of consecutive packages that
form a “pack.”

Testing. The analysis of the data presented in table 1 indicates that the
proposed approach provides the reconstruction possibility of the loss of blocks of large
multiplicity with a probability close to one for data blocks of real length. In this case,
the number of operations required to determine the positions of blocks, distorted
during the transfer does not exceed log,m. This means that the error correction
of a large multiplicity can almost be done at the rate of data transmission. Situations,
in which the correction is impossible, can be easily detected by analyzing the
differences between the components of the control code. In this case, the errors can be
corrected by re-transmission, but the probability of this, as seen from table 1, is
sufficiently small considering the actual probability of damage of the blocks during the
transfer.
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Table 1
Experimental probability of data recovery
The i mber Number of damaged The number of backup data blocks
of main data
blocks blocks
2 3 4 5
2 0.28 0.67 0.87 1
6 3 0 0.34 0.52 0.86
4 0 0 0.37 0.47
2 0.32 0.72 0.90 1
8 3 0 0.42 0.63 0.82
4 0 0 0.47 0.59
2 0.39 0.76 0.92 1
10 3 0 0.44 0.64 0.79
4 0 0 0.49 0.62

Thus, as a result of the conducted research, the theoretical substantiation and
development of the method of data packet reconstruction during their transmission in
global computer networks on the basis of linear redundant codes, which are executed in
the form of reserving packets, is carried out. Development of a method of formation by
reserving packages and methods for reconstruction lost packets. The simulation carried
out for the experimental study of the use of linear codes for the reconstruction of data
packets in order to select the optimal characteristics for different types of channels and
data transmission errors confirmed, in general, the results obtained theoretically.

Conclusion. As a result of the conducted research, the method of reservation
and reconstruction of data packets for transmission in the global networks was
proposed.

To achieve the goal, a method is proposed for the formation of additional
packets and reconstruction lost, damaged or delayed critical time of the main data
packets using them.
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PO3IINMPEHA AHOTALIA

JI. 10. lopomuieHko,
O. II. MapkoBcbkuii, A. A. I'onuap

OPT'AHI3AILIA PESEPBYBAHHSA TA BIJHOBJIEHHSA JAHUX

AKTyaJbHICTh TeMH JOCJTIIKeHHA. Y CydYacHOMY CBITI CIIOCTEPIraeThCs
3pocTaHHs JOMiHYI04O01 poJii [HTepHeTy B mpoueci nepeaadi indopmaiii, mo BuMarae
pPO3pOOKM HOBHX 3acO0iB Ta METOMIB sl 3a0e3MedeHHS HAAIMHOCTI TMEPECHITKU
IIAKETIB JaHUX.

IMocTanoBka nmpodJemu. [lpu nepenaui iHpopmarii yepes riiodambHI Mepexi
MOJIMBA BTpara, TOMIKO/UKCHHS a0o0 3ami3HeHHS OTpUMaHHA (M0 HACTaHHIO
KPUTHYHOTO MOMEHTY 4acy) MakeTiB JaHuX. BUKOpHCTaHHS 3alIpONOHOBAHOTO METOTY
MiABUIIY€E BIpOTiHICTH BiIHOBJIEHHS BTpayeHOl iH(popMarii mij 9ac nepeaadi.

AHani3 ocTra”HHix gochaigxkeHb i mnyoOJikauniii. Ha ceoronHimHii JaeHb
BUKOPHCTOBYETHCS JIKUIbKA TEXHOJOTIM s BiIHOBIIEHHS BTpadeHoi iH(opmarii.
Haiinpocrimor € yactkoBe a0o MOBHE AyONIOBaHHS BTPAu€HUX MAKETIB JaHUX 1
MIOBTOpHA iX Mepefada, BUKOpUCTaHHS Kopurytounx koaiB Pima-Conomona ta CRC-
KOZIB Ul BUIPABJIEHHS [IOMWJIOK Ha PIBHI CUMBOJIIB, BUKOPUCTAHHS B1JIHOBIIIOIOUUX
KOJIIB.

Buginienns HenocJiiKeHMX 4YACTHH 3arajbHoi mpoduaemu. CrarTs
npucBsiueHa (GOPMYBAaHHS METOAy MOOYIOBH JOJATKOBUX TMAKETIB JaHUX NpU
nepenadi iHGopmarlii Ta aHaizy 3aJIeKHOCTI HAAIMHOCTI Mepeadi JaHuX Bij criocoly
dbopmyBaHHA 10JATKOBUX mMakeTiB. HailOinpmry yBary mpuiiieHO po3poOii MeTomy
dbopMyBaHHS JOJATKOBUX TAKETIB I HAHUOUTBIIOI BipOTiTHOCTI BiTHOBJICHHS
BTpPauCHUX MaKETiB.

IMocTanoBka 3aBaaHHA. 3aBIaHHSAM € po3podouTH Meton (HOopMyBaHHS
JOJJATKOBUX TIAKETIB, KU OU JaB MOXKIIMBICTh HAMOUTBIN €()EKTUBHO BiHOBITIOBATH
BTPAYCHI Ta MOIIKOKEHI OCHOBHI MAKETH JITAHUX.

BukiaageHHss ocHOBHOro marepiajiy. [IpoBemeHo mocii/pkeHHS Ta aHami3
HMOBIpHOCTEH BIAHOBJICHHA BTpPAu€HUX TIAKETIB B 3aJ€KHOCTI BiJl KUIBKOCTI
MOCHJIAHHS JIOJJATKOBUX IMAKETIB Ta KITLKOCTI BTPAUCHUX IMaKeTiB. Bu3HaueHo crocio
dbopMyBaHHS JOJATKOBUX TAKETIB JUIsi HAWOUIBIIOT WMOBIPHOCTI BiJHOBJICHHS
BTPAYEHMX MAKETIB.

BucnoBku. J[ocTipKeHO 3aJI€)KHOCTI BiIHOBJICHHS MMAKETIB TAHUX BiJl CIIOCO0Y
pe3epByBaHHS JaHWX Ta KUIBKOCTI JOJATKOBUX makeTiB. [IpoanamizoBaHo
eKCIepUMEHTAIbHI J1aHI Ta BUAUIEHO HAWKpamli pe3ylbTaTd, Ha OCHOBI SKHX
c(hOpMOBaHO 3aMPOIIOHOBAHUI METO/I.

KuarouoBi ciioBa: BiHOBIIOOYI KOIW, iH(POpMAIliliHI TAKeTH, BiAHOBICHHS
IMaKETIB JaHMX, JIHIHHI KOJIH.
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ACCELERATION OF BOOLEAN TRANSFORMATIONS
NONLINEARITY TESTING FOR CRYPTOGRAPHIC ALGORITHMS

AnHa /lopouieHnko,
Ounexcanap MapKkoBCcbKHH

MNPUCKOPEHHS TECTYBAHHSI HEJIIHIMHOCTI BYJIEBUX
IHEPETBOPEHDb KPUIITOI'PA®IYHUX AJII'OPUTMIB

The method proposed in this article allows to significantly accelerate the testing
of balanced 3500lean transformations nonlinearity by successive reconstruction of the
nearest by Hamming distance linear function to a given nonlinear function. The results
of experimental simulation, which prove the effectiveness of the proposed method, are
presented.

Key words: Boolean transformations nonlinearity, linear cryptanalysis,
cryptographic algorithms testing, cryptoresisting measuring.

Fig.: 1. Tabl. 0. Bibl.: 4.

3anpornoHOBaHUN y CTaTTi METOJ JO3BOJISE 3HAYHO NMPUCKOPUTH TECTyBAHHS
HEJIHIKHOCTI OalaHCHUX OyJIEeBHX MEPETBOPEHB HUIIXOM IHOCTIIOBHOTO BiJHOBIICHHS
HaWOMMK40i 3a BimcTaHHIO ['eMminra miHifiHOT (yHKIIT 10 3amaHol HENMIHIWHOT
¢ynkmii. HaBeneHo pe3ynpTaTH €KCHEPUMEHTAIBHOTO MOJAETIOBAHHS, IO JIOBOJAATH
e(pEKTUBHICTH 3aIPOTIOHOBAHOTO METO/Y .

KirouoBi ciioBa: HeniHiMHICTD OyJIeBUX NEPETBOPEHbD, TIHIMHAN KPUIITOAHAI3,
TECTYBAaHHS KPUNTOTrpadivHUX aITOPUTMIB, BUMIPIOBAaHHS KPUIITOCTIMKOCTI.

Puc.: 1. Ta6u. 0. bi6.: 4.

Target setting. The automatic construction of cryptographic algorithms
systems, the stages of which are the Boolean transformations generation and the
determination of their cryptostability, are becoming increasingly popular in recent
years. Cloud technologies make the large amount of information processing and
complex calculations performing possible. Therefore, development of new
cryptographic algorithms with increased cryptoresistance has become a current topic
[1,2].

Actual scientific researches and issues analysis. Currently only for the
narrow class of Boolean functions there are nonlinearity evaluation methods which do
not use a brute force. Thus, the problem of the nonlinearity evaluation has an
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exponential complexity, depending on the number of variables n. Majority of existing
methods designed for arbitrary Boolean functions achieved the acceleration of
nonlinearity evaluation by either narrowing the problem or defining a nonlinearity
with a predetermined error [3].

Not investigated parts of general subject. Existing methods do not take into
account such features of Boolean transformations, which are used in cryptographic
protection algorithms in practice, as balancedness. And as a result, these methods
cannot meet the current requirements for testing cryptographic algorithms.

Research objective. The objective of this paper is to propose and investigate a
new method that will allow to organise more effective cryptostability testing of data
protection algorithms based on Boolean transformations by accelerating the
nonlinearity determination.

Principal statements. Nonlinearity is the mandatory property of irreversible
Boolean transformations [4]. Such Boolean transformation is represented by a system
of nonlinear balanced Boolean functions fi(x1,x2,...X,), f2(X1,X2,...X,), ... f(X1,X2,...X,)
from n variables, Vie{l,2,..n}:x, €{0,1}. Testing the Boolean transformation

nonlinearity consists in the nonlinearity evaluation of each of these nonlinear Boolean
functions. Nonlinearity testing of Boolean function f{x;,x,,...x,) is based on its
Hamming  distance =~ HD(f; g) to a linear function  g(xi,x,...x,):
g(x,x,,..x,)=a,®ax ®a,x, ®.Da,x,, where Vje{l2,..n}:a; €{0,]}. The Ham-

ming distance HD(f, g) is determined by the number of input sets xi,x,,...x,, on which
the function f{xi,x,,...x,) and the linear function g(x;,x,,...x,) take different values
(Hamming weight of the functions exclusive disjunction), namely, the Hamming
distance HD(f, g) can be determined by the formula:

HD(f,8) =2, (f(x,%,..%,) @ g(x,,%,....%,)). (1)

Balanced Boolean function f{x;,x,,...x,) from n variables is a function whose
weight is equal to:
HW(f)=2"" (2)

Linear Boolean function is a function that does not contain the product of
variables in Zhegalkin polynomial form.

In turn, the nonlinearity NL(f) of the Boolean function f{x,,x,,...x,) is the
minimal Hamming distance, namely, the Hamming distance to the nearest linear
function. The nonlinearity NL(f) can be determined by the formula:

NL(f)=min HD(f,g) - 3)

To ensure the cryptoresistance of Boolean transformations against cracks using
linear cryptanalysis, they must have the most possible nonlinearity.
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General structure. The linear approximation constructing principle, which is
basic for the proposed method, is the use of the probability p; of changing the function
value while the inverting of the i-th variable x; of the Boolean function f{x;,x,,...x,).
The probability p; can be determined by the formula:

Y SX)@ (X ), )
2 XeQ

where Q is the set of all 2" possible vectors X, C={c;1,ci,...,Cin} 1S an n-bit binary

P =

vector whose i-th component is equal to 1 and all others are 0: Vie{l,..,i-1,i+1,...,n}:
;i =0, ¢;=1.

Analysing the vector P={p,,p,,....p,} of probability values, which of the
coefficients ay,a,,...,a, in the linear equation will have the value of 1 can be assumed.
In the process of analysis the values of the vector P in descending order in n steps, a
set ®,(x,,x,,....,x,) of all possible linear functions from xi,x,,...x, which have the

smallest Hamming distance to a given nonlinear Boolean function f{x,x,,...x,) is
obtained.

Testing. The purpose of experimental modelling was to analyse how the
proposed method is effective in terms of the brute force operations number and how
accurate the evaluated nonlinearity is.

In the experiments nonlinear Boolean functions with different number of
variables have been tested. The graphs of the results are shown in Fig. 1 a) and b).

Received results illustrate that the proposed method, for example, for functions
14
from 14 variables allows to accelerate computation approximately by 07 ~ 153 times.

Such an acceleration is achieved by the admissibility of the error in the
nonlinearity evaluation.

As can be seen from Fig. 1 b), the proposed method extremely efficient for
functions from a large number of variables, which is an advantage, since such
functions are used in practice.
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Fig. 1. The dependencies of a) the brute force operations number to evaluate
the nonlinearity and b) the error magnitude from the variables number

Conclusion. The conducted experimental and theoretical studies have shown
the effectiveness of the proposed method in testing modern algorithms of
cryptographic data protection, functional basis of which is Boolean transformations.

To accelerate the construction of linear approximation, probabilities of
changing the function values while the inverting of a particular variable of the Boolean
function f{x,x,,...x,) are used, which is a peculiarity of the proposed method.

Application of the proposed method allows to provide better reliability and
testing speed of wide class cryptographic algorithms.

References

5. HaBunenko A.H. BepoATHOCTHas OLIEHKa HAJEXHOCTU pean3aluu
bynkumii 3amuTel mHGOpManmu // MopaentoBaHHA Ta i1HGOpMAIiiiHI TEXHOJOTI:
30.1ayk. mpaub.-JIeBiB:HBM IIT YAT.-2002.-Bum. 14.-C.64-70.

6. MapkoBcpkuii  O.I1.  KomOmaropueiii ananu3 OyneBbIX (QyHKIUN
CHENMAJIBHBIX KJIACCOB JIi CHUCTEM KpHUNTOrpaduuecKkodl 3amuTsl uHbopManuu //
A.Il. Mapkosckuii, 2.P. Hckakos, I'.B. T'apacumoBmu // 306ipHUK mOmOBiAeH
MDKHApOaHOI HaykoBO-TexHIYHOI KoHGepenuii “The International Conference on
Security, Fault Tolerance, Intelligence” (ICSFTI2018). — Kuis, 10-11 TpaBus 2018. —
C.42-50.

7. Mesnager S. Bent Function: Fundamentals and Results / S. Mesnager //
IEEE Trans. On Information Theory.-2016.- Vol.62, No. 7, , pp. 1825-1834.
8. Xiang C. A construction of linear codes from Boolean functions /

C. Xiang, K.Feng, C.Taug // IEEE Trans. Inform.Theory, 2017.-Vol.63, Ne 1. — P.
167-176.



Section 1. SEC ICSFTI2019 39

Autors

Doroshenko Anna — student, Department of Computer Engineering, National
Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: annadoroshenko03@gmail.com

Jlopomenko Anna FOpiiBHa — cTyneHTka, kadenpa 0OUNCIIOBAIBHOT TEXHIKH,
Hamionanpamii  TexHiuHWil yHiBepcuteT YKpaiHun «KuiBchbkuil momiTeXHIYHUN
iHCTHTYT iMeHi [ropst CikopchbKOTO».

Markovskyi Oleksandr — associate professor, Department of Computer
Engineering, National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”.

E-mail: markovskyy@i.ua

MapkoBcbkuii Osexcanap IlerpoBuy — noueHt, kadeapa 0OUMCITIOBATBHOL
TexHik, HarionansHuil TeXHIYHUHN yHIBepcUTeT YKpainu «KUiBChKUN MOMITEXHIYHHAMA
iHCTHTYT iMeHi [ropst CikopchbKOTO».

PO3SHINPEHA AHOTALIA

A. 10. lopomienko,
O. II. MapkoBcbKuit

MPUCKOPEHHSI TECTYBAHHS HEJITHIMHOCTI
BYJIEBUX IIEPETBOPEHDb KPUIITOI'PA®IYHUX AJIT'OPUTMIB

AKTYyaJbHICTh T€MHU A0CJIKeHHs1. 3 MOSBOIO XMapHUX TEXHOJIOTIH 3’ ABHIIACS
MOJIMBICTh OOpOONATH BenMKU 00’eM iH(poOpMaIii Ta BHKOHYBaTH CKJIaIHI
obunciennsa. [Ipore OkpiM OYEBMAHMX TEpeBar LUX TEXHOJOTIH iCHye BaroMui
HEJIOIK, TIOB’S3aHWI 13 CYMHIBHOIO O€3MEKOI JaHUX Ta IMOBIPHICTIO iX
MOIITKO/KEHHSI, BUKPAJAeHHs a00 HaBiTh 3HHUIICHHS. TOMY aKTyaJlbHUM € pO3poOKa
HOBHX KPUNTOTPapiqHUX aJTOPUTMIB 3 IMiIBUIIEHOI0 KPUIITOCTIHKICTIO.

IMocranoBka mpodJsemu. Hapa3si icHye TeHneHIliss 301IbIICHHS KITBKOCTI
3MIHHUX OyJIeBUX TIEPEeTBOPEHb, SKi JIekKAaTb B OCHOBI 3HAYHOI YAaCTHHU
KpUNTOrpadiyHUX aITOPUTMIB. Y 3B’S3KY 3 IIUM TOCTA€ MpoOIeMa 3pOCTaHHS Jacy Ta
HEOOXiTHMX O00’€MIB pecypciB Jsi TECTyBaHHS LUX anroputmiB. Tomy BHHUKae
HarajgbHa moTpeda MPUCKOPEHHS OIIHIOBAHHS KPUNTOCTIHKOCTI alrOPUTMIB 3aXUCTY
TaHUX.

AHaJ3 0CTaHHIX T0CTiIKeHb i myOJikamiii. Y GUIBIIOCTI ICHYIOUNX METO/IIB
MPUCKOPEHHSI BU3HAUEHHS HENIHIHHOCTI OyJIEBUX MEPETBOPEHD OCATAETHCS MUISIXOM
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3BYKEHHSIM IIOCTaBIIEHOI 3a/1a4i a00 BM3HAYCHHSIM HEJIHIMHOCTI 3 Hamepes 3aJaHol0
HOXHUOKOIO.

BujisieHHs HexoCJiXKeHNX YAaCTHH 3arajibHoOI npodJemu. IcHyroui Metoau
HE BPaxOBYIOTHb TaKOi OCOOJIMBOCTI OyJieBUX MEPETBOPEHbB, SIKI BUKOPUCTOBYIOTHCS B
QITOpUTMax KPUNTOrpaiqHOrO 3aXHMCTy HA TMPAKTHUIl, $K OamaHCHICTB. [ sk
pe3ynbpTaT, [i METOAM HE MOXYTh 33J0BOJBHUTH CY4YacHI BHMOTH TECTyBaHHS
KpUNTOrpadiYHUX aJrOPUTMIB.

IMocTanoBKa 3aBAaHHsA. 3aBJaHHIM € 3alpPONOHYBATH Ta JOCIITUTH METO,
KA JacTb 3MOTY OUTbII €(QEeKTUBHO MPOBOJUTH TECTYBAHHA KPUITOCTIAKOCTI
AITOPUTMIB 3axXHUCTy iH(OpMamii, MO MalTh 3a OCHOBY OyJieBI NEpeTBOPEHHS,
[UITXOM IPUCKOPEHHS BUSHAYCHHS 1X HENHIAHOCTI.

BukiaagenHss ocHoBHOro marepiajy. [IpoananizoBaHO HENOJIKH ICHYIOUHX
METO/IiB BU3HAYCHHSI HEJIHIHHOCTI. B OCHOBY 3ampoOroHOBAHOTO METOMY IMOKJIAJACHO
KOHIIeTIi  JUHAMIYHOTO  MPOTpaMyBaHHS,  SIKI  JO3BOJSIIOTH  TOCIHIJOBHO
PEKOHCTPYIOBATH JIiHIWHY ampOKCHUMAIlI0 3a MOKa3HWKaMH IMOBIPHOCTEW 3MiHU
3HA4YeHHA 3aJaHoi HediHiiHOi OyneBoi (yHKIII Npu 1HBEPTYBaHHI KOHKPETHOI
3MiHHOi. EkcmepuMeHTanbHE MOJENIOBAaHHS II0Ka3aj0 BHUCOKY e€(EeKTHBHICTD
3alpOMOHOBAHOTO METOTY.

BucnoBku. Po3po0ieHO, TEOpEeTHYHO OOTPYHTOBAHO Ta JOCHTIHKEHO METO[
MiABUINEHHS €(QEKTUBHOCTI TECTYBAaHHSA KPHUNTOTPapidHUX alrOPUTMIB I[UISIXOM
NPUIIBUANICHHS BU3HAYCHHS HEJIIHIMHOCTI OyJIeBUX NEPETBOPEHB, SIKI € OCHOBOIO ITHX
anroputMiB. HaBeneHo pe3yiabpTaT eKCEpUMEHTAIBEHOTO MOICTIOBAHHS.

KirouoBi ciioBa: HeniHiMHICTD OyJIeBUX NEPETBOPEHbD, TIHIMHAN KPUIITOAHAI3,
TECTYBaHHS KpUNITOrpap1YHUX aIrOPUTMIB, BAMIPIOBAHHS KPUIITOCTIMKOCTI.
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METHOD OF HASH TRANSFORMATIONS CONSTRUCTION
FOR STRICT USER IDENTIFICATION

Irop bosipuiun,
Ounexcanap MapKkoBCbKHH

METO/ ITIOBY 10BU XEHI-IIEPETBOPEHbD
JIJIS1 CTPOI'OI IIEHTU®IKALIII KOPUCTYBAUIB Y CUCTEMI

The paper describes a new method of hash transformations construction for
strict user identification. The key feature of this method is the utilization of a different
algebraic basis, namely 41oolean functional transformers, which allows for a number
of advantages compared to traditional approaches. The described method can generate
for a given output key a range of unique input keys that satisfy the following rule: the
given hash, once applied to such input key, yields the given output key.

Key words: cryptography, hash transformations, 4loolean functional
transformers, strict identification.

Fig.: 1. Tabl.: 1. Bibl.: 5.

VY cTaTTi OMHMCYETHCS HOBUM METOJ MOOYAOBU XEHI-TIEPETBOPEHDb ISl CTPOTOl
inenTudikanii KopuctyBadiB y cucreMi. OCOOIUBICTIO METOY € BUKOPUCTAHHS IS
fioro peamizamii iHmoro anreOpaiuHoro 6asucy, a came OyneBHX (YHKIIOHAIBHUX
MEPEeTBOPIOBAUIB, IO A€ DS MepeBar y MOPIBHAHHI 3 TPATUIIMHUMHU ITiIXOJaMH.
Meton mo03BOISIE ISl 3aIaHOTO BUXITHOTO KIIFOUA 3TEHEpPYBaTH O€3Iidu YHIKAIbHUX
BXIIHUX KJIIOUiB, IIO SKIIO JI0 HUX 3aCTOCYBAaTH 3aJaHe XelI-NEPEeTBOPEHHs, TO Oyae
OTPUMAHO BUXIJIHUHN KITIOY.

KarouoBi cioBa: kpunrorpadisi, Xem-nepeTBopeHHst, OyneBi (QyHKIIOHATBHI
NEepeTBOPIOBaUl, CTPOra iAeHTU(IKALis.

Puc.: 1. Ta6u.: 1. Bi6x.: 5.

Target setting. With the rapid development of information technologies the
demand for remote processing power and various services increased dramatically. As
the majority of such systems is commercial, this requires for an efficient strict user
identification algorithm to be developed. Such an algorithm must be both easy to use
and provide sufficient security against attacks. The key question is thus to find a
balance between the reliability of this algorithm and its ease of use.
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Actual scientific researches and issues analysis. The analysis of known
attacks on the identification systems showed that the most effective approach to
withstand such attacks is to periodically re-identify the user in the system [1]. This
implies that the method to be used for identification must have sufficient
capabilities to provide enough sessions keys for the user to use when logging into
the system [2].

Not investigated parts of the general subject. Although the matter of user
identification in the system is not new, there have been few works addressing the
usage of 42oolean functional transformations in it. The key advantage of such
transformers is that they require much less computational power compared to other
methods, and even more so with hardware implementation [3,4].

It is a known fact that 4200lean functional transformators are able to perform
the computations in one third of the usual time. As a result, the choice of 42o00lean
functional transformations for the described task is obvious.

Research objective. The objective of this paper is to prove that the new method
of hash transformations construction for strict user identification is viable and measure
its performance, i.e. the amount of unique input keys x that the system can generate
within the provided architecture for a given output key y [5].

As there are multiple ways to split the input vector into fragments, the resulting
amount of generated vectors depends on it to some degree. That is why it is important
to measure the performance for different splits of the key and find those that yield the
most input keys.

Principal statements. The basic idea of the algorithm relies heavily on the
underlying structure of the system, which is shown on Fig. 1 (for split of the key into 3
fragments). As can be seen from the figure, the system is comprised of multiple
4200lean functional transformers (each column corresponds to a single 42oolean
functional transformer). An input key flows from top to bottom, layer by layer,
resulting in an output key. The outputs of functional transformers are interconnected
with each other by the means of XOR operator.

The essence of the algorithm is as follows: for a given output key y, keep filling
the functional transformers with randomly-generated numbers from the bottom layer to
the top layer, while meeting the rules of the underlying structure. Upon reaching the
top layer a new input key is yielded. That concludes a single iteration / out of ¢ total.
Repeat the process until the 42o00lean functional transformers become saturated. End
by filling the remaining free slots of 42o00lean functional transformers with randomly
generated numbers.

If the algorithm is run for ¢ iterations of the process, it results in ¢ unique input
keys x that all, once run through the system, yield the desired output key y. The
proposed model structure provides sufficient non-linearity while keeping the overall
performance of 42oolean functional transformators.



Section 1. SEC ICSFTI2019 43
X1 X2 X3 X1 X2

] A A

F3 F4 F5

e

[

<

F3 F4

e@e@(— 7 @@e el
&{:W;3\

Fig. 1. The model structure for the split of key into 3 fragments

Testing. The purpose of testing is to find an approximate number of unique
input keys x that the algorithm is able to generate for a given output key y. The testing
was performed for different fragment size k£ and fragments amount m, so that m*k=n,
where 7 is the size (bitness) of input and output keys. Table 1 gives the summary of
the testing. As can be seen from the table, increasing the fragment size & by 1 results in
doubled amount of generated keys.

Table 1
Amount of generated input keys for a given output key
Amount of fragments m Bitness of fragment k
10 11 12 13
265 547 1102 2181
) 236 493 994 1988
10 221 452 909 1837
1 207 406 848 1702
12 193 379 789 1569

Conclusion. The study has proved that the new method based on 43o0olean
transformations is viable and can be used in user identification scenarios. It has been
further shown that this method can generate sufficient number of unique input keys for
a given output key. As the splitting of the key to be used inside the system can vary, a
comprehensive testing was conducted to reveal dependencies between the amount of
fragments and their bitness in regards to the amount of generated keys. The resulting
performance of the method is a couple of magnitudes faster than that of other
transformations based on a different underlying architecture, which confirms that the
proposed solution can outperform existing solutions.
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Future developments of the method could include experimenting with different
system structures, as there are multiple ways functional transformers could be
interconnected. Other variations of this structure could, for example, prove to be even
more resilient to attacks or render even greater performance boost.
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METO/ IOBYJOBU XELI-TEPETBOPEHD JIJIS1 CTPOI'OI
ITEHTU®DIKALIL KOPUCTYBAYIB Y CUCTEMI

AKTyaJbHICTh TeMM [OCHi/GKeHHS. 3 PpOCTOM TOIYJSIPHOCTI XMapHHUX
Oo0YHCIIeHb, IO HAJAIOTh AKUI-HEOyAb cepBiC abo TPOCTO OOYMCITIOBANIBHI
MOTYXKHOCTi, Ha TEPE/HIA IUIaH BUXOIUTH IMpoliema iaeHtudikaiii KopuctyBada y
cucteMi. Oco0irBe MicIie cepei MOXKIMBUX PIIIEHb MOCIIa€ BUKOPUCTAHHS OYJIEeBUX
HENIHIMHUX (QYHKIIOHAJFHUX MEPETBOPEHb, IO MAlOTh, IO-TEpIIe, HEOOXiTHY
BJIACTHBICTH HE3BOPOTHOCTI, 1 MO-APyre, BUKOHYIOTHCS Y JEKiLIbKa Pa3iB MIBUALIE 32
Bimomi ananoru. Lls poOora mpucBsiYeHA OMUCY HOBOTO METOAY IMOOYIOBH XElll-
MEPETBOPEHB Ta MOTO TECTYBAHHIO.

IMocTanoBka npodaeMu. 3aBIaHHSIM € HAJaHHS TaKOTO METONY iNeHTU(IKAIT
KOpHCTyBaua y CHUCTeMi, 0 OyB OM BOAHOYAC AOCTAaTHHO IIBHIKUM, IIOO CHUCTEMa
Moria oOpobnsaTH Oe3id KOpHUCTyBadiB 32 KOPOTKMX NMPOMDKOK dYacy, Ta 3 IHIION
CTOpPOHU Haj[aBajla MO>KIIUBICTH TMOBTOPHOI 1IeHTH(IKaIlli KOPUCTYBava B Il cCHCTEMI
IUTSL IPOTUCTOSTHHS aTaKaM.

AHaJi3 ocTaHHIX AocaimkeHb i myOaikamiii. Xoua mpobiema ineHTUIKAIIT
KOpHCTyBaua B CUCTEMI HE € HOBOIO, BUKOPUCTAHHS B SIKOCTI 0a3ucy (pyHKIIOHATBHIX
OyJIeBHX TEpPETBOPEHb € BIIHOCHO HOBUM. OCHOBHOIO TEPEBAroi0 Takoro 0asucy y
MeToJax iAeHTu¢ikamii € MBUAKICTH IX POOOTH y MOPIBHSAHHI 3 IHIIMMH Oa3zucamu, a
TaKOXX MOKJIMBICTH 3pYyYHOI amapaTHoi peaiizamii. AHaJi3 BiJOMHX aTak Ha CUCTEMH
inenTudikanii BHUSIBUB, MO0 HAWKpaAIIMM CIOCOOOM TMPOTHUIIi iM € TOBTOpHA
imenTudikalis KOpUCTyBaya B CUCTEMI Uepe3 JesIKUX Yac.

BujineHHss Henoc/iIKeHHMX 4YACTHMH 3arajbHoi mpodJjemu. B miii crati
OIMCY€ETHCS HOBUW METOJ TOOYIOBH XEHI-TIEPETBOPEHBb JJIsi CTPOroi imeHTHdiKarii
KOpHCTyBaua B CHCTEMI, 0 0azyeTbesa Ha OyneBUX (yHKIIOHATHHHUX MEPETBOPEHHSX,
a TaKOX TECTyBaHHs HOTO poOOTH.

IMocranoBka 3aBaaHHsi. [l 3a71aHOr0 BUXIAHOTO KJII04a y HEOOXiJHO
3r€HEPYyBAaTH SIKOMOTa OUIbIIE YHIKaTbHUX BXIJHUX KIIOYIB X, M0 SKIIO iX
MPOIYCTUTH 4Yepe3 cucreMy (HenmiHiiHe OylieBe MepeTBOPEHHS), TO OyAe OTpUMaHO
3a/laHUM BUXITHUHN KITIOY .

BukiaagenHs ocHoBHoro wmartepiaay. IloOynoBana Tta mpoanamizoBaHa
CHCTE€Ma, CTBOPEHA 3a OMMCAaHUM METOAOM. Pe3ynpTaTH TecTyBaHHsS MOKa3ayd, IO
noOya0BaHa 3a IIUM METOJOM CHCTEMa T€HEpPYy€e JOCTaTHbO BEJIMKY KUIBKICTh
VHIKaIbHUAX BXIJHHX KITIOYiB KOPHCTyBada, a TaK0)XK BUKOHYETHCS Yy JEKUIbKa pasiB
IIBUJIIIIE 32 BiZIOMi aHAJIOTH Ha 1HIIOMY anre0paiuHomy Ga3uci.
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BucnoBku. HoBuii meton crporoi imenTudikamii KopucTyBada B CHUCTEMI
nobpe cebe mMoOKa3ye Ta Ja€ 3aJ0BUIbHI PE3yJNbTaTH 3 TOYKH 30pYy KUIBKOCTI
3r€HEPOBAHMX BXIJHUX KIIOYIB Ta MBHIKOCTI poOoTu. Takum dYHMHOM, HOBeIeHA
MOXJIUBICTh Ta [IOMUIBHICTP WOTO BHUKOPHCTAHHS B CHCTeMax iIeHTUdIKaIil
KOPHUCTYBAaulB.

KarouoBi cioBa: kpunrorpadisi, Xem-nepeTBopeHHsi, OyneBi (QpyHKIIOHATBHI
NEepeTBOPIOBaUl, CTPOra iIeHTU(IKALis.
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The article is considering different methods of user authentication in web
applications.
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The relevance of the research topic.

The topic of user authentication is widespread in the sphere of web application
development and has become increasingly relevant in recent years, since the volume of
private data transmitted over the Internet increases over time.

Target setting. Nowadays we use a certain amount of different applications
and web resources, that make life easier. However, in order to receive a range of
services, we provide private information about ourselves: phone number, address,
email, bank card numbers, etc. Each user would prefer that such information be kept
confidential and nobody other than the user could access it. This problem has begun
development of various mechanisms of authorization and authentication of users. Let's
consider how modern services conduct authentication of users and leave access to
private data only to the user himself.

Actual scientific researches and issues analysis.

The source [1] addresses the issues of user authentication and describes the
authentication protocols that are common at this time.

In article [2], a method is proposed for authenticating users of computer
systems, resistant to spying attack, based on a graphic password and a gesture (move)
selected by the user, similar to the movements of chess pieces.
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The opportunity of two-factor authentication usage in the control systems and
access management on the basis of Quick Response codes with one-time passwords is
analyzed in the work [3].

Uninvestigated parts of general matters defining.

There is no system that uses an authentication method that is completely safe.
Each authorization system can be attacked and allow hackers to steal data.

The research objective.

The purpose of this article is to analyze the most popular methods of user
authentication.

The statement of basic materials.

1. Password authentication.

This method consists in the fact that the user must provide the system with a pair
of login / password that was specified during registration for successful identification /
authentication. This pair is specified when creating a user account on the system. There
are standard password authentication protocols that can be applied in web applications.

1.a. HTTP authentication.

This protocol is described in HTTP 1.0 / 1.1 and is applicable in the corporate
sphere. The principle of work is as follows:

1. When accessing an unauthorized user, the server returns the "401
Unauthorized" HTTP status and adds the "WWW-Authenticate" header with the
specified parameters and the authentication scheme.

2. When receiving such an answer from the server, the browser automatically
displays the form of entering the necessary parameters that the user can enter in order
to access the resource.

3. In all subsequent user requests for this web resource, the browser
automatically adds the HTTP header "Authorization", which transfers the data
specified by the client when authorizing.

4. The server authenticates the user according to the data from this header.

Http authentication has several different schemas that differ in security:

1. Basic - the simplest, the parameters are transmitted in the header in
unencrypted form. Relatively safe when using HTTPS.

2. Digest - is a schema where a server sends a unique "nonce" value, and the
browser sends the MD5 hash to a user's password that was calculated using the
"nonce" value. A more secure schema than Basic, but may be striked by the "man-in-
the middle" attacks. Also, this scheme is not designed to use modern hash functions to
store passwords on the server.

3. NTLM or Windows authentication - as well as Digest, based on the
challenge-response principle, in which the user password is transmitted in encrypted
form. Not an HTTP standard, but is supported by most browsers and servers. It is
mainly used to authenticate Windows Active Directory users in web applications.
Sensitive to "pass-the-hash" attacks.



Section 1. SEC ICSFTI2019 49

It's worth noting that when using HTTP authentication, the user does not have
the standard ability to exit the web application, except to close all browser windows.

2.Certificate authentication.

The certificate is a set of attributes that identifies the user and is signed by the
certificate authority (CA). CA acts as an intermediary, which guarantees the authenticity of
certificates. Also, the certificate is cryptographically associated with a private key, which is
stored by the certificate owner and confirms the fact of possession of the certificate.

On the client side, the certificate may be stored along with the private key in the
operating system, in the browser, in the file on the physical device. The private key is
additionally protected by the password.

Web applications traditionally use certificates X.509. Authentication with such certifi-
cates occurs at the time of connection to the server and is part of the SSL / TLS protocol.

During authentication, the server performs validation based on the following rules:

1. Certificate signed by CA.
2. The certificate has not expired.
3. The certificate shall not be withdrawn by the relevant CA.

After a successful authentication, the web application can execute an authorized
request based on the certificate parameters.

Using certificates is a much more reliable way than password authentication. In
the process of authentication, a digital signature is created, the presence of which
proves the fact of using the private key. However, problems with the distribution and
support of certificates make this method of authentication unpredictable in the sphere
of information technology.

3.Token authentication.

Tokens are created by the server, signed by a secret key and passed to the
client, who in the future uses a token for authentication. There are several standards for
web tokens. Consider the most common - JWT - JSON Web Token - a standard for
creating access tokens based on the JSON format.

The JWT Token consists of three parts:

1. Header - specifies the information needed to describe the token itself

(encryption algorithm, token type, type of content).

2. Payload - is a set of fields where user information (name, level of
access, role) is specified.

3. Signature - is generated using encryption algorithms and is calculated
based on the first two token blocks.

Tokens are divided into 2 types and perform important roles in the
authentication of users of the client-server application:

— Access token is a token that gives its owner access to secure server resources.

Usually, it has a short life time and contains additional information.

— Refresh token - this token allows clients to request new access tokens after

their lifetime ends. These tokens are issued for a long time.
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Using tokens in client-server applications:

1. The client is initially authenticated.

2. If the authentication was successful, then the server sends access and
refresh tokens to the client.

3. During subsequent queries to the server, the client uses the access
token. The server validates validity and provides access to resources.

4. If the access token is not valid, then the client sends a refresh token,
in response the server will update both tokens.

5. If the refresh token is not valid then the client must pass the initial
authentication process again.

Experiments. It was created its own authorization and authentication system
based on access tokens. The tokens, among other things, contain information about the
role of the user, which affects the reaction of the system when interacting with it.
Tokens are also used as a password encryption mechanism. They contain a hash for
the user password, which provides an alternative way to save it in a secure form.

Login frame of the created system and authentication query details are shown in
the figure 1. There are user name and password in request payload. There is token and
other technical information in the response (see fig. 2). After login user can see
landing page in the figure 3.

X Headers Preview Response Timing

I v General

Request URL: http://localhost:80880/api/auth/signin
Username Request Method: POST

Remote Address: 127.8.0.1: 8888

P asswor (1 Referrer Policy: no-referrer-when-downgrade

Lu:::rgin

Status Code: @ 200

» Response Headers (11)
» Request Headers (5)
v Request Payload view source

w {username: "admin”, password: "adminadmin"}

password: "adminadmin®
username: "admin”

A B
Fig.1. A —login frame, B — headers of authentication query

Conclusions. This article describes methods of user authenticate in web
applications that can be considered fundamental. Among all of these mechanisms,
attention was focused on token authentication. This method is more reliable than all of
the above. Access Tokens is a much safer mechanism than HTTP authentication, since
JWT is almost non-attackable and allows you to store encrypted data in a database.
Also, tokens are more practical than certificates, because they exist only during the
application works and they need not be maintained as certificates. Tokens are also the
only authentication mechanism that allows you to build an SSO (Single Sign-On)
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system, where one application allows you to switch to another without re-
authentication (like Gmail and YouTube).

X Headers Preview Response Timing

1|{"username”:"admin", "authorities”: [{"authority”:"Admin"}], “accessToken":"eyJhbGci0ilTUzUxM1i19. eylzdWIi0iIhZG1pbilsImlhdCIEMTULINg3NDE2MSWiZXhuI joxNTU20TYwNTYxfQ. SMKCELS

A
{ ¥
"username": "admin",
"authorities": [
{
"authority": "Admin"
}
1.
"accessToken": "eydhbGoiOiJIUzUxMiJd%.eyJzdWIiOiJhZGlpbiIsImlhdCI6MTUINjgzMjgxNCwiZXhwljoxNT]
"tokenType": "Bearer"
1
B

Fig.2. A — authentication response in browser tool view,
B — formatted authentication response

Signed in as admin Home \Manage users Manage landing page Manage courses L P4

New Course

Only for you!!! Master of software developing come
here and want to immerse you in the world of

development

Fig.3. Landing page of the system after login
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PO3SHINPEHA AHOTALIA

. O. lInaun’ ok,
O. B. Auemmienko

CIIOCOBU ABTEHTU®IKALII KOPUCTYBAYA
Y WEB-JIOJIATKAX

AKTyaJIbHiCTh TeMH AociifkenHsi. Tema aBTeHTH(IKAIii KOPUCTYBAYiB €
MOIHUPEHOI0 B cepi po3poOKu web-10aTKiB i B OCTaHHI POKU CTa€ BCE OUIBII
aKTyaJbHOIO, OCKUTbKH 00 €M NPHUBATHUX JaHMX, IO MEpemaroThes uyepe3 [HTepHer,
30UTBIITYIOTHCS 3 YACOM.

IloctanoBka npodjemu. B cydacHoMy CBiTI MU KOPHCTYEMOCH II€BHOIO
KUTBKICTIO 3aCTOCYHKIB Ta OHJIAWH PecypciB, sIKi CHPOIIYIOTh HAIlIe IMOBCSKICHHE
#uTTA. OfHaK Ui TOTO, MO0 OTPUMYBATH NEBHUM CIEKTP MOCIYT, MU HAJaEMO
npuBaTtHy iHpoOpMamiro mpo cebe: HOMep TenedoHy, aapecy, €JICKTPOHHY MOIITY,
HOMepH OaHKIBCHKHX KapT Tomlo. KokeH kopucTyBad BomiB Ou, o6 Taka indopmartis
3aJMmanach KOH(DiIESHIIIHOO 1 HIXTO KpiM caMOro KOPUCTyBaya HE MIr MaTH JOCTYII
no Hei. Jlana mpobnema fana mov4aTroK PO3BUTKY pI3HHX MEXaHI3MiIB aBTOpH3amii Ta
aBTeHTH(]iKaIil KopucTyBauiB. PosrisHemMo, sK Cy4yacHI CepBiCH TPOBOJAATH
aBTEHTU(IKAI[II0O KOPUCTYBAYiB 1 3QJIMINAIOTH JIOCTYI [0 TPUBATHUX JAHUX JIHIIE
caMOMy KOPHCTyBady.
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AHaJli3 ocTraHHix aocaikenb i myouaikanii. [Iporsrom octaHHIX pOKIB
3’SIBIISIETHCST BCE OlNbIIE CcTaTel, IO 30CepeKyIOTh yBary Ha HOBHX MPOTOKOJIAX i
MexaHi3Max aBTeHTH(ikamii kopuctyBada. Okpim aBTeHTHdiKawii B [HTEepHETI, cTae
MOIYJIAPHOIO TeMa 010MeTpUYHOT aBTeHTHDIKAIIi].

BuaijieHHst He0C/Ti/IKeHMX YACTHH 3arajbHoi npodaemu. Hemae Hi omHOl
cucTeMu aBTeHTHdiKalli, mo Oyna Ou moBHICTIO Oe3neyHo0. KoxHa cucrema Moxe
OyTH Bpa)XeHa aTaKkaMH 1 11€ JO3BOJHUTh XaKepaM BUKPACTH JaHi.

IMocTanoBka 3aBaaHHsA. MeTOIO AaHOI CTATTI € aHaJIi3 HAHOLIBII MOMYJISIPHAX
METO/IiB aBTEHTH(]IKAI[il KOPUCTYBaYiB.

BukiaagenHss ocHoBHOro Martepiaay. [lpoBegeHo amamiz TpPbOX METOMIB
aBTeHTH(]iKalil KopucTyBauiB. Po3riasHyTo mnpuHmmMm ix poOOTH, mepeBaru
BUKOPDHCTAaHHS Ta HENOJiKM, crnabki wmicid. HaBemenuit mpukiaa 3acTOCyBaHHS
aBTOpH3AIlii 32 JJOTIOMOTOI0 TOKEHIB HAa TOTOBOMY IIPOTPAaMHOMY ITPOJYKTi.

BucHoBku. B naniii crarri Oyno po3risHyTO crocobu aBTEeHTH(IKaIii
KOpHCTYyBauiB y web-moaTkax, ki MokHa BBakaTu (pyHnameHTansHuME. Cepen ycix
3a3HaYCHUX MEXaHI3MiB, yBary OyJo 30cepe/PKeHO Ha aBTEHTH}IKaIlii uepe3 TOKECHH.
Jlanuii cioci0 € HamidHIIKUM, HIX YCi BUINE 3a3Ha4eHi. TOKEHU MOCTYIy € Habarato
6e3neunimuM MexaHizmoM, Hixk HTTP-aBrentudikamis, ockinmekun JWT wmaibke He
mijyisrae  aTakam 1 J03BoJisie 30epiratu 3amudpoBaHi gaHi y 6a3i maHux. Takox
TOKEHH OUTHII MPAKTHYHI 3 cepTU(IKAaTH, OCKUIBKM BOHM ICHYIOTH JIMINIE Tif 4ac
poboTH momaTKy 1 iX He MOTPiOHO MiATPUMYBATH, K cepThudikaTu. TakoX TOKEHH Iie
€IMHUI MeXaHi3M aBTeHTHU(iKawii, skuii 1o3Bosie moOymyBatu SSO (Single Sign-On)
CUCTEMY, JIe OJIMH JOJAaTOK JI03BOJISIE TIEPEUTH B IHIINK O3 TOBTOPHOI aBTEHTHU (KA1
(mampuxurag Gmail 1 YouTube).

Kurouosi ciioBa: aBrenTudikaris, web-g01aTox.
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BE3IIEKA WEB-3ACTOCYHKY

The article discusses the security issue of a web application. As a research, the
site is used. Testing is carried out at the expense of external independent resources.

Key words: OWASP, website, threat, XSS, security.

Fig.: 4. Tabl. 0. Bibl.: 11.

VY crarTti posrisgaeTbecs mHTaHHSA Oe3nekn web-3actocyHky. B sikocTi
JOCIIJDKEHHS BHUKOPHCTOBYETHCS CaiiT. TecTyBaHHS BHUKOHYETHCS 3a PaxyHOK
30BHIIIHIX HE3AJIEKHHUX PECYPCiB.

Kurouosi cioBa: OWASP, caiir, 3arposa, XSS, 6e3neka.

Puc.: 4. Ta6mn. 0. bi6un.: 11.

Target setting. The relevance of the security problems of WEB-applications is
that they use confidential information, as well as the company's business processes.

Issues analysis. The vast majority of external attacks on corporate information
systems are aimed precisely at the vulnerability of web applications.

Actual scientific researches. In recent years, the topic of application security
has filled a lot with hype, there are many articles, discussions, and a search for
solutions. To solve these problems, an international project on the security of WEB-
applications (OWASP) [1] was formed. Problems and their solutions using OWASP
are described in more detail in article [2]. Also, in article [3] a certified method is
described that will help developers to minimize the occurrence of holes in the
program.

Uninvestigated parts of general matters defining. There is no unified
protection against all threats and security tools are developing more slowly than
methods of application attacks.

The research objective. Investigate the types of threats and check for these
threats’ web application.

The statement of basic materials. A WEB application is a client-server
application, where the client is a browser that displays the user interface, generates
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requests to the server, and processes responses from it. And the server part is a WEB-
server that processes customer requests. The interaction between the client and the
server, as a rule, is carried out via the HTTP protocol [4]. The architecture of WEB
applications has three levels [5], which are shown in Figure 1.

‘ CLIENT H WEE-SERVER H DATABASE

Fig. 1. Web application architecture [6]

In connection with the rapid growth of the popularity of information
technologies, recommendations have emerged among developers to ensure the security
of WEB applications, which resulted in a project called: The Open Web Application
Security Project (OWASP).

OWASP is an open source WEB application security project that includes
corporations, educational organizations and individual developers who together form
articles, recommendations and tutorials that are freely available and recommended
when developing WEB applications.

OWASP Top 10 Application Security Risks — 2017 [7]

o A1:2017-Injection

o A2:2017-Broken Authentication

o A3:2017-Sensitive Data Exposure

o A4:2017-XML External Entities (XXE)

o A5:2017-Broken Access Control

. A6:2017-Security Misconfiguration

o A7:2017-Cross-Site Scripting (XSS)

o A8:2017-Insecure Deserialization.

. A9:2017-Using Components with Known Vulnerabilities.
o A10:2017-Insufficient Logging and Monitoring.

Experiments. We are exploring the site [8] of the "Department of Computing
Engineering", National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute" for safety.

Warnings
This site was served over HTTP and did not redirect to HTTPS.
Fig.2. Test from the SecurityHeaders.io service [9]

Security misconfiguration is the most commonly seen issue. This is commonly a
result of insecure default configurations, incomplete or ad hoc configurations, open cloud
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storage, misconfigured HTTP headers, and verbose error messages containing sensitive
information. Not only must all operating systems, frameworks, libraries, and applications
be securely configured, but they must be patched/upgraded in a timely fashion.

Redirection X -20 Does not redirect to an HTTPS site

Referrer Policy —_ o Referrer-Policy header not implemented (optional)

Subresource Integrity (SRI) not implemented, but all scripts are loaded from a

Subresource Integrity - o .

X-Content-Type-Options X -5 X-Content-Type-Options header not implemented
X-Frame-Options p 4 -20 X-Frame-Options (XFO) header not implemented
X-XSS-Protection X -10 X-XSS-Protection header not implemented

Fig.3. Test from the Observatory by Mozilla service [10]

Redirections. Sites that listen on port 80 should only redirect to the same
resource on HTTPS. Once the redirection has occurred, HSTS should ensure that all
future attempts go to the site via HTTP are instead sent directly to the secure site.

Referrer Policy. When a user navigates to a site via a hyperlink or a website
loads an external resource, browsers inform the destination site of the origin of the
requests through the use of the HTTP Referrer (sic) header.

X-Content-Type-Options is a header supported by Internet Explorer, Chrome
and Firefox 50+ that tells it not to load scripts and stylesheets unless the server
indicates the correct MIME type. Without this header, these browsers can incorrectly
detect files as scripts and stylesheets, leading to XSS attacks

X-Frame-Options is an HTTP header that allows sites control over how your
site may be framed within an iframe. Clickjacking is a practical attack that allows
malicious sites to trick users into clicking links on your site even though they may
appear to not be on your site at all.

X-XSS-Protection is a feature of Internet Explorer and Chrome that stops
pages from loading when they detect reflected cross-site scripting (XSS) attacks.

Check #11 - Check XSS via request URI

Check XSS via REQUEST _URI on port 80
Seems website is | netwulnerable to XSS attacks via REQUEST URI

Check #13 - Check XSS via HOST header (IE only 5-10)

Seems target is | notwulnerable to XSS attack via HOST header

Fig.4. Test from the service One button scan [11]
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XSS flaws occur whenever an application includes untrusted data in a new web
page without proper validation or escaping, or updates an existing web page with user-
supplied data using a browser API that can create HTML or JavaScript. XSS allows
attackers to execute scripts in the victim's browser which can hijack user sessions,
deface web sites, or redirect the user to malicious sites.

Conclusions of experiments. This web application is not properly secure.
According to the test results, the average safety rating is “F”’.

Conclusions. The article reviewed a list of popular threats. The site of the
department was also checked for safety. From the research it is clear that the site is not
reliable and needs to be improved. OWASP can help find and fix flaws.
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BE3IIEKA BEBb 3ACTOCYHKY

AKTyaJbHICTh TeMH AOCJiIKeHHsl. AKTyaJbHICTh mHpobiem Oe3mneku BeO-
3aCTOCYHKIB TPEICTABISETHCS B TOMY IIO0 B HUX BUKOPHCTOBYETHCS KOH(IiICHIIIITHA
iHpopmarlis, a TakoX 3AIMCHIOIOTbCA Oi3Hec-mporecH kommanii. Jlama pobota
MPUCBSIUEHA 3aXHCTy Ta TECTYBAHHIO caMe CalTy KadeIpH, OCKUJIbKMA KOXHa y4OoBa
CTPYKTypa MOBMHHA MaTH TOOPHIA 3aXHUCT.

IMoctanoBka mnpodjemu. IlepeBakHa OinbIIiCTh 30BHIMIHIX aTaKk Ha
KOpropaTuBHI  iHQOpMaliifHI CHUCTEeMHM HaLIJeHI caMe€ Ha Ypa3lIuBOCTI BeO
3aCTOCYHKIB.

AHaJli3 ocTraHHix aocaikenb i myouaikanii. [Iporsrom octaHHIX pOKiB
3’SBIIIETHCS BCE OUIBINE CTaTe NMPUCBAYEHUX 3aXHCTy BeO 3aCTOCYHKY, 30KpeMa,
3aBISKA TIOSBI HOBUX METOAIB OyB c(hOpMOBaHMI MDKHAPOJHHA TPOEKT TIO
3abe3neuenHio Oesmexkn BeO 3actocyHkiB (OWASP). [lpore migxomm [0 HOUIYKY
BIIKPUTHX YaCTHH U1 B 3JIOMy HE MOXJIMBO BHBYMTH JIOCKOHAJIO TaK SK HEMae
€IMHOTO 3aXHCTY.

BuaijieHHsl HeZOCJTiIKeHMX YacTHH 3arajbHoi mnpodJjemu. Jlana craTTs
MPUCBSYCHA BUBUYCHHIO Ta aHAJI3y 3alpOTOHOBAHUX MiIXOMIB JUISA TIONIYKY 3arpos,
30KpeMa Ha MPUKIIal 3aCTOCYHKY OJHOTO y400BOrO 3akiaay. Hemae enuHOTo 3aXuCTy
BiJl yCiX 3arpo3 i Oe3mexa He PO3BUBAETHCA 3 BETMKOIO MIBUKICTIO.

IlocTanoBKka 3aBJAaHHA. 3aBJaHHSIM € JOCIIAUTH TUIIU 3arpo3 1 MEPEeBIpUTH 111
3arpo3u Ha BeO 3aCTOCYHKY.

BukiagenHs ocHOBHOro matepiaJy. [IpoBeneHo anaii3 3arpo3 Ta TeCTyBaHHS
BeO 3acToCyHKy. OmHMCaHO PEUTHHI TMOIMYJSPHUX Ta aKTyaIbHUX CIIOCOOIB B 3JI0MY
caiiTy. 3 TeCTyBaHHS 3aCTOCYHKY BHUJIHO IIIO BiH HE HaIHHIA.

BucHoBok. IIpoanamizoBano BeO 3aCTOCYHOK Ha MOPSAOK 3arpo3 3a
JIOTIOMOTOI0 Pi3HMX He3alexHuXx BeO pecypciB. [limxim mokazaB cebe mobpe Ta
MoKa3aB BPa3nuBicTh caiiTy. HaBeneHi pe3ynbTaTi eKCIIEpUMEHTIB Ta aHaJIi3 3arpo3.

Kurouosi cioBa: OWASP, caiir, 3arposa, XSS, 6e3nexa.
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PROTECTION SYSTEM OF MICROSERVICE SYSTEMS

KocrsinTH MiHBKOB,
BikTop CeniBanos, Aprem BoJsioknra

CUCTEMA 3AXHUCTY MIKPOCEPBICHUX CUCTEM

The article provides an overview of the security system for microservices. As
methods used by this system, tools such as HTTPS, JWT, OAuth2, RM, TOTP were
considered. The implementation is performed using the Java programming language.

Key words: microservice systems, security systems, distributed systems,
authentication, role model.

Fig.: 1. Tabl. 0. Bibl.: 12.

VY cTaTTi BUKOHYETHCS OTJISIIT CUCTEMH 3aXHCTY JJIs1 MIKPOCEPBICHUX CHCTEM. Y
SAKOCTI METOMIB, SIKHMH ONEpYy€ JaHa CHCTeMa, Oyl pO3IISHYTI 3aco0u, Taki sK
HTTPS, JWT, OAuth2, RM, TOTP. Peamizamiss BMKOHaHa 3a JOIOMOI'OI) MOBH
IporpaMyBaHHs Java.

KirouoBi cjioBa: MIKpOCepBICHI CHUCTEMH, CHUCTEMH 3aXHCTY, PO3MOALUICHI
CHCTEMH, aBTeHTU(DIKAIIisI, POJTHOBA MOJIENb.

Puc.: 1. Ta6u. 0. bi6a.: 12.

Relevance of research topic. Due to the rapid introduction of microservice
systems among various e-commerce companies (Netflix, Amazon, Hailo), there is a
need for the means for their effective protection.

Analysis of recent research and publications. Despite the large number of
works and studies devoted to the systems of protection, the protection of the
microsystems itself isn’t quite detailed in the literature.

Identification of unexplored parts of the general problem. Integration of
known methods of protection into a coherent system. Creating a system of protection
focused on microservices.

Setting objectives. The purpose of this work is to systematize known methods
of protection and their consolidation to create a unified system in the context of
microservice systems.

The statement of basic materials. Given the rapid development and
globalization of modern business, there has been a demand for the development and
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support of large systems for automating business processes in large companies, thus
making their digital transformation. Such systems are most often implemented in the
form of monolithic systems [1]. Over time, such systems grow more and more and can
become difficult to maintain, deploy and develop by a large team. The introduction of
small changes often leeds to the need to re-plan the entire application. With the
development of cloud technologies, the issue is about scaling such systems, since
monolithic applications usually offer a large number of services, some of which are
used more often than others. This leeds to constant financial overheads for the
maintenance of such software products [2].

Microservices have become the solution to the above problems. The microservice
pattern suggests dividing system A into a plurality of small services puS (uS;, uS,, uSy),
each offering a subset of services S (S;, S,, Sy) provided by program A. Each microservice
is developed and tested by the team of developers uT;. Each microservice is developed
using the independent code bases and the pT; team, which is also responsible for
deploying, scaling, operating and upgrading the micro-service on laaS / PaaS solutions in
a cloud environment. This approach allows to simplify the scaling, deployment and
making necessary changes to individual parts of the system [3].

However, it should be noted that the microservice technology is not without
some disadvantages. Such an approach complicates the architecture of the system,
there is a complex network model of interaction between its components, considering
that the number of services can reach several hundreds (Figure 1). Delay in the
network, fault tolerance, message transformation, network reliability, asynchronousity,
versioning of different subsystems, changes in loads within a particular version of
applications - common issues in such systems [4].

The security challenge caused by the complexity of the network is the ever-
increasing difficulty in monitoring, auditing and analyzing the functioning of the entire
program. Since microservices are often deployed in a cloud environment that the
application owners do not control, it is difficult for them to imagine the overall view of
the entire application. Thus, attackers can use this complexity to launch attacks on
applications. Another security issue is related to the trust among distributed
microservices. An individual microservice can be compromised and controlled by an
attacker. For example, an attacker can take advantage of the vulnerability in the
microservice facing the public user and increase his privileges on the virtual machine
on which the microservice operates. As a result, individual microservices can become
unreliable [5]. Also, there is a question of authentication of individual system services
among themselves.

Since, as noted above, the system is distributed, and communication is most
often performed using the REST architectural style, one of the first methods to help
secure the system is to configure the HTTPS protocol accross of the system [7]. It
should be noted that the use of keys generated in certification center is not necessary
for all system services. This should only be done for client-facing applications. For
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internal services there is enough to have self-signed certificate, which must be added
to the keystore on the virtual machines of other microservices.

Fig. 1. Scheme of Heptio microsystem [6]

One of the standard ways to protect the system is to introduce the role model
for users. This model simplifies the setup of checks in the system and builds a clear
access model that fits well into the hierarchical model of the company's departments.
Mathematically, such a model is described using formula 1 [8].

permiSSionS(S) = Ureroles(s){pil(pi» T‘) € PA} (1)

OAuth2 is an open standard that allows third-party applications to have limited
access to the HTTP service on behalf of the owner of the resource.

This standard solves the problem of the need to store a password in the client
system, since compromising a third-party program will compromise the end-user
password and all data protected by this password. Instead of using the resource owner
credentials to access secure resources, the client receives an access token, a string that
denotes a specific area, lifetime, and other attributes of access. Access Tokens are
issued to third-party clients by the authorization server with the permission of the
owner of the resource. The client uses a token to access secure resources hosted on the
resource server [9].

Oauth2 introduces a clear limitation of the rights and duration of access to a
secured resource by the client, since the token is temporary and contains only a set of
specific permissions.

As an add-on to OAuth2, another one is used - JWT. In the standard
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implementation of OAuth2, a random string is used as a token. It has some
disadvantages, namely:

1. At each request to one of the protected microservices, an additional request
to the SSO is required to confirm the validity of the token, which increases the load on
the network and introduces an additional delay to the response time.

2. The token does not have any information about the user or the authentication
system.

To resolve this issue, a RFC 7519 standard was introduced, which defines a
JSON token containing a payload (user, custom role, SSO, time before disabling the
token, etc.), and a digital signature generated with the private key of the authentication
system based on the body of the request using RSA or ECDSA. Thus, any service
having a public key can check the token without any additional queries and get
information about the user directly from the token [10].

A known problem in developing security systems is the storage of user
passwords in a relational database. Storing passwords in the usual way is equivalent to
writing them on a digital paper. If an attacker gets access to the database and steals a
password table, then he will be able to access each user’s account.

The safest way to store a password is to hash it.

The problem with the SHA family of algorithms is that they were designed in
such a way as to have a higher computing speed. Rapid calculations mean faster brute-
force attacks. An example of adaptive functions that can compensate increasing
computer power is the berypt algorithm. Also, the algorithm is resistant to attack using
rainbow tables, because it uses a random tape (salt) that is added to the hash of the
password while storing.

One of the standards that helps protect a user from losing a password is the two-
factor authentication of the TOTP protocol.

One-time passwords are often better than stronger authentication forms, such as
public key infrastructure (PKI) or biometric data, since this method does not require
the installation of any client software on a user's computer [11].

The HOTP algorithm is based on the HMAC-SHA-1 algorithm and is adapted
to increase the counter value size representing the message in the HMAC calculation.
TOTP is a time version of this algorithm, where the value T, derived from the time and
time step, replaces the counter C in the HOTP calculation (2) [12].

TOTP (K,T) = Truncate(HMAC — SHA — 1 (K,T)) 2)

As we combine all methods described above we will receive a security system
which meets the goals defined for this work.

Conclusions. The result of the design and development is a system that
includes the methods in the main part, and can be used to protect the micro-service
systems.
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PO3SHINPEHA AHOTALIA

K. II. MinbKkoB,
B. JI.CexniBanoB, A. M. BoJjiokura

CUCTEMA 3AXHUCTY MIKPOCEPBICHUX CUCTEM

AKTYaJIbHICTh TeMH JOCJIIKeHHA. 3aBISKH IIBUJIKOMY BIIPOBAIKEHHIO
CHCTEM MIKpOCEpBiCY MK pi3HMMH KoMmmaHisiMu enekrpoHHoi kxomepmii (Netflix,
Amazon, Hailo) Buankia morpeba B 3aco0ax ix e)eKTUBHOTO 3aXHUCTY.

AHani3 ocTta”HHiX JociikeHb i myOaikauniii. Hesaxkaioum Ha BeNUKY
KUTBKICTh POOIT 1 JOCHIIKEHb, NPHUCBIYCHUX CHCTEMaM 3axXHCTy, 3aXHCT CaMHUX
MIKPOCHUCTEM JIOCUThH JIOKJIAJHO OTFCAaHA B JIITEPATypi.

BusiBjleHHSI HeJOCJHIIKEeHHX 4YACTHH 3arajbHoi mnpoduemu. IHTerpaiis
BIIOMHUX METOMIB 3aXHCTy B KOTepeHTHYy cucteMy. CTBOPEHHS CHCTEMHU 3aXHCTY,
OpIEHTOBAHOI Ha MIKPOCEPBICH.

Hini nocainxenns. Meroro nanoi poOOTH € cucTeMaTH3allis BiIOMUX METO/IIB
3aXUCTy Ta 1X KOHCOJIAAIli [Ii CTBOPEHHS €IUHOI CHUCTEeMH B KOHTEKCTI
MIKPOCUCTEMHHX CUCTEM.

BukJianeHHs1 0CHOBHOI0 MaTepianay. BuzHaueHO IpUYMHHU [TOSIBU Ta PO3BUTKY
CHCTEM MIKpOCEpBicy, X mepeBaru Ta 6a30Bi ypa3nuBocTi. B sikocti meToziB 6e3nexu
po3risinatrothes Taki crangaptu, sk HTTPS, JWT, OAuth2, RM, TOTP. Pe3ynbratom
€ CHCTEMa, pealli3oBaHa B Java BIJIOBITHO 0 CTaHIAPTIB MPOrpaMyBaHHS.

BucHoBku. Pe3ynpraToM po3poOKu Ta po3pOOKH € CHUCTeMa, IO BKIIOYAE B
ceOe OCHOBHI METO/M 1 MOXKe OyTH BUKOPHCTaHA JIJIsl 3aXUCTY CUCTEM MIKPOCEPBICY.
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APPLICATIONS OF SEQUENCE-TO-SEQUENCE AUTOENCODER
NETWORKS IN REQUEST ANOMALY DETECTION

AKkcboHeHKO Lis,
ITaBao Periga

3ACTOCYBAHHS SEQUENCE-TO-SEQUENCE AUTOENCODER
HEWPOHHUX MEPEX JIJIS1 PO3III3HABAHHSI
AHOMAJIBHUX 3AIIUTIB

This paper provides an insight into utilizing machine learning techniques to
improve web application firewall (WAF) performance. A brief overview of existing
techniques is provided, and a solution is proposed to optimize security breach alerts
and anomaly detection capabilities of WAF software. An existing seq2seq autoencoder
architecture is applied to solve the problem of efficient attack detection in WAF
software.

Key words: WAF, LSTM, seq2seq, autoencoder.

Fig.: 4. Tabl. 0. Bibl. 0.

VY cTarTi po3riAaaeThCs BUKOPUCTAHHS TEXHOIOT1H MAaIlIMHHOTO HABYAHHS JIJIs
niaBuIIeHHs epexTuBHOCTI web application firewall (WAF). Ha ocHoBi icHyt09O1
apXiTeKTYpH Ta pillieHb MPOIIOHYETHCS HOBUW METO/I PO3ITi3HABAHHS aHOMAJIii Ta
atak. HeliponHa mMepexa 3 apXiTeKTypoOrO seq2seq BUKOPUCTOBY€ETHCS IS BUPIIICHHS
3a/1a4i €)eKTUBHOTO PO3ITI3HABAHHS aTaK Yy MOCIIJOBHOCTSX CUMBOJIIB.

Kurouosi cioBa: WAF, LSTM, seq2seq, autoencoder.

Puc.: 4. Ta6m. 0. bi6m. 0.

Relevance analysis. WAF usage is becoming a staple in securing web
applications, being required by industry-leading data protection standards, such as PCI
DSS. Most of the provided solutions, however, rely on blacklisting [1,2] malicious
requests either via regular expressions or attack fingerprints.

Although effective to some extent, these protection methods can be bypassed,
which has happened in the past, as in the example [3]. Moreover, they by design can
only prevent against known attacks, as they do not have measures past basic heuristics
to prevent attacks previously unknown to them. Thus, a more general approach based
on generic anomaly detection was proposed [4], and our method is an extension of this
idea.
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WAF general architecture. According to OWASP, a web application firewall
(WAF) is an application firewall for HTTP applications. It applies a set of rules to an
HTTP conversation. [5] Generally, these rules cover common attacks such as cross-site
scripting (XSS) and SQL injection. As a WAF can be considered a filtering reverse proxy,
its simplified and generalized data flow diagram could be visualized as follows:

Modified
Request Request R
i RequestResponse "]
Clent P Flow Analysis P Sarver
Modified A ry Response
Response Loegging
Rule- for
matching T;qnﬂset-
mechanism
rules WAF
h 4
Rulesets Logging
mechanism

WAF Dataflow

WAF dataflow diagram, when

functioning as a filtering proxy

Fig.1. Generic WAF dataflow diagram

The proposed solution does not change this basic data flow, however, regular-
expression based rulesets are replaced with a seq2seq autoencoder neural network that
learns on previous trusted user requests. This also allows to implement our solution on
top of existing software, combining machine learning-based anomaly detection with a
vast range of existing attack fingerprints and rulesets.

Overview of existing solutions. This approach is mostly based on the work
described above [3], as it pioneered the method. The idea is to implement a sequence
to sequence autoencoder neural network with the following configuration:

byte byte byte byte byte byte
h 4 ¥ ¥ m ¥ ¥ h 4
g
LSTM » LSTM » LSTM » % > LSTM » LSTM » LSTM
§
%]
g
h 4 h 4 L J
— P{b:ﬂeﬂ P{bweﬂ P{b;ﬂeﬂ

Encoder Decoder

Fig. 2. Simplified LSTM network architecture
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Figure 2 illustrating how the sequence is processed by the encoder and how the
encoder internal state is used to initialize the decoder. The decoder output is used to
determine estimated probabilities for sequence symbols, with anomalous parts of the
sequence having significantly lower probabilities.

The network consists of the encoder and decoder LSTM networks [6], both
trained with the exact same dataset of legitimate requests to the application. The
internal state of the encoder, a vector of fixed length, is then used to initialize the
decoder. The decoder is then used to determine the probability of the next symbol in
the sequence, as it is trained to reconstruct known sequences from the input vector.
Thus, if the request is anomalous, the probabilities of symbols in the anomalous
(previously unseen) part of the request are significantly lower than average, allowing
to highlight possible payloads for vulnerability exploitation. [4]

As described in the article above, the detection process can be visualized by the
following example:

GET /admin.php?id="%20UNION%20SELECT 620" FROM?:20USERS&name=admin

Y
Encoder LSTM network

Y

Encoder vector

Y
Decoder LSTM network

Y

GET /admin.phpfid= "%20UNION%20SELECT%20* FROM :20USERS&name=admin

Fig.3. An implemented method to detect HTTP request anomalies.

The example details that the process does not give exact results, only estimating
probability thresholds for an anomalous sequence.

Our approach. However, the approach described in the article can be
optimized. The algorithm suggested by Alexandra Murzina, Irina Stepanyuk, Fedor
Sakharov, and Arseny Reutov trains both networks on the whole request string, and
thus, more time is required to allow the network to recognise HTTP request patterns.

Instead, we propose field-based anomaly detection, which adds an extra step to
the detection flow. Instead of training one anomaly detection seq2seq autoencoder
network, we propose to add a layer that separates HTTP form field values and supplies
them both as training data and input for the several detectors, identical in structure.
Field variable names can be also whitelisted, as the list of legitimate request fields is
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known before the implementation of the WAF. With this approach, it is possible to
achieve faster and more specific training, as each network will learn to only reproduce
values of a single field.

With our solution, the example above is solved in another way:

GET /admin.php?id="420UMION*%205ELECT%:20"FROM:20USERS&name=admin

v

Form Splitter Layer

id parameter value admin parameter value

Encoder LSTM network for parameter id Encoder LSTM network for parameter admin

h 4 h 4

Encoder vector Encoder vector

h 4 v
Decoder LSTM network for parameter id Decoder LSTM network for parameter adminy

h 4 v

9620UNION%20SELECT%20"FROM%20USERS | admin

Fig. 3. An example of request processing with our approach

Although the method is still the same, the request-splitting approach allows to
pinpoint the form field where the injection takes place.

In general, the algorithm proposed gives up multiple-parameter anomaly
detection in favor of faster training and better flexibility (as when parameter
submission form is changed, the trained networks can be reused to validate form
values).

It could be best applied together with conventional attack-detection methods.
As our method allows for localized detection, as opposed to highlighting anomalous
parts of the request string, it is possible to use it as a trigger for a conventional WAF
mechanism to use an extended set of heuristics to check an anomalous request.

Also, the approach could be used as a standalone solution, alerting the security
personnel and automatically blocking users that send a high number of potentially
anomalous requests in each timeframe.

Additionally, it can be used only as a monitoring solution, inspecting the
mirrored traffic to/from an application and raising alerts based on detected anomalies.

Conclusions. In general, the idea proposed is a tradeoff between multi-value
anomalies and faster, more specific detection. This theoretical approach can be the
basis to implement practical machine learning in the field of web application firewall
applications.
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AxkcboHeHKo L,
ITaBJj1o Perina

3ACTOCYBAHHS SEQUENCE-TO-SEQUENCE AUTOENCODER
HEWMPOHHUX MEPEX JIJIS1 PO3III3HABAHHSI
AHOMAJIBHUX 3AIINTIB

AKTyaJbHicTh TeMH JociaizkenHs. [Ipobiaema po3nizHaBaHHS BeO-aTak cTae
OUTBII aKTyaJIbHOIO B OCTaHHI JHI y 3B'A3KY 31 3pOCTAI0YOI0 JIOJICI0 3aCTOCYHKIB, IIO0
BUKOPHCTOBYIOTh BeO-TexHosorii. Takum dnmHOM, mpOOIEMOI0 € CTBOPEHHS
YHIBEpCaIbHOTO CIIOCO0Y pO3Mi3HABaHHSA aTak, sika He Oyae Oa3yBarucs Ha (iIbTpax.
Jlana poOoTa mpucBsiueHAa MpoOIEeMi pO3Mi3HABaHHA BebO-aTak SK aHOMATid 3a
JOTIOMOI'O0 HEHPOHHUX MEPEK.

IMocranoBka mnpodaemu. HeehekTuBHICT, Ta HEMONIKH ICHYIOUHX CHUCTEM
po3mi3HaBaHHS BeO-aTak,

AHali3 ocTaHHiX aociaigxeHb i myOaikauniii. PoGora moOymoBana Ha 1 €
MOIIUPEHHSAM 1/1€1 BUKOpUCTaHS seq2seq MEpex UId PO3Ii3HaBaHHA aHOMamii. Imes
Oyma mpencraBneHa y crarti A. Murzina, I. Stepanyuk, F. Sakharov, A. Reutov:
Detecting Web Attacks with a Seq2Seq Autoencoder.

BunijieHHsl HeJOCJHiIKeHHX YACTHH 3arajabHoi npodjemu. [lana crarrts
MpUCBsiYEHA PO3pOOIIl TOAATKOBOTO MIapy 0OpOOKM JaHUX A0 HEWPOHHOI MEpEexi s
ONTUMI3allli IEBHUX XapaKTEPUCTUK CUCTEMH.

IMocTanoBKa 3aBJaHHs. 3aBJaHHSIM € CTBOPUTH TEOPETUYHY apXITEKTYypy, IO
0a3yeThCs Ha ICHYIOUMX MOJICTISX, alieé BUKOPUCTOBYE MiAXiJ] OIUTY BXITHUX JaHUX 10
00pOOKHU HUX MEPEKEIO.

BukiagenHss ocHOBHOro martepiajy. [Iposeneno ananis seq2seq miaxomy 10
po3mi3HaBaHHS Be0-aTak, 3alpoOIOHOBAHO HOBHUH METOJ PO3JIUICHHS JJaHUX TI0
napamMeTpaM 3aruTy.

BucnoBku. 3a pesynbraramm aHamizy Oyyiio 3po0OJEHO BHUCHOBOK, IO
3aMpOTOHOBAHUH MMiJIX1J Ma€ MEepeBaru i MEBHUX CIIEHAPIiB 3aCTOCYBaHHS 1 MOXKE
BUKOPHCTOBYBBATHCS Pa30M 3 ICHYIOUHMHU METOAAMHU 3aXHCTY.

Kurouosi cioBa: WAF, LSTM, seq2seq, autoencoder.
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Oleksandr Honcharenko,
Artem Volokyta, Heorhii Loutskii

FAULT-TOLERANT TOPOLOGIES SYNTHESIS
BASED ON EXCESS CODE USIGN THE LATIN SQUARE

Ounexkcanap I'onyapeHnko,
Aprem Boaokura, I'eopriit Jlynskmii

CHUHTE3 BIIMOBOCTIMKHX TOIIOJIOI'TIA HA OCHOBI
HAVIMIIKOBOI'O KOJAYBAHHA
3A IO0IIOMOI'OIO JIATUHCBKOI'O KBAIPATY

The article discusses the method of synthesis of fault-tolerant topologies using
a Latin square and excess encoding of nodes numbers. Ways to fill the square were
considered, several topologies were synthesized and their characteristics were
analyzed. The usages of redundancy have been analyzed.

Key words: fault tolerance, excess code, Latin square

Fig.: 5. Tabl.: 5. Bibl.: 6.

Y craTTi pO3IISINAETHCS METOJ CHUHTE3y BIJMOBOCTIMKHX TOIOJOTIH 3a
JOIIOMOI'OK0 JIATUHCBKOTO KBaJapaTy 3 BHUKOPHUCTAHHSAM HAJJINIIKOBOIO KOJIYBaHHS
HOMEpIB BepIIMH. Byno po3risHyTO crocobu 3amOBHEHHS KBaApaTy, CHHTE30BaHO
KiJTbKa TOMOJIOTiM 1 BUKOHAHO aHaii3 XapakTepucTuk. [IpoaHanizoBaHO MOXKIMBOCTI
BUKOPUCTAHHS HAJIMIIKOBOCTI.

KurouoBi ci10Ba: BigMOBOCTIMKICTh, HATUIITKOBUHN KO, TATUHCHKUN KBapaT

Puc.: 5. Taba.: 5. Bion.: 6.

Urgency of the research. In modern world the distributed computing is an
important branch of the development of computer technology. Improving of their
fault-tolerance is a one of most important tasks. One of perspective methods of its
solution is a method of fault-tolerant topologies synthesis, that allow hardwarely
provide a high level of systems fault-tolerance. In article discusses the method of fault-
tolerant topologies synthesis with excess code 0/1/-1 and Latin square.

Target setting. A topological structure is an important part of distributed
computing system. A lot of parameters depends from it, including fault-tolerance.
There are some methods of fault-tolerant topologies synthesis, one of these is a using
of an excess code 0/1/-1 in nodes numbers encoding. This article proposes a method of
fault-tolerant topologies synthesis with Latin square and excess encoding.
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Actual scientific researches and issues analysis. Now a topologies synthesis
with Latin square was good considered. Also method of topologies synthesis with
excess encoding was proposed [1], the synthesis of fault-tolerant versions of
hypercube and quasi-quantum topologies was completed. In previous publications was
perfomed an analysis of main advantages and disadvantages of these topologies,
proposed methods of using redundancy to improving of fault-tolerance.

Uninvestigated parts of general matters defining. In last time only a
synthesis of fault-tolerant topologies based on codes transformations was consider, a
using of Latin square and other methods of synthesis without explicit nodes codes
transformations wasn’t considered.

The research objective. The purpose of the research is a consideration and
analysis of possibilities of using Latin square for topologies synthesis with excess
encoding of node's numbers, creating examples of these topologies and its analysis.

The statement of basic materials. The problem of synthesis with the square in its
usual form is as follows: there are Latin square. In first column — numbers of nodes, for
which the definition of neighbors is carried out. The order in which the nodes in the
column are listed can be any, it is important that the code of each node is encountered
only once. Next, the sequence written in the first column is cyclically shifted up and
written to the second column. This doing repeats for next columns analogically until the
square been filled. All cols except first are the possible neighbors of nodes, written in first
column. After the square creating from possible neighbors in any way, several columns
may be selected and a topology is constructed on them.

Basic definitions. The excess code 0/1/-1 has the same parameters as the usual
binary, but contains an additional digit -1 denoted by the letter T [1]. The main feature
of this code is that one and the same number has several possible views in this code.
That's what makes it excess.

Topologies that use this code as a basis have high fault tolerance. This is ensured,
first, by the presence of nodes with the same number, and secondly, using routing trees to
bypass failures in the system. But, as a rule, the disadvantage of such topologies is too
high a power or diameter. In synthesis based on transformations, this is due to the fact that
the transformation must take into account an additional number -1, which increases the
number of results. For example, on Exchange transformation it leads to the appearance of
several results. Exchange with the lowest digit of code 010 gets not only 011, but also
O1T. In the framework of transformations-based synthesis paradigm nothing can be done.
An alternative to this is a synthesis without transformations.

An example of topology synthesis using Latin square method. In order to
construct a Latin square, it is necessary and sufficient to determine the sequence of
node’s codes entries in the first column. For example, tables 1 and 2 illustrates the
Latin squares, constructed for natural sequence and for Gray’s code.

To perform the synthesis of the topology, you must select columns in square.
For example, select cols 1 and 3. For first square this means, that neighbors of node
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000 are nodes 001 and 011, neighbors of 001 — 010 and 100, etc. For second square
neighbors of node 000 are nodes 001 and 010, for 001 — 011 and 110, etc.

Table 1
Latin square for 3-bits binary code, written in natural sequence
Ao Node Possible neighbors
1 2 3 4 5 6 7
0 000 001 010 | 011 100 101 110 111
1 001 010 011 100 101 110 111 000
2 010 011 100 101 110 111 000 001
3 011 100 101 110 111 000 001 010
4 100 101 110 111 000 | 001 010 011
5 101 110 111 000 | 001 010 011 100
6 110 111 000 | 001 010 | 011 100 101
7 111 000 001 010 | 011 100 101 110
Table 2
Latin square for 3-bits binary code, written in Gray’s code sequence
A Node Possible neighbors
1 2 3 4 5 6 7

0 000 001 011 010 110 111 101 100
1 001 011 010 110 111 101 100 000
2 011 010 110 111 101 100 000 001
3 010 110 111 101 100 | 000 001 011
4 110 111 101 100 000 | 001 011 010
5 111 101 100 | 000 001 011 010 110
6 101 100 000 | 001 011 010 110 111
7 100 000 001 011 010 110 111 101

Fig 1. Topology, built with first Latin square with selected cols 1 and 3
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Fig 2. Topology, built with second Latin square with selected cols 1 and 3

The most interesting thing in this synthesis is that both topologies have power
4. Theoretically, in some cases, the power of the synthesized topology can be less than
4, but not more: in 2 columns opposite each node 2 neighbors and the node itself in

each of the two columns opposite some other occurs only once.

Also the interesting thing is that obtained topology depends not only from
selected columns, but also from sequence in first column.

75

Also, there is an interesting property in second topology: 3 links of every node

analogical to links in hypercube, and 4™ link can be received by the way of all code’s

bits’ inversion. It means that routing methods, similar for routing in hypercube, can be
used for this topology. For comparison, in table 3 the second topology’s system of

links described in terms of functional dependencies between node’s codes.

Table 3
System of links in second topology in terms of codes transformation
Node . _ .Exchange . .
I bit 2" bit 3 bit All bits
000 100 010 001 111
001 101 011 000 110
010 110 000 011 101
011 111 001 010 100
100 000 110 101 011
101 001 111 100 010
110 010 100 111 001
111 011 101 110 000

Topology synthesis for excess code. In essence, synthesis occurs similarly, but

there are differences. There is no natural sequence of excess codes, because some

numbers in it repeat with different code, as result, all codes can’t be located so that the
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value of each next be more than 1. It isn’t critical for synthesis, but it can be important
for filling the square, because, as it was being described above, properties of topology
depend from square's filling. For synthesis use one of possible pseudo-natural
sequence for 2-bits excess code. Table 4 illustrates Latin square for this sequence.

Table 4
Latin square for pseudo-natural sequence of the excess codes

A node Neighbors
1 2 3 4 5 6 7 8
-3 TT TO T1 0T 00 01 1T 10 11
-2 T0 T1 0T 00 01 1T 10 11 TT
-1 T1 0T 00 01 1T 10 11 TT T0
-1 0T 00 01 1T 10 11 TT T0 T1
0 00 01 1T 10 11 TT TO T1 0T
1 01 1T 10 11 TT TO T1 0T 00
1 1T 10 11 TT | TO T1 0T 00 01
2 10 11 TT T0 Tl 0T 00 01 1T
3 11 TT T0 T1 0T 00 01 1T 10

For example, also select columns 1 ta 3. The blue dotted line highlights the
connections that pass between nodes with identical numbers.

Fig 3. Topology, built with Latin square with a pseudo-natural sequence of excess codes

There is interesting property in this topology: all connections between nodes
except 0T —T1,01 — 1T, 11 — TT complete between nodes with codes, that differs by
one bit. In allows in some cases use the routing algorithms, that similar to routing in
hypercube.

Using of redundancy. In terms of using the redundancy obtained topology
interesting is that has connections between nodes with same number. The reason for
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these connections is to select column 1 for the synthesis of the topology: since in
sequence these nodes are adjacent, then they are, in this way, adjacent in the topology.
The presence of these links allows clustering.

Fig 4. Topology clustering

As you can see, clusters have not only links inside, but also links between. So,
even on case of fail one node of cluster this link not be broken. Moreover, if for nodes
in cluster somehow provide possibility to intercept packets, that appointed to other
node in cluster, every node can be substitute other in case of failure and to reroute
packets, that were sent through failed node

Routing in redundant topology. As in the case of hypercube and de Bruyn
topology, routing trees can be used in this topology too. It allows use all advantages of
this routing method: bypass the failures and avoid locks.

TR

Fig 5. Routing trees for obtained topology
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Comparison of the characteristics of the obtained topology. Was completed
the comparison between obtained topology with same topology, based on usual binary
code and with classic hypercube. In table 5 the results of this comparison are
presented.

Table 5
Topologies comparison
Latin square with
Topology Classic Hypercube natural codes Redundant Latin square
sequence
1
Selected cols - 1,3 L, 3 (example 1, N/3
above)
Count of bits
3 5 8 3 5 8 2 3 5 2 3 5
(N)
Countof ¢ | 35| 256 | 8 [ 32| 256 | 9 | 27 | 243 | 9 | 27 | 243
nodes
Diameter 3 5 8 2 6 44 2 5 40 2 5 40
Power 3 5 8 4 4 4 4 4 4 4 4 4
Diameter g | o5 | 64 | 8 | 24| 176 | 8 | 20| 160 | 8 | 20 | 160
Power
Count of
12 | 80 | 1024 | 16 | 64 | 512 | 18 | 56 | 486 | 18 | 56 | 486
edges
Topology Redundant Latin square
Selected cols 1,3,6,...,N/3 1,3,9,...,3"
Count of bits
2 3 5 2 3 5
(N)
Count of o | 27 243 9 27 243
nodes
Diameter 2 3 5 2 3 5
Power 4 8 54 4 6 10
Diameter g | 24 270 8 18 50
*Power
Count of 18 | 108 6561 18 81 1215
edges

Conclusions. In article proposed method of fault-tolerant topologies synthesis,
based on using excess code, with Latin square. Considered the clustering as method of
fault-tolerance improving, received the routing trees, that can be used in this topology.
Analyzed the characteristics of redundant topologies, that can be received by using
Latin square, their comparison with each other was carried out.
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A main advantage of method is that in the process of synthesis it is possible to
directly determine the desired power of topology. Also, sequence in basis of Latin
square allows to delegate some features to topology, that also can be used. Defined,
that in these topologies is possible to use routing, based on trees, that allows bypass
failures and provides a high level of fault-tolerance. Another advantage of the method
is that all the nodes of the resulting topology often have the same power.

But there are disadvantages too. First, obtained topologies not always can be
described through transformations with node’s codes. This limits the ability to use
some routing methods. At second, there are difficulty with defining diameter of
topology before synthesis.

There are some ways to improve the method. Firstly, a features of topology
depends by sequence in first column of Latin square. Theoretically, it possible to give
some features to topology through choosing of sequence. The selected columns are
important too. As the comparison showed, changing the numbers and the count of
selected columns can be manipulated by power and diameter.
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PO3SHINPEHA AHOTALIA

Ounexkcanap I'onyapeHnko,
Aptem Boaokura, I'eopriit Jlynskmii

CHUHTE3 BIIMOBOCTIMKHUX TOIIOJIOI'TIA HA OCHOBI
HAJVIMIHIKOBOI'O KOJAYBAHHA
3A IO0IIOMOI'OIO JIATUHCBKOI'O KBAIPATY

AKTyaJIbHiCTh TeMHM JOCJTiJkeHHs. B cydacHoMy CBiTI pO3MOALIEHI
OOYHCIIEHHS € BaXKJIMBOIO TATy33[0 PO3BUTKY OOUYMCITIOBAIbHOI TexHikU. [ligBumeHHs
iX BIZIMOBOCTIMKOCTI - OJHA 13 HaWBaXIWBIMMX 3amad. J[oBOM TEPCIIEKTUBHUM
METOJIOM 1i BHINIECHHS € CHMHTE3 BiJIMOBOCTIHKOiI TOmoOJoOrii st cucremu. B maniit
CTaTTI PO3TIIAIAETHCS METOJ[ CHHTE3y BiJIMOBOCTIMKHX TOIIOJOTIN 3 BUKOPUCTAHHIM
HaTUIIKOBOTO Koy 0/1/-1 Ta maTHHCHKOTO KBajapary.

IMocranoBka mpodJjieMu. ToroyoriuyHa CTPYKTypa € Baj)XIMBOK YACTHHOIO
PO3MOAINIEHOI 00YMCIIOBAIBHOT cucTeMH. Bixm Hel 3anexuTh Maca mapaMeTpis,
BKJIFOYAIOUM  BiIMOBOCTIMKICTh. € KibKa CHOCOOIB CHHTE3y BiJIMOBOCTIHKHX
TOTIOJIOTIN, OJHUM 13 SIKAX € BUKOPUCTAHHS HAJUIMINKOBOro kKomyBauus 0/1/-1 B
HyMmepamii BepmrH. B nmaHiil cTaTTi IpOMOHYETHCS METOJ CHHTE3y BiAMOBOCTIMKHX
TOTIOJIOTIH 32 TOTIOMOT OO JIATHHCHKOTO KBAJPATy 1 HAJUIUIITKOBOTO KOAYBaHHS.

AHani3 ocTta”HHiX fgociaigkeHb i nyOaikamii. Ha nganuii  MomeHT
3arajibHOBIJIOMMM METOJAOM € CHHTE3 TOIIOJOIii 3a JOIOMOIrOK JIAaTUHCHKOI'O
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KBanmpary. Takoxk po3poOJEHO METOJ CHHTE3Yy TOIOJIOTIH 3 BHKOPUCTAHHSAM
HAJJTAITKOBOTO KOJyBaHHS [1], BUKOHAHO CHHTE3 BIIMOBOCTIMKHX BEpCiil TimepkyOa
Ta KBa3i-KBaHTOBOI TomoJjorii. B momepeanix myOumikamisix Oyi0 BHKOHAHO aHai3
OCHOBHHMX IIepeBar Ta HEHONIKIB TaKUX TOIOJOTIH, 3alpOMOHOBAHO METOAU
BUKOPHUCTAHHS HAJTUIITKOBOCTI JIJIs1 301IBIIICHHS BIZIMOBOCTIHKOCTI.

BunijieHHst HeJoCJiKeHHX YACTHH 3arajibHoi nmpoduaemu. /lo nporo vacy
PO3TIISIIAaBCs JIUIIE CHHTE3 BiAMOBOCTIMKHX TOIIOJIOTIH HAa OCHOBI MEPETBOPEHB, HE
PO3TIISIHYTUM 3JIMIIAE€THCS BUKOPUCTAHHS JIATUHCHKOTO KBAJApaTy Ta iHIIUX METOJIIB
CTBOPEHHSI TOIOJIOTiH, K HE BUKOPUCTOBYIOTH SIBHUX MEPETBOPEHD KOY BEPIIUH IS
OTPUMAaHHS CYCi/11B KO>KHO1 BEPILIMHH.

IMocTanoBka 3aBAaHHsA. 3aBIAHHAM € pO3IJISLA Ta aHali3 MOMKIMBOCTEH
BUKOPHCTAaHHS JIATHHCHKOTO KBAJApary JUIsi CHUHTE3y TOMOJOTI 3 HaIUIIKOBUM
KOJyBaHHSIM HOMEPIB BEpPIINH, CHHTE3 TAKUX TOMOJOTIH Ta iX aHami3.

Buk/ageHHsI OCHOBHOI0 Marepiajqy. 3agada CHHTE3Y 3a JIOTIOMOTOIO
KBaJpaTy y 3BHYAWHOMY BHIJIAJ TOJIATAE B HACTYIIHOMY: € JIATUHCHKAW KBaJpar.
B nepmmomy cToBOIII — HOMEpPU BEPUINH, JJIS SIKUX MPOBOIUTHCS BU3HAYEHHS CYCIJIiB.
[Topsimok, B sIKOMY MEpeNidyloThCS BEPIIMHUA B CTOBOI, MOXe OyTH OyAb-SKHM,
BAYIINBO, 00 KOJ KOXHOI BEPIIMHHU 3yCTpidaBcs B HbOMY Juie pa3. Hactymuamii
CTOBOCIP BW3HAYAETHCS TaK: TMOCTIJOBHICTh, IO 3alKkcaHa B TEpPIIOMY CTOBOII,
IUKJTIYHO 3CYBA€ThCS BIOpPY 1 3aMHCYEThCS B Jpyruid croBOeub. J[ms HacTymHHX
CTOBOIIIB aHAJOTIYHO, 1 TaK J0 THUX Iip MOKW KBajapaT He Oyne 3amoBHEHO. Bci
CTOBOIIi, KpIM TEPIIOro, - MOXIJIMBI CyCiiM BEPIIWH, 3aUCAHUX B MEPIIOMY CTOBOLII.
[Ticns ¢popmMyBaHHS JTATHHCHKOTO KBAAPaTy 13 MOXKIMBHUX CYCiZiB OyIb-SIKUM YHHOM
OOHMpaEThCs KilbKa CTOBOLIB 1 MO HUM OyayeThcsi Tomoioris. OCHOBHA BIMIHHICTD
3allpOMOHOBAHOTO METO/AY — B BHKOPHCTAHHI HQ/UIMIIKOBOTO KOAY Uit (popMyBaHHS
KBaJ[pary.

BucHoBku. BuaineHO OCHOBHI OCOOJMBOCTI 3ampONOHOBAHOTO METOMY.
BukonaHO cHHTE3 TOMONOTII ISl MPUKIALy, TOKa3aHO 3aCTOCYBAaHHS HAUIUIIKOBOCTI
JUTS TT1IBUINEHHS B1IMOBOCTIKOCTI. [IpoBeneHo aHami3 XapaKTepUCTHK TOTIOJIOTIH, 1110
MOXYTb OyTH CHHTE30BaHI 3 BHUKOPUCTAaHHSIM 3alpPOINOHOBAHOTO  METOIY,
MpoaHaIi30BaHO OCHOBHI MEpeBaru Ta HeIOJIKH METOY, BUCYHYTO MPOMO3MIIii 100
HOro NOKpaIeHHS.

KurouoBi ci10Ba: BiqIMOBOCTIMKICTh, HAUTUIITKOBUHN KO, TATUHCHKUN KBaIpaT
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RECONFIGURABLE MATH COPROCESSOR ON FPGA

O003umii Imutpo, llomranska Katepuna,
Basentuna Tkavenko, Onexcanap Bepoa

MATEMATHUYHHAN COIBITIPOIIECOP
HA ILIIC 3 MOXJIUBICTIO PEKOH®IT'YPAILIII

The article deals with the development of a specialized calculator constructed
on the basis of FPGA, for calculating arithmetic-logic functions. The calculator is
proposed for integration with the reconfigurable processor, for the implementation of
the concept of accelerating the implementation of programs, by hardware realization of
the time-critical functional core.

Key words: FPGA, reconfigurable processor, hardware implementation of
functional core, mathematical coprocessor, acceleration of computations.
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OoynoBanoro na 06asi IUIIC, nmns oOuwmcneHHs apudMETHKO—JIOTIYHUX (QYHKIIH.
OOumcmioBay 3ampoIOHOBAHO JUIA iHTErpamii 3 peKoH()IrypOBHUM MPOLECOPOM, IS
peamizamii KOHIENIii NPUCKOPEHHS BUKOHAHHS MPOTpaM, MUIAXOM amapaTHOi
peaizanii KpUTHYHUX 70 4acy BUKOHAHHS (DYHKI[IOHATBHUX SIIEP.
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Relevance of research topic. Today it is very actual to search for new
architectural solutions for improving the efficiency of computer systems. This trend is
becoming more and more relevant, considering that extensive means of accelerating
computations have reached their limitations [1]. On the other hand, the amount of
information that is currently being used by high-performance computer systems today
is growing extremely rapidly and will continue to grow. Artificial intelligence, which
the world now cares about, puts on computer systems a task that can further become
overwhelming for modern computers [2]. Therefore, one of the common solutions to
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the problem of increasing the efficiency is the hardware acceleration of critical
functional nuclei by the use of modern programmable logic integrated circuits
(FPGAs). The peculiarity of the modern element base is the ultra-high degree of
integration and the possibility of dynamic reconfiguration, which allows the
implementation of flexible, high-speed architectural solutions of any complexity that
can dynamically adapt to the requirements of solvable problems [3]. The acquisition
by Intel of one of the largest companies of FPGA developer Atlera also confirms the
relevance and feasibility of the direction of hardware upgrading of computer systems
and, in particular, processor cores.

Actual scientific researches and issues analysis. A number of papers [4, 5, 6]
present classic solutions for increasing the efficiency of work at the expense of
acceleration multiplication. In these works, the authors investigate the logical and
hardware methods of accelerating multiplication. Logical methods can reduce the
computational time due to more efficient multiplication algorithms, in particular due to
the use of redundant numerical systems and systems with a basis of more than two [7].
In hardware methods, the emphasis is on the schematic reduction of computation and
addition time [8].

In work [9] the efficiency of using a mathematical coprocessor, which,
expansion of the capabilities of the central processor, is implemented as a separate
functional module. Such a coprocessor was used to perform complex mathematical
calculations, eliminating the central processor from a large number of tasks. According
to Intel, a mathematical coprocessor reduces the execution time of mathematical
operations, such as multiplication, division and elevation to an extent of 80 percent or
more [10].

Today, all Intel and AMD processors, starting with 486DX, have a built-in
math coprocessor and do not require a separate coprocessor (except Intel486SX).
Although in first-generation computers (180386, 180486), the mathematical
coprocessor module was installed on the motherboard as a separate chip. The built-in
SIMD-based extension coprocessor allows data parallelism to be provided. The Intel
Advanced Vector Extensions extension provides a set of SIMD instructions for
floating-point data processing in groups of 256 bits in length. The Intel MIC co-
processors include a 512-bit instruction set.

Using programmable logic integrated circuits allows you to increase the set of
instructions for processing data to the bit, limited to only the number of incoming
contacts.

There are currently two of the most powerful companies involved in the
production of ASICs and Altera and Xilinx programmable integrated circuits
(FPGAs). The main products are programmable chips, as well as services for
converting projects under FPGA to ASIC for mass production. Companies also
develop software for embedded software for FPGAs, as well as compilers under the
core of their own processor processors. In order to increase processor performance in
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2015, Altera was acquired by Intel and is now expected to release new products in
symbiosis of these two manufacturers [11].

The research objective. Within the framework of the modern eco-system of the
electronic industry, which is organized according to the model of Fabless, today the world
library of complex-functional IP-cores (Silicon IP) is rapidly improving. Developers of
Silicon IP compete in optimizing performance and using hardware resources. Today's
topical issue is the optimization of hardware solutions to accelerate the implementation of
the transaction and energy efficiency. Such blocks are used for the design of computing
systems, systems-on-chip, digital devices, reconfigurable processors.

In order to solve the actual problem of efficiency increase, the following tasks
are set out in the article:

e develop a functional block model (IP-core) for performing basic mathematical
and logical operations for integration into a reconfigurable processor core;

e to investigate the time of propagation of signals during execution of
arithmetic and logical operations;

e To investigate the efficiency of the IP multiplier nucleus, implemented on the
basis of the multiplication acceleration method in comparison with the Altera library
core [P.

The statement of basic materials. The article proposes the use of a
coprocessor of the matrix multiplier called "Bo-Wooley" for the implementation of the
multiplication operation. The structure of this matrix multiplier includes 2 types of
blocks, which differ in the presence after the block OR the block NO. These blocks
consist of the block OR, the adder, the block NO (depending on the type) and has
4 inputs and 2 outputs. Also, on the last layer there are adders. If necessary, it is
possible to expand the grid matrix according to the needs of the bit.

Figure 1 depicts ALU that performs functions: multiplication, division,
addition, subtraction, AND, OR, XOR, NOT. The device has a digit of 4 carries out
operations with a sign.

At the input of the coprocessor are the arguments A and B, as well as the
operation code F. All operations blocks perform appropriate actions, the results of
which are sent to the multiplexer. The multiplexer (MUX) outputs the result of an
operation that was specified by the operation code F.

Simulation of the work of the coprocessor. The project is developed by
Altera's Quartus II CAD. The correctness of the data was verified by simulating a time
chart. In the simulation, the Multiplexer (MUX) tested outputs the result of the
operation that was specified by the operation code. The value of the delay of signals in
the chains of the block synthesized using the mega-function LPM_MULT and the
block synthesized using the Bo-Wool algorithm. The block time performance by the
Bo-Wool method proved to be the best (12.889 ns) for the LPM_MULT (13.437 ns)
block with four-bit input data.
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Fig. 1. The overall structure of the reconfigurable processor

Conclusions. Multistep arithmetic operations require a considerable time to
execute at the software level and can significantly reduce system performance. The
proposed implementation of computing units on an FPGA contributes to increased
productivity by reducing the time spent doing the calculations and the possibility of
dynamic reconfiguration from the bit rate of words processed to change the
functionality in accordance with the requirements of solved tasks. The proposed
solution allows you to implement operations of adding, multiplication and floating-
point division on a coprocessor that is part of the computing system.

The main requirements for the development of new operating devices is the
acceleration of operations. This was achieved during the implementation of the task in
question.

The simulation results of the coprocessor showed a decrease in the
multiplication time compared to the software implementation of the calculations by
means of microcontrollers company Altera.

According to the results of the time analysis, the delay of the developed
mathematical coprocessor is 12,889 ns, which is 0.548 ns less, compared with the
calculator Altera (13,437 ns).

The main advantage of simulating a coprocessor is scalability. This means that the
four-bit modules that are modeled and demonstrated in the article can be n * 4 arguments.
Accordingly, with increasing the bit rate indicators will provide even better results.
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The prospect for the development of work is the development of new units that
perform other arithmetic operations (square root, elevation to degree). Also, as a
further extension, it is expedient to develop a unit of firmware control.
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UDC 004.315
O003umii Imutpo, lHomranska Katepuna,

Trkayenko Basentuna, Bepoa Onexcanap

MATEMATHUYHWN COIBITIPOIIECOP
HA ILIIC 3 MOXJIUBICTIO PEKOH®IT'YPAILIII

Anoramnisi. Po3poOiieHo cmeriamizoBaHuil oOYHCIIOBaY JUIsl iHTErparii 3
PEKOH(]IrypOBHUM TPOIIECOPOM, SKHH IO3BOJISIE MPUCKOPUTH BUKOHAHHS MpPOTpam,
IUIIXOM anapaTHOi peaizamnii KpUTUHYHUX 10 Yacy BUKOHAHHA (DYHKIIOHATBHUX SJED.
3anponoHOBaHAa MOJEINb cremianizoBaHoro oduncitoBada Ha [IJIIC ans BUKOHAHHS
0a30BHUX MaTeMaTHYHUX Ta JIOTTYHUX OTEpallii.

Beryn. B cydacHOMy CBiTi BENMKOI aKTyalbHOCTI HaOyB TMOIIYK HOBHX
apXITeKTYPHHUX pIICHb JJs MiABHUIICHHS €()EeKTHBHOCTI KOMIT IOTEpPHUX cucTeM. Llg
TEHJICHIIISI CTae Bce OUTbIIE aKTyallbHOIO, 3BAXKAIOYM HAa T€, [0 €KCTEHCHBHI 3acO0H
MPUCKOPEHHS 00YHMCIICHb TOCATIIA CBOIX TPAaHUYHUX MOXKITUBOCTEH .

Meta po6oTu. 301TBIIMTH POAYKTUBHICTH 00uncmoBanbHUX 0s1oKiB Ha [IJIIC
3a paxyHOK 3MEHIICHHS 4Yacy BUKOHAHHSA OOYHUCIIEHb Ta MOMJIMBOCTI JAMHAMIYHOI
pekoHdiryparii Bif po3psaHOCTI OOpOOIIOBAHMX CIIB 110 3MiHH (YHKIIOHATBHHUX
MO>KJIMBOCTEH BiATIOBIHO A0 BUMOT BUPIITYBaHUX 3a/1a4.

IMocTanoBka npodJjemu. J[ins BupimeHHs akTyalbHOI IPOOIEMH i ABUIIEHHS
e(EeKTUBHOCTI y CTATTi MOCTABJICHI HACTYITHI 3aBJaHHS:

— po3pobutu Mozaens (QyHKiioHamsHOTO Osoka (IP—siapo) mns BuUKOHAHHS
0a30BMX MaTeMaTHYHUX Ta JIOTIYHHX OIEepaliil i iHTerpamii y pekoH}irypoBHE
IIPOLIECOPHE AIPO;

— JIOCHAWTH 4Yac pO3MOBCIOJDKCHHS CHUTHAJIB TMJ 4Yac BHUKOHAHHS
apu(METUIHUX Ta JOTIYHUX OTeparlii;

— nmocniautu epexkTuBHICTh [P—1pa moMHOXKyBava, 10 peanxizoBaHuii Ha Oa3i
METOJy MPUCKOPEHHS MHOXXEHHS y TOPIBHSIHHI 3 0i0mioTeunum [P—snpom xommanii
Altera.

OcHoBHa vyacTuHa podotu. B poOoTi 3ampomoHOBaHO amapaTypHHMA
crniBnpornecop Ha [IJIIC. [lns peanizanii onepariii MHOXXEHHS pO3p0o0JI€HO MaTpUIHUN
MHO>XHHK, 110 HOcUThb Ha3By «bo-Bymi B cTpykrypy po3poOneHoro mMaTpuUuHOTO
MHO>KHHKA BXOIWTHh 2 TUMH OJOKIB, 110 BIAPI3HIIOTHCS HasBHICTIO micis Oioky ABO
6moky HI. Ili 6moku cxmagatotses 3 6oy ABO, cymaropa, 6moky HI (B 3amexHocTi
Bl BUIY) Ta Ma€e 4 BXOau Ta 2 BUXOAHM. TakoX Ha OCTAHHBOMY IIapi 3HAXOASTHCS
CyMaTopd. 3a HEOOXIZHOCTI MOMJIMBO pO3MIMPIOBATH CITKYy MAaTpHIl 3TiTHO 3
noTpedaMu po3psIIHOCTI.

[Tpoekt pospobnenwnii B CAIIP Quartus II kommanii Altera. KopekTHicTh manux
Oyra mepeBipeHa 3a JTOTIOMOTOI0 MOJICIIIOBaHHS yacoBoi aiarpamu. [Ipu MoaemtoBaHH1
Oymu nepesipeni yabaumuiekcop (MUX) Bumae Ha BUXia pe3yibTar onepariii, aKy O0yio
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3aJjaH0 KoJOM omeparii F.3HaueHHs 3aTpUMK{A CHUTHAJIiB B JIAHIIOrax OJIOKY
CHHTE30BaHOro 3a gonomoroio Mmera-¢pynkmii LPM_MULT Ta 610Ky CHHTE30BaHOTO
3a JornomMororo aiaropurma bo—Byui.

BucHoBku. Po3pobneHnii MareMaTHYHUN CIIBIPOLECOpP MJIs BHKOHAHHS
0a30BUX MaTeMaTHYHUX Ta JIOTIYHUX omeparii. [IpuckopeHHs BUKOHAHHSA oOmeparii
MHOXKEHHSI JIOCATHYTO 3a pPaxyHOK 3MCHIIEHHS Yacy BHUKOHAHHS OOYHCIIEHb Ta
MO>KJIMBOCTI TUHAMIYHOI peKOH]Iryparii Bif po3psAIHOCTI 0OpOOIIOBaHUX CIIB J0
3MiHH (PYHKITIOHAILHUX MOMJIMBOCTEH Bi/IMTOBITHO /0 BUMOT BUPIIITYBaHHX 33]1a4.

Pesynbratn MonemoBaHHS poOOTH CIHIBIPOLIECOpa IMOKA3ald TMPUCKOPEHHS
BUKOHAHHS oTeparii MHOXEHHS Yy MOPIBHIHHI 3 Biomoro Meradynkuiro LPM_MULT
kommaHii Altera. 3a pe3ylnbraraMyu 4acoBOTO aHaii3y, yac (OpPMYBaHHS PE3yJIbTATy
3aco0amMu PO3pOOIEHOTO MAaTEeMAaTUYHOTO CIiBIpoIiecopa ckiamgae 12,889 He, mo Ha
0,548 HC MeHIe, OPiBHSAHO 3 BimomuM obuuciaoBadeM (13,437 He). Bukopucrannas
mertony «bo-Bymi»  mus peamizamiii  MHOXEHHS  JIO3BOJIIIO  MMOOYyBaTH
macmtaboBanuii  cmiBonporecop na [IJIIC. 3a pe3ynpTaramMu eKCIIEPHMEHTIB
OTPUMAHO, MO0 MpH 30LIBIIEHHI PO3PSIHOCTI MOKA3HUKM IMIBHIKOAIL poOoTH
CHiBIpOIIECOPa 301TBIIYIOTHCS.

[TepcieKTUBOIO IO PO3BUTKY POOOTH € po3poOKa HOBHUX OJIOKIB, 110 BUKOHYIOTh
i apudmeTryHi onepaiii (KBaapaTHU KOPiHb, MMiTHECEHHS JI0 CTENEHI0). Takox, B
SIKOCTI1 TIOJTAJIBIIIOTO MPOJJIOBKEHHS, TOIUIBHAM € PO3pOoOKa 0JI0KY MiKpOTPOTPaMHOTO
YIPABJIIHHS.



90 ICSFTI2019 Section 2. RT
UDC 004.7

Victor Petrov,
Iryna Klymenko, Oleksandr Verba

METHOD TO IMPROVE EFFICIENCY
OF MANUFACTURING ACTIVITY BY INTERNET OF THINGS
TECHNOLOGY

The questions of increasing the efficiency of production activity by implementing
the Internet of Things technology at the enterprise are considered. The method to use the
Internet of Things and GPS technology to control and monitor the quality of personnel
performance is proposed. Software in which the proposed method is implemented has
been developed. The proposed tools of the Internet of Things can be integrated into the
activities of enterprises. Using smartphones with the Android operating system has
minimized the resources spent on achieving the effect of the proposed tools.

Keywords: Internet of Things, GPS, control, increase of efficiency

1. Relevance of the topic of research. In recent years, in various spheres of
human activity such a notion as the Internet of Things (IOT) is gaining popularity.
This technology allows you to display different devices in an open network so that
they can interact with each other. IoT is also the ability to connect devices without
human intervention, and most importantly - a large amount of data that generates and
assembles devices, which can then be analyzed in order to be used in future for various
needs, for example - increasing the comfort and business decision making.

2. Substantiation of research problems. At this stage of mankind's existence,
population growth and technology improvement, the question arises of creating a
productive way of correctly setting up diverse tasks and controlling their implementation.
The Internet of things is the best suited for achieving such goals and their research - it will
allow collecting and analyzing information that can be used already to meet the goals.

The article suggests the use of internet of things on the example of one of the
enterprises that faced the problem of setting tasks and monitoring their
implementation. The selected enterprise uses obsolete inefficient technologies in this
matter, which use too much material resources and do not allow to compete normally
in their market with other enterprises.

Having reviewed the enterprise and its methods of achieving the task, it was
concluded that the emphasis should be placed on controlling the fulfillment of the tasks by
the workers - this is an urgent question in this enterprise, as well as laying the foundation
for technologies and algorithms that will allow to perform qualitative statement of tasks.
That is why it was chosen to use tracking to solve the problem as a basis.

3. Analysis of recent research and publications. A well-known example of
the implementation of tracking control issues on the basis of 10T is the control of the
movement of diverse objects. These may be containers for sea transportation, vehicle
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tracking, etc. For these purposes, trackers and sensors are typically used in a well-
protected solid case and have a battery as a power source.

In the case of container transport, special equipment is usually used, which is
created specifically for such needs. BlackBerry Radar from BlackBerry, which
specializes in container tracking, can be considered as a representative of this class [2].
This is a device for tracking and container logistics. It is not large (292mm x 93mm x
42mm), it has a solid, well-protected mechanical damaged case, which has a number
of sensors installed to monitor the condition of the container and objects that can be
located and should be installed in the middle of the container. There are also universal
solutions. As an example, you can consider the universal product ARUBA [3]. This
product differs from the past only with its dimensions and is designed to be more for
use within a single enterprise or production. Its main features are compactness, high
reliability, low battery power consumption and a very long battery life of 36 months.

There are also products that are designed for logistics and are used for
controlling the movement of vehicles such as: wagon carrying containers or tracking
of urban transport. These include Atmel GPS Asset Tracking from Microchip. [4]

The main disadvantage of the above products can be considered that they carry
out control of transportation by object, and in our case, control should be carried out
by the subjects, that is, workers of the enterprise. Also, the disadvantages include the
non-universality and dimensions. But it should be noted that these devices also have
interesting advantages, for example - the ability to work in the city.

The next step was to focus on devices that can perform human-tracking. An
example is Smart IoT People Tracking. [5] This development is very versatile and
does not have the disadvantages described above. It allows you to perform quality
control in many areas of human activity and use the technology of the internet of
things to the fullest. But such an approach does not allow to solve all the questions and
problems raised, namely the task setting for the workers of the enterprise.

After reviewing the solutions presented and a clearer understanding, attention
was drawn to how other companies managed this. The best representative can be
considered a whole stratum of modern enterprises such as Uber. They use, and for
tracking, and for task statements - mobile smartphones. But their kind of activity is
aimed at services in the field of taxi.

After fully understanding and analyzing the technologies that are being used
and by which one can solve the problem, the following product was introduced:
"Where are you?". [6] A versatile product that has both control and task functions.

Having studied this product in detail, attention was paid to some of the drawbacks
and nuances. This product is secured to a specific area and will not be able to work except
for it. Also, this product does not use independent development, and Navixy API, which
in turn can cause some errors in the software. And most importantly, the product does not
use the internet of things technology, which, in its turn, would help to carry out work more
qualitatively and add many other useful features to the product in the future.
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4. Uninvestigated parts of general matters defining. Thus, with regard to the
existing means of control at enterprises, the traditional problem of the present can be
considered as outdated traditional solutions. These tools are often autonomous and specific,
they require a lot of expenses for their support and improvement according to the modern
requirements of users. Modern world trends require the integration of a wide range of
enterprises and production process control systems in the IOT to maximize the effect of
their activities. Therefore, the research done in the article is relevant, modern and expedient.

5. Target setting. Not based on the review of existing solutions and analysis of
the shortcomings of modern enterprise management systems, the following task has
been put forward and fulfilled. Software for equipping the workers of the enterprise
has been developed. Devices that perform the main task - these are smart phones
workers. This solution was facilitated by the fact that the product should be widely
used by personnel that is constantly changing. That is why there is no need to use
specialized equipment, which in its turn is rather cumbersome, does not meet all the
goals set. The task of each device is to recognize and establish the exact geolocation of
the user in the city environment, in the shops of wholesale and retail trade. Unlike the
existing tools, it is proposed to use algorithms that accurately identify a location with a
low error, index user when they are next to each other and the ability to add other
functions related to personnel management and task setting.

The main features and functionalities aimed at solving this task include the use
of both GPS and GSM smartphone modules, which contributes to precise geolocation
in a city environment that is used for commercial purposes, which in turn allows you
to use logic and algorithms for other tasks, which can create a market. Also, the
development provides a high saving of resources in technical terms. Saving resources
is to develop only software, and use as a device - a smartphone user.

6. The statement of basic materials. Because it was chosen to use mobile
phones to achieve the goal - product development is implemented in the Java
programming language and has the look of the Android application. This allows you to
use a wide range of technical features and capabilities of this operating system, and the
technical resources of the devices themselves, such as built-in GSM and GPS modules
in order to accurately determine the exact location of the user.

To achieve the user location goal, the Location-based service was used, which
in turn uses the gsm technology to recognize and can use wi-fi for greater accuracy.

The solution to the problem is implemented on Android 8.1 (Oreo) because in
my opinion - it is a sufficiently proven version of the operating system, which came
out in 2017 and will be supported by the largest number of smartphones, which in turn
will make the application as widely available and effective in distribution.

As mentioned above, the gsm module will be used to improve and accurately
position my product in addition to gps. The algorithm of the work is that at first the
program will use the GPS module of the device and in case when it will be impossible
to do this - will use the GSM module. This algorithm is depicted in Fig. 1
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The chosen operating system allowed adding to the product a useful
functionality for setting tasks and having feedback from users. An example is the use
of forms, chat, and easy communication with managers.

Start

Intt1alization of GSM
module

Enable GPS module

Getting coordinates using
GPS and GSM modules

Send location coordinates
to server

End

Fig. 1. Schematic representation of gps and gsm modules

There was also a permanent work with the server, from which the user can
receive instructions and perform the tasks in real time. The instructions and tasks are
created in a special form, which simplifies its sending from the server and makes the
interface to the user more intuitive. At the same time, the implementation is executed
in the opposite direction - the user has the opportunity to form and send to the server
the result of their work in a convenient form. This allows the enterprise to get rid of
unnecessary misunderstandings.

In this mode, a high employee benefit rate is monitored and monitored, and he
is reminded that he must return to work if he leaves his place of work or moves away
from that department or in other emergencies. And most importantly - with the help of
using special forms in setting tasks it becomes possible to make the most of the
resource that we provide the internet of things, which will make the work of the
company more efficient.

7. Conclusions. The article was devoted to questions of improving the efficiency
of production activities using technology internet of things, was tasked with the example
of the chosen company - to implement this question. For this purpose, an overview of
existing decisions was made, and the setting of specific objectives, goals and solutions to
current problems in the world on the issue. Having obtained and analyzed the received
information, it was specified and set the task of solving the problem of using mobile
smartphones with the combination of technology internet of things.
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EXTENDED ANNOTATION

Petrov Victor,
Klymenko Iryna, Verba Oleksandr

METHOD TO IMPROVE EFFICIENCY OF MANUFACTURING
ACTIVITY BY INTERNET OF THINGS TECHNOLOGY

Relevance of research topic. In recent years, popularity in various spheres of
human activity is gaining such a notion as the Internet of Things (IOT). This
technology allows you to display different devices in an open network so that they can
interact with each other. IoT is also the ability to connect devices without human
intervention, and most importantly - a large amount of data that generates and collects
devices, which can then be analyzed in order to be used in future for various needs, for
example - increasing the comfort and business decision making.

Formulation of the problem. Absence of cheap tools for improving the
efficiency of production activities of employees using technology Internet of Things.

Analysis of recent research and publications. A well-known example of the
use of IOT technology for improving efficiency is the special equipment used in
tracking, for example, marine containers. Also, the technology is used for tracking
diverse transport or small-sized cargoes between enterprises. But this technology is not
used to track people - employees of enterprises.

Setting objectives. Since the market is to some extent not using the technology
of the IOT in improving the efficiency of production activities of employees, and after
analyzing existing similar solutions, it was decided to create a mobile application by
which the worker's work statistics are collected, his tracking is going to be. The
statistics are transmitted to the server where the analysis is carried out and the
conclusions are executed.

Presentation of the main material. Created application for use on mobile
smartphones of enterprise workers for collecting information about their location and
transferring this information for analysis on the server. This approach uses the logic of
the IOT and allows using the information obtained to improve the efficiency of
production activities.

Conclusions. A new approach was developed to use the IOT technology in a
trekking process for the employees of the company using their mobile phones. This
approach has allowed to improve production efficiency more than 2 times.

Keywords: Internet of Things, GPS, control, increase of efficiency
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Kruk Yaroslav, Kulakov Yurii

ENERGY EFFICIENCY IN WIRELESS NETWORKS
OF INTERNET OF THINGS

Kpyk Spocaas, Kyaakos HOpiii

EHEPT'O3BEPEKEHHS B BE3/IPOTOBUX MEPE/KAX
MPUCTPOIIB IHTEPHETY PEUEM

Annotation. This article is devoted to the analysis and design of energy-
efficient work and communication model of Internet of Things devices, which
connected by a wireless network. The sleep-wakeup cycles taken as a base of the
energy efficiency. The degree of filling node's buffer and the number of sleep-wakeup
cycles without data transmission are taken as correction metrics of node sleep
duration. The routing performed by considering the shortest paths and node loading.

Keywords: energy efficiency, wireless asynchronous networks, scaling,
Internet of Things, routing.

Fig.: 0. Tabl.: 0. Bibl.: 3.

AHoTanisi. Jlama craTTs T[pUCBIYEHA aHANi3y Ta  MPOEKTYBAaHHIO
eHeproeeKTUBHOI MO/edl poOOTH Ta KOMYHIKAIii MPUCTPOiB IHTEPHETY peuel, Mo
MO€ETHAHI OE37POTOBOI0 MEPEXKEI. 3a OCHOBY CHEpPro30epeKeHHsI B3ATO ITUKIU
NEePEeXoy MPHUCTPOIB y PEKUMH CHY Ta MPOOYKEHHSA. B SKOCTI METpUK KOpEKIii
TPHUBAJIOCTI CHY BHKOPHCTOBYETHCS CTYIIHb 3allOBHEHHS Oydepy By3ia Ta KUIbKICTb
UKJIIB CHY-TIpoOy/KeHHS Oe3 mepenaui mAanux. MapmpyTtuszamis BiaOyBaeTbcs MO
HAKOPOTIIUM NUISIXaM 3 BpaxXyBaHHIM 3aBaHTAKEHOCTI.

KawuoBi ciaoBa: eneprozbepexenHs, O€3IpOTOBI aCHHXPOHHI MeEpexi,
MaciiTadyBaHHs, IHTEpHET pedueii, MapIIpyTHU3aLis.

Puc.: 0. Ta6u.: 0. bi6a.: 3.

Relevance of research topic. Due to rapid development of mobile devices of
internet of things, the topic of energy efficiency becomes very important to the spheres
of life, where autonomous lifetime and scalability are the critical characteristics.
Because of the limitations in these characteristics, there is a slowdown of
implementation in certain spheres of life, for example, agricultural industry.

Analysis of resent research and publications. There are plenty of methods of
work lifetime prolongation of wireless sensors — radio optimisation, aggregation and
intermediate data processing, duty cycles schemes, energy-efficient routing and
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charging methods [1]. Only one of these methods is the most energy-effective and
which configured by a software — duty cycles schemes. In [2] clusterization method is
used along with duty cycle schemes where a duty node is chosen in each cluster, which
receives messages from other nodes within the cluster for some period of time and
then sends this data further to the sink and control node (base station). The
disadvantage of this method is low scalability because with node distance increase the
clusterization ability decreases.

Target setting. The best method of energy saving in wireless networks of
internet of things devices is switching nodes to a sleep state which is characterized by
ultra-low power consumption. The switching to a sleep state means disconnect from
the network, which makes the further communication impossible. Thus, a periodical
wakeup is required for reconnection. In this case, each node with a certain periodicity
can generate data retrieved from the connected sensors. Thus, this scheme of work
nodes communication includes sleep/wakeup cycles with asynchronous commu-
nication, which ensured by buffer presence and work duty cycling.

The statement of basic materials

The determination of cycle duration. Immediately after awakening, the node
activates the radio channel and broadcasts the beacon message so the other nodes in
the covered region can find out about its presence and active status in the network. The
time needed for beacon message transmission is denoted as Tg. So for receiving of the
beacon message, an interval of time T,cx is needed to eliminate the possibility of
missing a reply to a message and which is 2-3 times bigger than Ty correspondingly.
Besides that, the active mode also involves the work with connected sensors which
takes Ty and communication time Tgrx itself. Since the process of sensing is
periodical, its frequency can be denoted as ® and the maximum sleep time will be
Tsmax = 1/ @ correspondingly. Hence, we get a formula of effective time of sleep:

1
Ts = o (Tg + Tpck + Ty + Trrx) (1)

The given formula (1) doesn’t resolve the synchronization problem (the
presence of 2 and more nodes in access zone for the same time slot). So, with a long
time work there’s a high probability of local buffer overflow and hence the
unavailability to transmit the data. Thus, (1) is suitable only for the initial setting
sleep/wakeup cycles right after routing tables initialization on each node. So it means
that it’s required to change sleep duration dynamically depending on nodes state. As
such metric the node’s buffer filling degree was taken. The more data in the buffer, the
faster this data should be transmitted to the subsequent nodes in order to avoid data
accumulation and buffer overflow. This can be expressed as follows:

Ty, = Ts+ (1 - g) )
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Where, n — data size in buffer, ¢ — buffer capacity, Ts — maximum sleep
duration, Ts- sleep duration for the next cycle. Due to (2) the problem with buffer
overflow was resolved but the same time may be a case where buffer is not
replenished by new messages (for example, because of sensors failure or their
complete absence) and the condition of decreasing of sleep time never happens.
Therefore, a new metric should be presented, such as the number of cycles m during
which the message was stuck at the buffer without being transmitted. Let’s introduce
the K; coefficient for which value the next sleep duration will be divided:

_ Is:(1-g)
Ts, = ~ K (3)
Where K is determined as:
{ Ky=1,p1am=20 4
Ki=Ki_1*(1+m=xky), paam =1 )

In (4) the ky, defines the coefficient of message importance (priority) and is
constrained: 0 < k; < 1. Thus, the longer message stays in the buffer the less time
the node will sleep so there’s bigger probability to detect ready for transmission
neighbor nodes in access range.

Routing. At the first glance, routing in asynchronous networks with periodically
sleeping nodes is a difficult problem. Since duty cycles guarantees with delay though, the
existence of connection between two and more nodes the problem can be simplified for
finding the shortest path. During network initialization, there is construction of routing
tables for each V; node from the W set. In this case each node calculates and saves in
memory the cheaper path cost to each node in the netwok which can be achieved using
Dijkstra's algorithm. Taking into account asynchrony, the same time receiving node
choice algorithm requires adjustments in both selection principle itself and the routing
table. So each node stores the information about paths costs from itself to other nodes, but
the same time it has similar records for neighboring nodes that are available. This is due to
the fact that during the optimal path selection, the node through which the path lies can be
in a sleeping state. And in fact the routing is as follows: select the available nodes, which
have path cost less than the transmitting node and select the less costing node taking into
account load balancing.

Balancing. In order to avoid nodes overhead which make an optimal path it’s a
normal practice to balance the loading by the mean of these nodes which are less
involved in data transmission. The node load can be expressed through the degree of
buffer filling:

n
B=z (5)
Correspondingly, the receiver node selection will be as follows:

N; = min (h; + /h; * B) (6)
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Where, h; — path cost from i-neighbor node to the destination node and N; —is a
number of the selected receiver node during the routing task.

Conclusions. Using the proposed integration method of nodes operation mode
the significant reduced energy consumption can be achieved due to a sleep mode. In
spite of the periodicity of wakeup state, the nodes data transmission ability was saved
by dynamic sleep/wakeup cycles reconfiguration. This method allows you to reduce
node density on some area, improve the coverage correspondingly without increasing
energy consumption, and improve the scalability of the system.

References

1. Tifenn Rault. Energy-efficiency in wireless sensor networks [Enextponnmii
pecypc] // Sorbonne Universit’es, Universit’e de Technologie de Compi'egne, CNRS,
Heudiasyc UMR 7253 — 2017. — Pexxum nmoctymy no pecypcey: https://tel.archives-
ouvertes.fr/tel-01470489/document

2. L. Kokila, Dr. D .Saraswady. Energy Efficient Routing Protocol for
SelfAdaptive Sleep/Wake-Up Scheduling Approach in WSN [Enexrponnuii pecypce] //
International Journal for Research in Applied Science & Engineering Technology
(IJRASET) - 2018. — Pexwum pnoctymy g0 pecypey: https://www.ijraset.com/
fileserve.php?FID=16835

3. splitface - Anropurm /[leiikctppl. Ilonck onTUMambHBIX MapuIIpyTOB Ha
rpade [Enexrponnuit pecypc] // habr — 2011. — Pexum poctymy mo pecypcy:
https://habr.com/ru/post/111361/

Autors

Kruk Yaroslav — student, Department of Computer Engineering, National
Technical University of Ukraine “Igor Sikorsky Kyiv Politechnic Institute”.

E-mail: vakruk@ukr.net

Kpyk SlpocnaB IropoBuu — cryneHT, xadeapa oOUYHCIIOBAIBHOI TEXHIKH,
Hamionanpamii  TexHiuHWil yHiBepcuteT YKpaiHun «KuiBchbkuil mOMITEXHIYHUN
iHCTHTYT iMeHi [ropst CikopchbKOTO».

Kulakov Yurii — Doctor of Technical Sciences, Department of Computer
Engineering, National Technical University of Ukraine “Igor Sikorsky Kyiv
Politechnic Institute”.

E-mail: ya.kulakov(@gmai.com

KynakoB IOpiii OuekciiioBu4 — JOKTOp TEXHIYHHMX HayK, Kadempa
OOYMCITIOBANBHOT  TeXHIKM, HarioHanbHMI TEXHIYHMIA YHIBEPCHUTET YKpaiHu
«KuiBchkuit momiTexHivHUA 1HCTUTYT iMeHi [ropst CikopchbKoroy.



100 ICSFTI2019 Section 2. RT
EXTENDED ANNOTATION

Kruk Yaroslav,
Kulakov Yurii

ENERGY EFFICIENCY IN WIRELESS NETWORKS
OF INTERNET OF THINGS

Relevance of research topic. Due to rapid development of mobile devices of
internet of things, the topic of energy efficiency becomes very important to the spheres
of life, where autonomous lifetime and scalability are the critical characteristics.
Because of the limitations in these characteristics, there is a slowdown of
implementation in certain spheres of life.

Analysis of resent research and publications. There are plenty of methods of
work lifetime prolongation of wireless sensors — radio optimisation, aggregation and
intermediate data processing, duty cycles schemes, energy-efficient routing, charging
methods and clusterization method.

Uninvestigated parts of general matters defining. The requirements in
hardware change configuration for most of methods which result in more costs of the
system. The methods that can be implemented with a software have problems with
data integrity, delivery and scalability.

Target setting. The best method of energy saving in wireless networks of
internet of things devices is switching nodes to a sleep state which is characterized by
ultra-low power consumption. Thus, this scheme of work nodes communication
includes sleep/wakeup cycles with asynchronous communication, which ensured by
buffer presence and work duty cycling.

Haiikpamum MOXJIHBHM CIOCOOOM 30epekeHHs eHeprii B 0e3apOTOBHX
Mepekax MPUCTPOIB IHTEPHETY pedell € TEepeBEJCHHsS BY3NIIiB Y PEXKHM CHY, SKUH
XapaKTepPU3YEThCS HAIHU3BKHM CHEProCIOKUBAHHAM. TakMM YUHOM, JaHa CXeMa
poboTH Ta KOMYHIKAIlil By3I/iB mependadae 4epryBaHHS MHKIIB CHY Ta pPoOOYOro
CTaHy BY3JIiB 3 aCHHXPOHHOIO KOMYHIKaIli€lo, sika 3a0e3MedyeThCsl HasBHICTIO Oydepa
y BY3JIiB Ta [UKJIIYHICTIO pOOOTH.

The statement of basic materials. The sleep cycle duration is determined
dynamically depending on the node and the network state. The required data sensing
rate, time required for sending the beacon message, time requeired for listening for
incoming messages, data transmission time and sensors work time are taken into
account. In this case, the sleep duration is adjusted depending on buffer load as well as
the time messages spent in the buffer in the dimension of cycles sizes and importance
of these messages. The routing is based on the shortest path principle taking into
account the load of the nodes.

Conclusions. Using the proposed integration method of nodes operation mode
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the significant reduced energy consumption can be achieved due to a sleep mode. This
method allows you to reduce node density on some area, improve the coverage
correspondingly without increasing energy consumption, and improve the scalability
of the system.

Keywords: energy efficiency, wireless asynchronous networks, scaling,
Internet of Things, routing.
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Yevheniia Zubrych,
Oleksandr Podrubailo

GENERATION OF THE SHORTEST ROUTE BASED
ON THE VISIBILITY OF THE INTERMEDIATE POINTS

€srenis 3yopuy,
Ounexkcanap Ioapyo6aiisio

MMOBYJIOBA HAMKOPOTIIIOTI'O MAPIIPYTY HA KAPTI
3 YPAXYBAHHSM OBJIACTEN BUJIUMOCTI
INPOMI’KHUX ITYHKTIB

This paper analyzes the existing routing solutions and identifies their
disadvantages. Based on the obtained results, an algorithm for constructing the shortest
route on the map is proposed.

Key words: route planning, tourist routes, area of object’s visibility.

Fig.: 3. Tabl.: 1. Bibl.: 9.

VY nmaniii poboti Oyno mpoaHai30BaHO iCHYIOYi pilIeHHA i Treorpadidnoi
MapuIpyTH3alii, BUSBICHO iX Henosiku. Po3pobneno amroput™m mis moOyaoBU
MapIIpyTy 3 ypaxyBaHHSIM 00JacTeil BUAMMOCTI TPOMIKHUX ITyHKTIB.

KarouoBi cioBa: mimaHyBaHHA MapuipyTiB, TYPHUCTUYHI MapIIpyTH, O0JacTi
BUIMMOCTI 00’ €KTIB.

Puc.: 3. Ta6u.: 1. Bi6a.: 9.

Relevance of research topic. Today, automated systems for building and
visualizing routes are used in many industries. Route planners have become a part of
everyday life. Tourism is the most urgent area. The positive impact of information
technology on the dynamics of the local and international tourist flow has led to the
transformation of the tourism industry from a service-oriented to a diversified field of
activity aimed at meeting the diverse needs of millions of individual tourists [1].

The real-time planners used for tourist purposes are especially in demand.

Formulation of the problem. Existing algorithms are focused at finding the
fastest and shortest route. However, using systems that generate only the shortest
route, the tourist risks not to see many of showplaces in the particular area.

Analysis of recent research and publications. With the growing demand for
navigation systems and route planners, the number of researches in this area has also
increased. There are many systems that built the shortest path between the two points.
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Most of them can be divided in two main types of existing routing applications:
offline, or onboard planners and online or web planners. Numerous applications of
both types exist, this chapter will only name a few very popular ones and several that
are in some way related to this project.

TomTom is a large international company offering stand-alone navigation devices.
Their devices are some of the most popular, mainly due to the intuitive interface, speed
and accuracy of route calculations. Devices can count on routes for traveling on a car, bike
or on foot. Unfortunately, their routing algorithm and data sources are not open to
developers. TomTom has also recently released an online version of its route planner, but
this version does not have many features that offers a built-in version [2]. Among other
things, it lacks the ability to plan routes by bike or on foot. Also, neither an online version
nor a built-in version has a Ukrainian localization.

Google has launched its own routing service, called Google Maps [3]. This is a
very fast free service. Obviously, Google performs some preprocessing or caching to
make their routing service so fast, but the details and routing algorithm remain secret.
Google Maps is available in Ukrainian, but the Google Maps API does not allow to
modify the algorithm or consider the priorities of the objects when constructing the route.

Via Michelin is an online routing service based on the maps of the well-known
Michelin roadmap issuer [4]. The service is free and works fast, but again, the information
about the algorithms is confidential. Via Michelin is not available in Ukrainian, builds
only the shortest routes and does not always work exactly for cycling routes.

YourNavigation.org is a demo website for the YOURS project. The purpose of
the project is to create a routing website based on OpenStreetMap (OSM) data using
other open source applications. It uses an open source routing mechanism called
Gosmore [5]. The service is not very fast, and its website mentions that Gosmore is not
intended to generate routes longer than 200km. Planner gives the ability to choose
between two types of route: the shortest or fastest, and one of the nine modes of
transport, but it is only available in English.

OpenRouteService.org is another online service that uses OSM data [6]. As well as
YourNavigation.org, this is a non-profit service. The service uses the A * algorithm and is
slower on long routes than other analogues. OpenRouteService.org is available in
Ukrainian, can configure the types of roads, the type of route (fastest or shortest), the type
of vehicle and its type of fuel. However, as well as other similar services, it does not take
into account the types of intermediate points of the route and does not allow them to be
configured as a priority when constructing a route relative to the user's preferences.

The results of comparing the five routing services are shown in Table 1.
Unfortunately for the best performing applications the routing algorithms were
confidential. The two that did reveal their routing algorithm both used A*. It is
obvious that non-commercial routing services tend to stick with less complex
algorithms, to limit the time that needs to be invested. Commercial applications have a
lot depending on the performance of their service and can afford to invest more time
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and money in order to increase performance. It was found that most of the existing
solutions do not have the Ukrainian language version and none of them supports the
construction of tourist routes.

Selection of unexplored parts of the general problem. Nowadays, systems that can
generate route based on the types of objects on the map are unexplored and not investigated.
However, it would be useful to modify the route in such a way that it was, on the one hand,
short, on the other hand, covered as many objects of the given type as possible.

Table 1
Comparison of existing services
Supports
. Supports N
Name Algorithm | Data source Selectmg stcfrt Ukrainian | ? riorities .of
and destination intermediat
language .
e points
TomTom | confidential | Own data Addresses No No
Google . Both addresses
confidential | Own data Yes No
Maps and select on a map
Via confidential Michelin Both addresses No No
Michelin maps and select on a map
YourNavig A OSM Both addresses No No
ation.org and select on a map
Open Route A OSM Both addresses Yes No
Service.org and select on a map

Setting objectives. Thus, the actual task is to develop a system that when
constructing a route will consider its length and the number of objects covered by the
given type. Also, when calculating the route, it is necessary to reflect the limits of
visibility of each of the points, because it would be enough that the path would be
passed by objects, and not through them.

Presentation of the main material
1. The task of finding the shortest path

The problem of finding a route on a map can be represented in a simple form by
using a graph, as in Figure 1. To find the shortest path from, e.g., A to H, one would need
to find the collection of edges that connect A to H through any other nodes, for which the
sum of the weights is as low as possible. Throughout this paper, the length of the shortest
path from some node s to some node t will be referred to as the distance from s to t.

Consider the weighted graph ¢ = (V, E), where VV — is a finite set of nodes and
E - is a set of edges between these nodes. Number of nodes |V| we denote as n , and
the number of edges |E| - m. Each edge e has a weight w (e). The path is determined
by the sequence of nodes (vy, ..., vy), for which (v;,v;,1) €E Eand1 <i < k. A node
connected to a specific node v with some edge is called a neighbor v.
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Fig. 1. Weighted graph

If the starting node is a vertex s € IV and a finite node t € V then the shortest
path is defined as the path (s, ..., t), which has the minimum sum of the weights of all
edges in the path. The length of the shortest path from s to node v is defined as g (v)
and is also called the distance from s to v.

2. Algorithm A*

When traveling to a certain destination, it usually does not make sense to look
for a path in the opposite direction. Therefore, an algorithm that prefers the vertices in
the direction to the destination appeared and first visits them, unlike the Dijkstra
algorithm, which searches in all directions of space. The algorithm does not search in
the direction of the target node. Hart, Nilsson and Raphael [7] introduce the A*
algorithm, which adds heuristics to Dijkstra, making it more directional to the final
vertex. Instead of the weight of node v, we use the estimate of the shortest path §(v)
from the initial vertex to the finite, which runs through the node v. For this purpose, a
function (1) is introduced that represents the shortest path from s to t passing through
v, with §(v) being the distance from s to v, and h(v) is the distance from v to t.

f(w)=g)+h() (1)
Also, estimates of the values of functions were introduced:
f@) =) +h®) 2)

The estimate of the distance from s to v, §(v) is determined in the same way
as in the Dijkstra algorithm, it is the shortest path from s to v, found at the current
iteration. Estimation of the distance from v to t, h(v) is determined heuristively. This
function can be any function and often its definition is a separate task. Euclidean
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distance from v tot is most often used as heuristic function for route planning. The
heuristics should be admissible, that is, they do not have to overestimate the cost of the
route; the estimate of the path should be in the range [0; k] where k is the actual
distance, and the motoonon, ie, for each vertex v and adjacent vertex v' it must be
inequality (3), where c(v, v") is the actual distance between v and v':

h(v) < c(v,v) + h(v) 3)

3. Calculation of the weight of the edge

In order to solve the problem, it is proposed to introduce the following
definition of the function w(e):

w(e) = k(e) xw(e), 4)

where k(e) — the function which defines the value of the coefficient k for each edge e.

The value of k should be based on types of points, which areas of visibility cover
that edge e. Moreover k(e) € (0,1], accordingly w(e) € (0,w(e)]. Therefore, it will be
possible to take into account the type of intermediate point when constructing the route and
to achieve an increase in the probability of entering the priority object to the resulting route,
because at identical distances, the vertex, the edge to which passes through the scope of the
priority object will have a smaller value w(e). It means that when choosing a vertex v from
the set X such that § (v): = min,ex & (u) [9], where X: = set of nodes v for which the
path from s to v is not defined, the vertex with the smallest W (e) will be selected.

For each edge e; passing through the visibility of the vertex v, w(e;) will be
equal to the edge weight, multiplied by the coefficient k(v): w(e;) = w(e;) * k(v),
and for others edges w(e;) = w(e;), since for them k = 1. The calculated value w(e;)
can then be used in the algorithms for constructing the route instead of the distance
between the vertices that connect the edge e;, that is, its length.

C;}/Q @® - odev
AR O - other nodes
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. \\ ‘Q ~ visibility of node v
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\ handaa - edges not covered b
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Fig. 2. Visibility of the node
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4. Calculation of the object's visibility on the map

When calculating the route, it would be necessary to determine the scope of
visibility of each of the priority objects, that is, the set of points from which this object
will be visible on the locality. This is especially important in the context of a dense
building of the city, because the neighboring buildings can overlap the view of the object.

As an input to the system it is better to use OSM maps in XML format. All map
objects in OSM XML format are divided into 2 types: <node>, which consist only one
point and are described by parameters such as latitude, longitude and id (node id), as
well as ways (<way >), which can consist of 2 or more dots (up to 2000). The way
may be open or closed. These types of objects are interconnected by relations
(<relation>). Buildings, or rather, their boundaries are usually described by means of
closed way. This means that it is possible to get the coordinates of the boundaries of
buildings located within a radius from point x (lat, lon) from OSM XML maps.

By the method of ray tracing [8] it is possible to construct a polygon, which
would determine the scope of the object. The point of the start of all rays may be the
center of the object, but for the sake of greater accuracy, it is necessary to take two
more distant points from each other that are at the boundary of the object, for which
the polygon is calculated, because some buildings may be too long.

Figure 3 shows an example of constructing a polygon of an visibility area. In
order to construct a polygon, the point x of the rays is selected (in the picture - the
center of the object). A bounding circle is constructed with radius r, which is the
maximum distance from which the object can be seen. After that n rays with start in x
are throwed in all directions.

I, - bounds of the visibility area

- ray from the center of the
object

- blocked surfaces

e - thepoint of intersection of the
ray with a blocking surface or
a limiting circle

(O - limited circle with radius r

Fig. 3. Calculation of the object's visibility
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Each of the rays intersects either the limiting circle or the blocking surface. The
blocking surface mean the first boundary of the building, which occurs on the path of
the ray. A plurality of intersection points forms a polygon, or the area of visibility.

5. Calculation of the coefficient k

Most objects in OSM XML maps have metadata other than coordinates and
IDs. For example, the <amenity> tag may be one of the most useful for identifying an
object type. This tag is used to designate public infrastructure objects: banks, schools,
hospitals, cinemas, theaters, fountains, etc. Also, such tags as <tourism>, <building>
with value “architecture” would be useful in systems oriented on tourist routes
building. If it needed the route to go through parks and green areas, it be useful to find
all objects marked with the </eisure> tag with the value of “park”.

Once all the priority objects are found, it is necessary to determine the level of
their importance, since the monuments are different, and have varying degrees of
influence on the route. For example, for matching with each of the conditions you can
count points: +3 for the tag <historic>, +4 for <leisure> with the value of "park", +2
for a link to Wikipedia with an article about this object, +1 for each additional tag
<name>.

The sum of the points should be converted into a coefficient with a value within
(0; 1] and matched to each visibility area with the value of the factor of the object
around which this area was constructed.

Conclusions. This paper analyzes the existing routing solutions and identifies
their disadvantages. Based on the obtained results, an algorithm for constructing the
shortest route on the map is proposed. Using this algorithm to modify Dijkstra and A*
algorithms, it’s possible to create a system for constructing tourist routes.

References

1. Menpanyenko C. «IHpopmariiiHi TeXHONOriI B TypHU3Mi: TEOPETHYHI Ta
npaktuyHi acrnektn» / Menpanyenko C., 3amopixoka: Bicauk  3amopizbpkoro
HalioHaJIbHOTO yHiBepcutety Ne2(6). —2010. — C.129.

2. Marcin Wojnarski «TomTom Traffic Prediction for Intelligent GPS
Navigation» / M. Wojnarski, IEEE International Conference on Data Mining
Workshops — 2010 — C.20-21.

3. Gabriel Svennerberg “Google Maps API 3” / G. Svennerberg, Apress —
2010 — C.157-160.

4. ViaMichelin Navigation. User Manual [Electronic source] / ViaMichelin,
URL: http://enav.download.viamichelin.com/nav/tel/manuels/gbr/User Manual GBR
_VMN New Edition v7.pdf (Accessed: 01.05.2019).

5. YourNavigation.org About [Electronic source] / YOURS, URL:
https://wiki.openstreetmap.org/wiki/YOURS/ (Accessed: 01.05.2019).



Section 2. RT ICSFTI2019 109

6. Sebastian Schmitz «New Applications based on collaborative geodata — the
case of Routing» / Sebastian Schmitz, Proceedings of XXVIII INCA international
congress on collaborative mapping and space technology — 2008 — C.1-7.

7. Hart, Peter E., Nils J. Nilsson, and Bertram Raphael. «A formal basis for
the heuristic determination of minimum cost paths» / Hart, Peter E., Nils J. Nilsson,
and Bertram Raphael., IEEE transactions on Systems Science and Cybernetics 4.2 —
1968 — C.100-107.

8. Spencer G.H., M.V.R.K. Murty «General ray-tracing procedure» / Spencer
G.H., M.V.R K. Murty, JOSA 52.6 — 1962 — C.672-678.

9. Knuth, Donald E. «A generalization of Dijkstra's algorithm» / Knuth,
Donald E, Information Processing Letters 6.1 — 1977 — C.1-5.

Autors

Oleksandr Podrubailo — research assistant, Department of Computer
Engineering, National Technical University of Ukraine "Igor Sikorsky Kyiv
Polytechnic Institute".

E-mail: alex.podrubailo@gmail.com

Moapy6aiino Ouexcanap OJiekcaHAPOBHY —  aCHCTEHT, Kadenapa
OOYMCITIOBANBHOT ~ TeXHIKM, HarioHanbHMI TEXHIYHWIA YHIBEPCHUTET YKpaiHu
«KuiBchkuit momiTexHivHUN 1HCTUTYT iMeHi [ropst CikopchbKoroy.

Yevheniia Zubrych — student, Department of Computer Engineering, National
Technical University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute".

E-mail: evg.zubrich@gmail.com

3yopuu €Brenia CepriiBHa — cTyneHTKa, Kadenpa o0UHCIIOBAIbHOI TEXHIKH,
Hamionanpamii  TexHiuHUil yHiBepcuteT YKpaiHun «KuiBChbkuil mOMITEXHIYHUN
iHcTHTYT iMeHi [ropst CikopchbKOTO».



110 ICSFTI2019 Section 2. RT

€srenis 3yopuy,
Ounexkcanap Ioapyo6aiisio

MOBYJIOBA HAMKOPOTIIIOTI'O MAPIIPYTY HA KAPTI
3 YPAXYBAHHSIM OBJIACTEW BUAUMOCTI
MHNPOMI’KHUX ITYHKTIB

AKTya/IbHicTh TeMHu aociif:keHHsi. ChOrojiHI aBTOMAaTHU30BaHI CHCTEMU
noOyI0BH Ta Bi3yami3almii MapumpyTiB BHUKOPHUCTOBYIOTHCS y 0araThbOX Taiy3siX, a
TUTAHYBAJIBHUKA MAapIIPYTiB CTAdM HEBiJ €MHOI0 YAaCTHHOIO IMOBCSKICHHOTO KUTTS.
Ocob6mmBo 3aTpeOyBaHMMHU CTajJdM B HaIll JHI 1 MPOJOBXYIOTh aKTUBHO PO3BHUBATHUCS
CHCTEMH IUTaHyBaHHS MapIIPYTiB, IO MPAIIOIOTh B PEXKUMI PEaTbHOTO Yacy.

IMocTanoBka mpodjemu. IcHyroui anroputMu 31e0UTBIIOrO HAaMpaBiieHl Ha
MIOIIYK HAWMIBHMAIIOIO Ta HAWKOPOTIIOro Mapwpyrty. IIpore BHKOpHCTOBYHOUM
CHCTEMH, 1110 TeHEPYIOTh JIUIIE HAWKOPOTIINA MapIIPyT TYPHCT PU3UKY€E HE TOOAUYNUTH
YaCTUHY IaM’SITOK JJaHOT MICLIEBOCTI.

AHaJIi3 OCTaHHIX A0CJiAXKeHb i po3po0oK. 3 pOCTOM MONUTY Ha HaBiramiiHi
CHCTEMH Ta TUIAHYBAJIBHHUKIB MApPHIPYTiB, 301IBIIMIACE 1 KUIBKICTh JOCTIKEHD y LIl
ramy3i. Hacammepen 3’SBHJIOCH YMMas0 CHCTEM, IO OYyAyIOTh HAHKOPOTIIUH IIISX
MDK JBOMAa TOYKaMu. Y naHiil poOoTi Oyno mpoaHai30BaHO iCHYIOWI PIIICHHS ISt
reorpadiuHoi MapmpyTH3alii, BUSBICHO TaKl iX HEJOJIKU SIK BiACYTHICTH MiATPUMKU
YKpaiHCBhKOi MOBH Ta MOOYIOBH TYPUCTUYHUX MAPIIPYTIiB.

BujijieHHs1 HeOCTIKEHNX YACTHH 3arajibHol npodsjemu. Ha nanmii momeHT
HEJIOCITI/DKCHUMH Ta HEPeali30BaHUMHU € CHCTeMH sKi O mpu 1moOyIoBi HAMKOPOTIIIOTO
MapIIpyTy BPaxOBYBaJIM THUIM 00’ €KTIB, 1110 € HA MalTi, Ta KJIacH(IKyBaJIH 1X 32 TEMaTHUKOIO.

IMocranoBka 3aBAaHHs. AKTYaIbHOIO € PO3pOOKa CHUCTEMH, IO MPU MOOYIOBI
MapuipyTy Oyze BpaxOBYBaTH HOT0 JOBXKHHY Ta KUIBKICTb OXOIUIEHMX 00’ €KTIB 33JaHOTO
tury. Takox mpu po3paxyHKy MapIpyTy HEOOXITHO BpaxyBaTh MEXi BUAUMOCTI KOYKHOTO
3 IyHKTIB, aJDKE JJOCTaTHBO, 100 MIISIX MPOXOIMB MOB3 00’ €KTH, @ HE KPi3b HUX.

BukianeHHsi oCHOBHOro marepiaiay. Y pgaHiii poOoTi Oyao 3arporoHOBaHO
ITOPUTM TIOOYZIOBM HAWKOPOTIIIOTO NUIAXY, IO 0a3yeThCsi Ha 00JACTSX BHIUMOCTI
NPOMDKHUX TYHKTIB. BU3Ha4eHO MOHATTSA 00JacTi BUAMMOCTI, po3poOIeHO MeTox ii
PO3paxyHKy Ha OCHOBI KOOpJHMHAT 00’€KTa, BITHOCHO SIKOTO TSI 0OJIACTH OYIyEThCS Ta
KOOpAWHAT OyiBeb, 10 3HAXOAATHCS HE Aali, HXK JIesKa BiJICTaHb 7° Bl IIEHTPY 00'€KTa.

BucnoBku. byio npoananizoBaHo iCHYrOY1 pillleHHs MOOYI0BU HAMKOPOTILIHNX
MapHIpyTiB Ta BHUSBJICHO iX HeAodiku. Ha OCHOBI OTpuMaHUX pe3yJbTaTiB OyJio
3allPOMOHOBAHO AITOPUTM IMOOYAOBHM HAMKOPOTIIMX MapuipyTiB. BukxopucToByroun
JaHUN anropuT™ s Moaudikamii anroputMiB JledkeTpu Ta A*, MOXKIIMBE CTBOPEHHS
CHCTEMHU NOOYJOBH TYPUCTUYHUX MAPIIPYTIiB.

KirouoBi cioBa: mimaHyBaHHS MapuIpyTiB, TYPHUCTUYHI MapuIpyTH, OO0JacTi
BUIMMOCTI 00’ €KTIB.
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METHOD OF SIMPLIFICATION OF COMPUTATIONS
WITH A FLOATING POINT IN THE SUPERSCALAR PROCESSOR

I'eopriii JIlyubkui,
Amnapiii loaronenko, Onexcanap Jloarosenko

CIIOCIBb CITPOLIEHHSA OBYUCJIEHD 3 IIVTABAIOYOIO KPAIIKOIO
B CYIIEPCKAJIAPHOMY INPOLLECOPI

This article describes results of development of the approach to building fast
operational device of adding-subtracting a long sequence of floating-point numbers
with dynamic branching of work at the level of RISCs, which without additional
software complications, will ensure the law of associativity when performing addition
of sequence of positive numbers. This paper describes the functional circuit of such
operational device which does not require for its work elements of firmware control.
The operational device can be implemented for SF and F formats of floating-point
numbers. For other formats such implementation of the operational device is more
reasonable to base on an algorithm similar to the Kahan 's algorithm.

Keywords: Operational Device, RISC Operations, Floating-Point, Law of
Associativity, Kahan's Algorithm.

Fig.: 1. Tabl.: 1. Bibl.: 8.

VY crarTi po3rISLAAETHCS MiAXIA 10 TOOYIOBH MIBUIKOTO OMEPAIIHOTO TPUCTPOIO
JI0/IaBaHHS-BiTHIMAHHS JIOBIOi IOCIIIOBHOCTI YMCEN 3 IUIABAIOYOI0 KPAIKo, mo 0e3
JOJIATKOBUX TIPOTPaMHUX YCKJIaHEHb 3a0e3[1eUnTh BHKOHAHHS 3aKOHY acOIlaTHBHOCTI
TIPY CKJIAJIaHHI TIOCITIIOBHOCTI JToJaTHUX urcell. Onrcana (yHKIIOHAIbHA CXeMa TaKOTro
NPUCTPOIO, KOTpa HE MOoTpedye sl CBOET pPOOOTH EIEMEHTIB MIKpOIpPOrPaMHOTO
kepyBaHHs. [lokazaHo, IO oOmNepariiHUi TPUCTPIA 3a II€I0 CXEMOI MOXe OyTH
peari3oBaHUM JUIsl TIOJIOBUHHOTO Ta OJMHAPHOro ()OpPMATiB TPEICTABICHHS YHCEN 3
IUIABAIOYOI0 Kpankoro. st crapmmx (opMaTiB MpeACTaBICHHS YHCEN 3 IUIABAI0YOI0
KPaIKoI0 peaiizaiis NoAi0HOTO OnepamniitHoro MpUCTPOIO BUMVISAAE OLTBII PO3YMHOIO Ha
OCHOBI alropuTMy, nofioHoro qoanroputmy Kexena.

KawuyoBi ciaoBa: omepaniiiauii TpuCTpiid, CKOpouyeHH HaOip omepari,
IJIaBaroyva Kparmka, 3aKOH acolliaTUBHOCTI, anroput™m Kexena.

Puc.: 1. Ta6m.: 1. bi6m.: 8.

Target setting. When constructing cores of most of the modern microprocessors
with the x86-64 architecture, OoOE (Out-of-Order Execution) technology, based on the
implementation of a Restricted Data Flow (RDF) [1,2], is used. Such microprocessors are
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called superscalar microprocessors [3], or microprocessors with the CISC-RISC (CISC-
outside RISC-inside) architecture, where: CISC - Complex Instruction Set Computing
(full set of operations of x86-64 architecture), RISC - Reduced Instruction Set Computing
(short set of operations implemented by a number of microprocessor operating devices).
RISC is also called: uop, micro-ops, pops, or similar terms.

In the process of operating the cores of such microprocessors, a number of CISC
commands, currently active in the flow of commands, are simultaneously decoded into a
plurality of RISC operations. RISC implementation planning is performed according to
the RDF architecture, based on the readiness to execute RISC operations operands. Prior
to RISCs obtaining the ready to execute status, they are placed in the reserve station cells
[4-5]. RISC, which became ready to execute, can be transmitted from cell reservation
station to a free operating device that can execute it. Thus, in modern microprocessors,
dynamic parallelism is organized at the level of RISCs.

When forming CISC flows — commands that operate with floating point
operands, both programmers and developers of optimizing compilers must take into
account features of specific implementations of arithmetic with floating-point [6]. As a
consequence of these features, for example, floating-point arithmetic does not perform
standard mathematical laws such as commutative and associative [7] and it is possible
to do so that the calculated answers almost entirely consist of "noise" [7].

For example, multiplication and division operations do not greatly increase the
relative error, but subtracting almost equal quantities can significantly increase it. One
of the consequences of the possible unreliability of the addition operation sequence of
floating-point numbers is a violation of the law of associativity: (u+v) +w#u+ (v +
w) for some u, v, w. The distributive law that binds the operations x and +: u x (v + w)
# (u x v) + (u x w) may also be violated. Performing addition and subtraction
operations sequence numbers even with fixed-point is known as [7] left-associative.
This means that operations in such an arithmetic expression must be strictly executed
from left to right. Even guidelines for programmers are developed, that contain
recommendations for the organization of computing with fewer errors [7]. For
example, if you want to add a long sequence of positive numbers [7], you should first
sort them out and perform operations starting with the smallest numbers.

Analysis of these guidelines shows that it is often difficult to carry out such rules
for the programmers, for example, because unknown values of variables, because the
need for pre-sorting of numbers by size, etc. The implementation of such guidelines by
the compiler at the stages of preparation for computing is also difficult for the same
reasons. In addition, the implementation of these rules, such as the need to change the
order of filing operands when performing addition sequence of positive numbers with
floating-point, creates the complexity for organizing parallel calculations.

To reduce the error of adding-subtracting a long sequence of floating-point
numbers, Kahan 's algorithm, which is also known as compensatory summation, is used
[8]. Reducing the error is achieved by introducing an additional variable to store a
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growing amount of error. With compensating summation, the worst error does not depend
on the number of operands, so a large number of operand values can be combined with an
error that depends only on the accuracy of the floating-point representation format. But
according to this algorithm, each operation of addition-subtraction is transformed into
4 operations of addition-subtraction type and 4 assignment operations.

The research objective. The purpose of this project is to develop the approach
to building fast operational device of adding-subtracting a long sequence of floating-
point numbers for dynamic branching of work at the level of RISCs, which without
additional software complications, will ensure the law of associativity when
performing addition sequence of positive numbers.

The approach to creation of the operational device. Ensure the implementation
of the associativity rule for the addition operation over a sequence of positive of floating-
point numbers without additional software complications is possible if you perform
computation of all intermediate results without losing significant bits.

Consider the possibility of constructing an operational device (OD) for adding-
subtracting a sequence of floating-point numbers, which performs the operation o = o
+ x at each step of the calculation, where: x is the next operand of the sequence that
can be taken at each step of the calculation on OD inputs for processing; o - an
intermediate result of addition-subtraction of a sequence of numbers. To increase the
accuracy of the o in the OD will be calculated with an accuracy that is limited only by
the range of order change and the accuracy of the representation of the mantissa of the
processed format [6]. At the beginning of computing a new sequence of numbers o
will be zeroed. Simultaneously with the calculation of the new value of o, its previous
value will be converted to the processed numeric format with the rounding to the
nearest [6] and output to the OD outputs. Suppose that at the OD input, according to
standard [6], each floating-point number x has the form: x =f, - 2, where: f, is a n-
bit normalized (I < / fx / <2, with x # 0) fractional part of the number x (mantissa); e, -
number order (unsigned integer from interval [e,.» 0]); fr and e, are represented by a
direct binary code. The floating-point number has two characters: a sign number (sign),
displayed in a separate bit; the order sign, is displayed by the bias of the order [6].

The schematic design of OD addition-subtraction operations over a sequence of
floating-point numbers with increased accuracy of execution is shown in Figure 1. His
work is as follows.

Filing of the operands is one at a clock (see fig.1) of work of the OD. So, on the
i-th clock of the work on the inputs of the OD, a regular operand (number x) is given.
In this case, the control node 1 is its transformation from a processed floating-point
number format [6] to the internal range of processing numbers r, where r = e, +1+n
and is the number of binary digits in the representation of a fixed-point number.
Namely, the input f, is given by a normalized mantissa of the operand, the input e, is
the order of the operand, the input sign, - sign of the operand. With the arrival of the
front edge of the clock pulse on the input clock data are recorded, respectively, in the
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registers of the mantissa RG f,, the order RG e, and the trigger control 7g sign,. At the
same time, if the number x is the initial operand of the new sequence of numbers, the
value of RG f, is reset using the reset signal.
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Fig. 1. Functional operating device (OD) addition-subtraction operations scheme
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With the MUX 1 multiplexer and depending on the sign, value, the transfer of RG
fr from the mantissa f, code to the Block keys input with the recovery of the hidden bit
MSB [6] and the sign, is carried out. Depending on the value of the order e,, on one of the
outputs of the DC decoder, a signal is generated that provides the input of the Block keys
to the first input of the adder ) f;,. As a result of this transfer, the arithmetic left shift of the
inverse code f, is carried out with MSB and sign, on e, bits, and all other lower bits of the
first input of the adder }f, are filled with the value of the sign,, which, together with the
submission of the sign, also to the input of the junior carry input adder }f, provides
formation supplementary code x, brought to the r range.

On the (i+1)-th step of the OD's work on its inputs, a regular operand of a
computable sequence can be taken. At the same time, in the register RG f, in the node
2 summation from the outputs }f,, the result of the summation of the previous operand
will be recorded, and in the trigger Tg sign, and registers: RG e,’ and RG f,’ in the
node 3, the result will be written, respectively: the sign, order and mantissa are
partially normalized the previous value of o (from the summation of the operand that
could be taken at the inputs of the OD on the (i-1)-th step of his work).

Thus, OD represents a conveyor information converter consisting of three
segments. At each step of the OD's work on its inputs, a regular value of the number x
of the executed operation 0 = 0 + x, in the general case of different microprocessor
cores (from the core that captured the OD clock cycle) can be taken. If any of the cores
need to perform the operation o = o - x, the sign, value applied to the OD inputs must
be changed to the opposite.

Simultaneously with the summation on )f, of the number x with the
accumulated amount f,, which flows from the register of RG f, to the second input ) f;,
an overflow signal is generated (as the sum of modulo 2 of the two highest bits ) f,),
which indicates about the output of a new value of f, from the range r. In the node 3
forming result transfers the previous accumulated amount of f, to an intermediate
representation in a floating-point form with a 2n-digit binary code of the mantissa of
the f,’ result in the forward code and the m-bit value of the order corresponding to the
£} mantissa. To do this, first, the f, value from RG f,, using the MUX 2 multiplexer
and the CTR 1 counter, is translated into a straight-line code, and from its
representation the sign, is deleted, which is written to the Tg sign, at the next cycle of
the work of the OD. Then with the help of a group of ORI formed address entry to
permanent memory ROM (actually the older nonzero group of binary digits is found in
fo). The ORI group consisting of [ (emaxtn)/n | n-inputs elements “OR” (the senior
element in the group has (e,.,tn)modn inputs. At this address, from the first ROM
outputs, the value of the order e,’ is read, which corresponds to the finding of the
higher significant digit f, on the lower-rank position of the older non-zero binary digits
in f;. This read-out value of the order e, is written to RG e, at the next time the OD
works. From the second output ROM the zero address reads a zero signal, which
indicates that f, = 0. In this case, from the first ROM outputs, the zero value of the
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order of e, is read [6]. From the third ROM outputs at the address formed in OR I, the
control information is read out to the MUX 3 multiplexer. This information provides
the passage from the outputs CTR I through MUX 3 to the RG f," inputs only of the
highest non-zero binary digits group f, and the discharges group that is next after by
her. At the next cycle OU work, these two groups of digits are written to RG f,,".

In the next work of the OD normalizing the mantissa of the result f;, is achieved
by removing the hidden bit, its rounding to the nearest, and making the corresponding
correction to the value e,. To do this, using the encoder, depending on the number of
zeros to the first significant bit in f,, the control information is generated by the MUX
4 multiplexer. This information provides the passage from the outputs of RG f,’
through MUX 4 to the inputs of the CTR 2 counter n of the highest significant bits f;,
shifted left to k bits, where k is the number of zeros to the first significant bit in f,. In
this case, the first significant bit in f, on the inputs of the CTR 2 counter is not
transmitted, which provides for the removal of the hidden bit. At the same time, at
other encoder outputs, generates correction an order of e, equal to (e,.,+n)modn-k is
formed, if the first significant bit in the direct code f, was found in the older group of
digits, or n-k in all other groups of digits. With the help of the ), adder, this
correction is added to the value e, that arrives at the other inputs of the adder from RG
e,’ and is summed up with the value of the carry input entry of the adder coming from
the counter CTR 2 and indicates the overflow of the mantissa f, as a result of its
rounding to the nearest [6]. The result of this so that the value of the mantissa f,, as
well as without the CTR 2 overflow signal, will be normalized, rounded and deleted
with a hidden bit and is output from the outputs of CTR 2 through a group of (n-1) 2-
inputs elements “4ND” to output f, OD. Thus, from the outputs e, through the input
0 multiplexer MUX 5 output e, OD issued value of the order of the intermediate result.
When the carry signal from most significant bit ) e, appearing, indicating the overflow
e, 1.e. e, > e, according to [6], the output of £, OD gives a zero value, and the output
e, OD, through the input 1 of the multiplexer MUX 3§, gives the value of e,,4,.

Table 1 summarizes the values of the bits of the main OD blocks for different
formats of representation of floating-point numbers, according to [6].

Conclusions. The paper describes the possibility of constructing an operational
device for addition-subtraction of a sequence of floating-point numbers with an
accuracy that is limited only to the range of order change and the accuracy of
representation of the mantissa of the processed format.

This approach to constructing the operational device of addition-subtraction of
a sequence of floating-point numbers looks very promising due to the simplification of
the computational process from the programmer's point of view, because it ensures
implementation of the associativity law when performing addition of sequences of
positive numbers, without additional complications required on the software level.

The paper describes the functional circuits of such an operational device, which
does not require elements of firmware control for its work. As it can be seen from the
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table 1, the operational device, under the current technological level of components
development, can be implemented for SF and F formats of floating-point numbers [6].
For other formats such implementation of operational device is more reasonable to
base on an algorithm similar to the Kahan 's algorithm.

Table 1

The values of the bits of the main OD blocks for different formats of
representation of floating-point numbers

Main OD blocks SF F DF DEF OF
RGf. 10 23 52 64 112
RG e, RG e,
Se.. MUX § 5 8 11 15 15
MUX 1, MUX 4, CTR 2 11 24 53 65 113
RGf,, Y, 43 280 2101 32833 32881
MUX 2, CTR 1 42 279 2100 32832 32880
OR 1 4 12 40 506 291
ROM 16x8 | 4Kx13 | Tx18 | 2%x25 | 29'x25
MUX 3, RG £, 22 48 106 130 226
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PO3SHINPEHA AHOTALIA

I'eopriii JIlyubkui,
Amnapiii loaronenko, Onexcanap Jloarosnenko

CIIOCIBb CITPOLIEHHSA OBYUCJIEHD 3 IIVTABAIOYOIO KPAIIKOIO
B CYIIEPCKAJIAPHOMY INPOLLECOPI

AKTyaJbHicTh TeMH AociaifzkenHs. [Ipu moOymoBi siaep OLIBIIOCTI CydacHUX
MIKpOIIPOLIECOPIB 3 apXIiTEKTYpOIo x86-64 BUKOpHUCTOBY€eThCs TexHouoris QoOFE (Out-
of-Order Execution), mo 3aCHOBaHa Ha peaiizaimii 0OMeXeHOi apXiTeKTypH IMOTOKY
naaux (Restricted Data Flow (RDF)). Taki MIKpOnpoIecOpu OTpUMAIHN HAa3BY
CyNepCKaISIpHUX MiKpomporiecopiB, abo MikpomporecopiB 3 apxitekryporo CISC-
RISC («CISC-outside RISC-insidey»), ne: CISC - Complex Instruction Set Computing,
RISC - Reduced instruction set computing (CKOpoueHHM Hablp KOMaHJ, IO
peanizyeTbCs MHOKHUHOIO OTNEpallIiHUX MIPUCTPOIB sAJIpa MIKPOIPOIIECOpa).
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IMocranoBka npodaemu. Ilpu ¢opmysanni morokiB CISC — komaHz, M0
OTIEPYIOTH OTIEpaHIaMH 3 TUIABAIOUOI0 KPAIKOI0, SIK MPOrpamicTaM Tak i po3poOHUKaM
ONITUMI3YIOUHX KOMIIUJISTOPIB JTOBOJUTHCS BpPAaXOBYBaTH OCOOIMBOCTI peamizarii
apu(METHKHU 3 IJIaBAIOYOI0 KpParkoio. B Hachmigok mux ocoOamBocTeH, HampuKiIan,
s apu(METUKHU 3 TUTABAIOYOI0 KPAIKOI0 HE BHUKOHYIOTHCSI CTaHAAPTHI MaTeMaTH4HI
3aKOHHM, TaKi K KOMYTaTHMBHHUI Ta aCOIIaTHBHHIA 1 HEBAXKO TaK HEBIAIO MPOBECTH
oO4uCcIieHHs, 00 1X BIAMOBIII MaiXe IMIJIKOM CKIafanucs i3 "mymy".

AHaJi3 ocTaHHIX AocaikeHb i myOJikaniii. Ilporsrom ocTtaHHIX PpOKiB,
noOyToBa s/IEp CYNMEPCKATSIPHUX MIKPOMPOLECOPIB IPYHTYETHCS HA TOMY, LIO JEsAKa
kibkicTh CISC — KOMaHJ, aKTUBHOTO B JaHWH MOMEHT TIOTOKY KOMaH]], OJTHOYaCHO
nekoayeTscsi Ha MHOXUHY RISC— omepaniii. IlmanyBanns BukoHanHs RISC —
oriepariii 3MIMCHIOETHCS BIAMIOBITHO 70 apxXiTekTypu RDF, Ha mifcTaBi TOTOBHOCTI 110
BUKOHaHHS omnepaHaiB RISC — omepamiii. Jlo HabyBanus RISC — onepamisiMu CTaHy
TOTOBHOCTI 0 BUKOHAHHS, BOHH PO3MIIIYIOTHCS B KOMIpKax CTaHILIi pe3epByBaHHS.
RISC — onepariisi, kKoTpa HaOyJia CTaHy TOTOBHOCTi, MOKe OyTH TIEpeIaHOI0 3 KOMipKU
CTaHIIi pe3epByBaHHS B BUIBHUI OMNEpalliiHUA MPHUCTPid, MO MOXE ii BUKOHATH.
TakuM 4MHOM B sapax Cy4YaCHUX MIKPOIPOIIECOPAX OPraHi30BYEThCS TUHAMIYHHI
napanenizM Ha piBHI RISC — omnepariii (iX TakoXX Ha3UBAKOTh: UOP, MICrO-0pPS, UOPS,
a00 TOIIOHMMU TEPMiHAMH).

BujgisieHHsi HeZOCTiXKEHUX 4YACTHH 3arajbHoi mnpodjemu. [lama crarrts
NPUCBSTYEHA BUBUYEHHIO Ta aHATI3Y MiIX0Ay 10 MOOYI0BH OLIbII TOYHOTO OMEPAITHOTO
MPUCTPOIO CyMaTOpPa-BiTHIMa4a MOCIIIOBHOCT] YHCEII 3 IIABAI0Y0I0 KPAITKOIO.

IMocranoBka 3aBaaHHs. 3aBIaHHSIM € PO3POOKA IIBUIKOIIFOUOTO OMEPAIiHOTO
NPUCTPOIO CyMaTOpa-BilHIMAua 3 IUIABAIOYOIO0 KPAIKOIO SIKMA MOXe OyTH BHKO-
PUCTAaHUMH ISl JUHAMIYHOTO PO3TaTyKeHHSI pOOOTH CYNEPCKAISIPHOTO siipa Ha PiBHI
RISC — onepauiii 1 mpu 11boMy, 0€3 TOAATKOBUX MPOTPAMHUX YCKJIAIHEHb, 3a0€3MeUNTh
BHUKOHAHHS 3aKOHY KOMYTAaTUBHOCTI JIJIsI JIOBT'O1 TTOCITiTIOBHOCTI JIOJJATHUX YHCEIL.

BuxknaneHns ocHoBHOro marepianay. Po3risHyto miaxing g0 mnoOyaoBU
MIBUIKOTO OMEPAIIfHOTO MPHUCTPOIO J0JaBaHHSA-BIIHIMAHHS JIOBTOI IOCIITOBHOCTI
qycesl 3 TUIABAIOYOI0 KPAImKolo, M0 03 JOAATKOBUX MPOTPaAaMHUX YCKIIATHEHb
3a0€3MeYnTh BUKOHAHHS 3aKOHY AaCOLIATUBHOCTI NP CKJIAJaHHI MOCIIJOBHOCTI
nonatHux uucen. OnucaHa (QyHKIIOHAJbHA CXEeMa TaKoro IPHUCTPOI0, KOTpa HE
noTpedye A CBO€l poOOTH €IEMEHTIB MIKPOIIPOTPAMHOI'O KEPYBaHHSI.

BucnoBku. OmnepatiiHuii NpUCTpiii 3a PO3IJISTHYTOIO CXEMOKIO MOXKe OyTH
peaizoBaHUM JUisl TOJOBHHHOTO Ta OJAMHAPHOro (opMaTiB MpPEACTABICHHS YMCEN 3
TIaBAIOYOr0 Kpamkoro. st crapmux ¢opMaTiB MPEACTaBICHHS YHUCEN 3 IUIABAI0YOI0
KpaIKoro peaiizailisi MoAiI0OHOT0 ONepaliitHOro NPUCTPOIO BUTIISAIA€ OUIBIIT JOLIBHOIO
Ha OCHOBI BUKOPHUCTaHHs aJIrOPUTMY, IToA10HOro 10 aniroputmy Kexena.

KawuoBi ciaoBa: omepamiiiHuii TpuCTpiid, CKOpoueHH HaOip omeparii,
TIaBaroya Kparka, 3aKOH acoIliaTUBHOCTI, anroputM KexeHa.
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UDC 004.315
Valerii Zhabin, Valentina Zhabina

EFFICIENCY IMPROVEMENT OF DIVISION OPERATION
REALIZATION IN ON-LINE MODE

There is considered a method of numbers division, which enables to overlap
realization of digit-by-digit input of operands, their processing and digit-by-digit
output of the result starting with high-order digits. It allows reduction of the necessary
FPGA hardware resource during realization of parallel systems with direct connection
between calculation units by means of data transfer in serial code. There is provided
partial overlapping of calculations that gives a potential opportunity to accelerate the
computation process for realization of the series of operations connected by data. The
method enables to add functionalities to the division operation in redundant
symmetrical number system.

Key words: division operation, on-line computations, redundant number
system, dependent operations overlap.

Tabl.: 1. Bibl.: 8.

Relevance of the research topic. For parallel systems the time of task solution
depends not only on parallel algorithm branches processing time but also on time
expenditures for information interchange between calculation units (CU). The use of
systems with direct connection by means of data between CUs (DCS) permits to
reduce the information interchange time [1-4]. Data transfer time reduction, as well as
hardware implementation simplification is a relevant objective that requires additional
researches, including development of efficient arithmetic operation realization
methods.

Problem statement. When building systems based on FPGA, the efficient use
of the microcircuit resource (internal functional blocks and external pins) is an
important problem [5, 6]. By the example of the division operation there is considered
an opportunity to solve the above-mentioned problem reducing number of connections
between system units by means of data transfer in serial code.

Analysis of resent researches and publications. In parallel arithmetic the
division methods require availability of all digits of numerator and denominator before
calculation starts. It does not allow overlapping the processes of digit-by-digit input of
operands and the process of result digits calculation, so realization of computations in
on-line mode is impossible. To overlap the above-mentioned processes, division
methods of quasi-parallel arithmetic were developed [7, 8]. In this case the
calculations are realized starting with high-order digits and redundant number systems
are used to avoid carries to higher number positions. Nevertheless, the well-known
methods place restrictions to the form of operands representation, namely to their
range and sign.
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Singling out of unexplored parts of the general problem. Methods of
division in on-line mode require further research. Adding functionalities to methods
including possibility to process numbers with any sign, as well as to extend the range
of operands representation is an important task to be solved to increase the data
processing efficiency.

Task definition. The purpose of the research is to increase the efficiency of
division operation realization in on-line mode by adding functionalities to the methods.

Statement of the main material. For division of numbers we will use a
redundant symmetrical number system with the base & = 2 and the digits {-1,0,1}. In
DCS the units are connected directly according to data flow graph of the task. It
enables to interchange data between CUs without main memory use and, thus, to
accelerate computations.

At the time of execution of series of operations connected by data the CUs work
in the following way. At the each step CU accepts one operand digit from the previous
CU and forms one digit of the result for the next CU. The operation is realized starting
with the high-order digits. The formed result digit does not need any correction as in
the redundant number system there are no carries to result high-order digits.

In the on-line mode the result digits are formed with the delay of p cycles, i.e.

for division the CU executes binary operation Z =277 - X /Y, in which the operands
are n -digit fractional numbers and the result has m = n + p digits:

X:z;;xiz*i, Y:z:‘1=1yi27i9 Z:zzlzizii' (1)

Let’s suggest that OS‘X‘ <‘Y‘ Ta 27 S‘Y‘ <1 (r is an integer number, not
greater thann ). It is obvious, that in this case we get ‘Z‘ <1 and‘Z‘ <27”. With

X.,Y,Z we define numbers that have only 7 high-order digits.

*
To get n digits of the functionZ = X /Y, it is necessary to form m=n+p digits

of the functionZ =27 X /Y.

The condition of the symmetrical chopping of the function Z in i -th cycle of
calculation is the following

Z -2 <X Y <Z 27 )

If in each cycle the expression (2) is fulfilled, then after m cycles we will get a
function with the measure of inaccuracy that is not greater than 2" in absolute
value. In fact, for i=m the expression (2) is the condition of chopping
Z=2"X_/Y to m digits. During calculation process in i -th cycle the measure of

inaccuracy of the result will not be greater than the half of the weight of the digit that
is formed.
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Let’s define the following designation
R=Q2"X -2Y)2. (3)
At that, the condition (2) can be defined as follows
—27"Y <R <2'Y. 4)
Let’s suggest that in (i —1)- th cycle the condition (4) is fulfilled, i.e.
-27"Y <R <277 .. (5)

We should find the minimal delay p in forming function Z digits, for which

the condition (2) will be fulfilled in each cycle.
Using (1), (3) and (5) we get

R =2R +2"x,-Z y,—2zY. (6)
Designating
H =2R_+27"x—-Z_y., (7)
we get
R=H —-zY. (8)

In this case, taking into account (8) the expression (4) can be represented as
follows
(z,=2"YY. <H <(z;+27). 9)
Using the formula (9), we define the rule for selection of quotient digit from the
set {-1, 0, 1} in 7 -th cycle:

-1, z'f—gYiSH‘<—lY;
2 2
1 1
Z =1 if ——Y<H <-Y; 10
; 0, if 4 5 (10)
1 3
Lif =Y<H<=Y.
f 2[ 1 2[

In order to get the correct result, it is necessary to keep H, values within the

interval—%Yi <H < %Y . Selecting p values it is possible to provide the fulfillment
of the following expressions:

H__<—-Y, H . 2—%)’1.. (11)

Taking into account the formulas (4), (6) and the range of numbers

representation we can prove that the expressions (11) are correct when the minimal
integer value of the delay is the following: p=3.
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Algorithm of 7 -th cycle execution (where i =1,...,m) is boiled down to the
following calculations.
Using the formula (7), we find the intermediate value H, (H, =0), then

according to the rule (11) the digit of the result z, is formed. For the next cycle, the
value of R, is calculated by the formula (8).

The process of division of 5-digit fractional operands X = 0.10110 and
Y =0.11011 is shown in the table 1.

Table 1
Values of variables during process of number division

i|Xxi|yi Y; H; Fulfilled condition | 7 Z; R;

If1(1]0.1 0.0010000 | -172 1<H;<1/2 Y, | 0]0.0 0.0010000
210 1]0.11 0.0100000 | -172 Y,<H,<1/2 Y» | 0 | 0.00 0,0100000
31| 01]0.110 0.1010000 | 1/2 Ys<H3;< 3/2 Y5 | 1 |0.001 -0,0010000
4/-1]1|0.1101 -0.1000000 | -3/2 Ya<Hs<-1/2 Y4 | -1 | 0.0001 0.0101000
5/0|-1]0.11001 0.1011000 | 1/2 Ys<Hs< 3/2 Ys | 1 | 0.00011 -0.0001100
6| - | -1{0.11001 -0.0011000 | -1/2 Ys<He¢< 1/2 Y5 | 0 | 0.000110 -0.0011000
71 - | - 10.11001 -0.0110000 | -1/2 Y7,<H;< 1/2 Y7 | 0 | 0.0001100 -0.0110000
8| - | - 10.11001 -0.1100000 | -3/2 Yy<Hs<-1/2 Yg | -1 | 0.00010111 | 0.0000100

After m=n+p=5+3=8 cycles are completed, the following results repre-

sented in the canonical binary number system are formed:

Z=27X/Y=0.00010111; Z"=X/Y =0.10111.

The measure of inaccuracy of each function calculation is not greater than the
half of the weight of the low-order digit of the result.

Conclusions. There was proposed an algorithm for number division in on-line
mode that stipulates the use of redundant symmetrical number system with the digits
{-1,0, 1} and the base k = 2.

The increase of division operation realization effectiveness in comparison with
the well-known methods was achieved due to adding functionalities including the
capability to process numbers with different signs, as well as to extend the range of
number representation.

The operation realization is digit-by-digit, starts with high-order digits and
allows overlapping of input, processing and output of digits. Also, it allows
overlapping of connected operations execution in different units, i.e. execution of
series of connected operations in concurrency mode at the level of digits processing,
and enables to accelerate computations.
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The on-line calculations enable to transfer data between system calculation
units in the serial code. It reduces the scope of necessary FPGA functionalities and
commutation resources (functional cells and input-output cells). Moreover, in this
mode the energy consumption is also reduced and the system reliability is increased.
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PO3SHINPEHA AHOTALIA

Bauepiit ’Kaoin, BasenTuna Kaodina

NIIBUIIEHHA EOEKTUBHOCTI PEAJIIBALIIL ONEPAILIILI
JAUIEHHA B HEABTOHOMHOMY PEXKUMI

AKTyaJIbHICTh TeMH JOCJHIIKeHHsA. 3pOCTaiodya CKIATHICTh 3a1ad 00poOKH
iH(pOopMaIlii B peaTbHOMY 9aci 00yMOBIIIOE 3aCTOCYBaHHSI MTapaIeIbHIX OOUNCITIOBATTBHAX
cucreM. Yac pimeHHst 33124 B TAKUX CUCTEMaX 3aJIC)KUTh HE TUTBKHU BiJl YaCy BUKOHAHHS
napajiebHUX TUIOK aJTOpUTMIB, ajie 1 Bix BUTpaT yacy Ha OOMiH iH(OpMaIien MK
OOYHUCTIOBAIBHUMHI MOJYJISIMA. 3MEHIINTH BUTPATH 4acy Ha OOMIH JaHHMH JO3BOJISIE
BUKOPHCTAHHS TApaJieIbHAX CHUCTEM 3 O€3MMOCepeqHIMU 3B’SI3KAaMHU MK MOIYJISIMH
CHCTEMH 32 PaxyHOK IEPECHIaHHS IaHWX IMOCTIJOBHUM KoaoM. llinBumieHHs edek-
TUBHOCTI TAKUX CHCTEM € aKTyalbHUM 3aBJaHHSM, 110 BUMarae J01aTKOBUX JOCIiKEHb,
B TOMY YHCIII pO3pOOKH e(heKTHBHUX METO/IIB BUKOHAHHS apU(PMETHIHHUX OTICPALTIH.

IMocranoBka mnpodaemu. Ilpu moOymoBi cucrem Ha 06azi [IJIIC BakimmBoio
npoOJieMOI0 €  €KOHOMHE  BHKOPHCTAHHS  PECypcy  MIKPOCXeM  (BHYTPILIHIX
(byHKITIOHATEHUX OJIOKIB 1 30BHIIIHIX BUBOJIIB) 3 METOIO 3MEHIIIEHHS YMCIIa MIKPOCXEM IS
peamizaiii oOumcimroBaibHOI cucTeMu. Ha mnpukmanmi omepamii auleHHS y  poOoTi
PO3ITSIIAETHCS MOXKIIMBICTh BHUPIIIEHHS 3a3Ha4€HOT MPOOJIEeMH 3a PaXyHOK 3MEHILICHHS
KUTBKOCTI 3B’SI3KIB MK BYy3JIaMH CHCTEMH HULIXOM IEPECHJIAaHHS JaHUX IOCTIIOBHAM
KOJIOM.

AHani3 ocTaHHIX JocCJHiKeHb i myOmikaniii. Metoqu niieHHs B mapayienbHii
apudMeTuIl MoTpeOyIOTh HASBHOCTI BCIX PO3PS/IIB AUJICHOTO Ta JUTbHUKA TIEPE]T TIOYATKOM
obuncienp. Lle He 103BOIIAE CyMINTyBaTH MPOIECH TTOPO3PSIHOTO BBEICHHS ONEPaH/IiB Ta
dbopMmyBaHHS PO3pSAMIB pe3yibTary. sl CyMillleHHs BKa3aHUX MPOIECIB PO3POOIICHI
METOIM JJIeHHS KBasimapanenbHoi apudmetnku. OOYHCIEHHS B [HOMY BUIAJIKY
BUKOHYIOTBCSI B HEABTOHOMHOMY (On-line) pexxuMi 31 cTapIimx po3psiiiB ONepaH/IiB, a I
BIUTyYECHHSI TIEPEHOCIB B CTaplll pO3psSAM BUKOPHUCTOBYIOTH HAUIMIIKOBI CHCTEMH
yrcinenHst. OnepariiiiHi MOyl B CHCTeMi 3’ €HYIOTBCS Bi/ITIOBITHO ITOTOKOBOMY Tpady
3ama4i. [Ipy BUKOHAHHI JIAHITIOXKKIB 3JICKHHUX 32 JAHUMHU OTIEpaliii OAEpX aHUl B I -My
IAKIT PO3PSIT Pe3yJIbTary B oAHOMY Moyt Moxke B (i +1)-My 1wkt B iHImoMy moysti
o0poOiATHCS SIK 4eproBuid po3psia omnepaHmy. lle 3abesredye 9acTKOBE CyMIIICHHS
oriepartiii Ha piBHi 00pOOKH pO3psIiB ONIEPAH/IIB.

BuaijieHHsI HelOC/Ii/I2KeHUX YACTHH 3arajbHoi mpodJjemu. Meronu miieHHS
B HEABTOHOMHOMY PEXHMi MOTPeOYIOTh MOAAIBIIONO J0CTKEeHH . (s migBUIIeHHS
e(peKTUBHOCTI OOpOOKM JaHUX B CHCTEMAax PEAIbHOTO Yacy Ba)XJIMBUM 3aBJaHHSIM €
MiABUINEHHS (YHKIIOHAIBHUX MOMKJIMBOCTEH METOJIB, B TOMY YHCIi, 3a0e3nedeHHs
oOpoOKM uymucen 3 JOBUIBHMMM 3HaKaM{ Ta pPO3IIMPEHHS Jlana3oHy IOJaHHs
OIepaH/iB.
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IMocranoBka 3aBaaHHs. Merolo po0OOoTH € MIABUINEHHS €(QEeKTHBHOCTI
BUKOHAHHS oTepaii AiIEHHS Yrcel B HEaBTOHOMHOMY PEXXKHUMI IUISIXOM PO3LIUPEHHS
BKa3aHMUX BUIIE (DYHKIIOHATBHIX MOXKIMBOCTEH METO/IiB.

BukiiaieHHs1 OCHOBHOro Marepiaay. 3alpoOIllOHOBAHO AJITOPUTM JUIEHHS
qrcel B HEABTOHOMHOMY pPEXHMI 3 BUKOPHUCTAHHSIM HAUIMIIKOBOI CHMETPHYHOI
cuctreMu yucieHHs 3 uuppamu {-1, 0, 1} Ta ocHoBoro k =2. Metoa m03BOJIsIE
CYMIIIEHHS TPOIECIB TMOPO3PSAHOTO BBEIEHHS OIMEpaHAiB, iX OOpoOKku Ta
MOPO3PSATHOTO BUBENIEHHS pe3ynbratry. Lle mae MOXIMBICTH pealnizyBaTu MapaieabHy
0o0poOKy Ha pO3PSTHOMY piBHI 3alle)KHUX 3a JAHUMHU OIepalliid, IO JI03BOJISE
npuckoputu oduncnenns. [lokazano mpukiaz AijeHAS YUCET.

BucHoBku. JlocsarHyTo migBUIICHHA €()EKTHBHOCTI BHKOHAHHS —OIeparii
TUIEHHS BIHOCHO BIJIOMHX METOJIB 32 PaxyHOK pO3MIMpPEHHS (YHKIIOHATBHUX
MO>KJIMBOCTEH, B TOMY YHCIIi, 3a0e31meueHHst 0OpoOKH YKcen 3 JOBUTbHUMH 3HAKaMH Ta
301IBIICHHSI Jlialla30HY MOJaHHS OTePaH/IIB.

3aBISKU TEPECUJIAaHHIO JaHUX MDK BY3JaMH CHUCTEMH IOCIHIJIOBHHM KOJIOM
3MEHIIYIOTBCSA ~ HEeoOXimHi  (yHKmioHampHI Ta KomyTamiai pecypeu [IJIIC
(pyHKIIOHANIBHI KOMIPKM Ta KOMIPKM BBEJIEHHS-BUBEIEHHA). B cBowo uepry,
3MEHIIYETHCSI eHEPTOCIIOKUBAHHS Ta I1IBUIIYETHCS HAIIHHICTh CHCTEM.

Posrisnaerscs METO AUIEHHS YMCENl B HEABTOHOMHOMY PEXHMI, 10 J103BOJISIE
CYMIIIEHHS TPOIECIB TMOPO3PSAHOTO BBEIEHHS OIMEpaHAiB, iX OOpoOKku Ta
MOPO3PSATHOTO BHBEACHHS PE3yJbTaTy, MOYMHAIOUM 31 cTapmmx pospsaiB. Lle mae
MOJIMBICTh 3MEHIIMTH HeoOXimHuit amapatHuii pecypc IIJIIC mpm peamizamii
napajelbHUX CHCTEM 3 0e3MoCepeIHIMU 3B’ SI3KaMU MiXK 0OYUCITIOBAIBHUM MOIYJISIMU
3a paxyHOK TEepeCcUyIaHHs JTAHUX TOCIiJOBHUM KojoM. [Ipyn BUKOHAHHI MTOCIIiIOBHOCTI
3aJIeKHUX 32 JaHUMH Olepamii 3a0e3MmedyeTbcss YacTKOBE CyMIIEHHS BUKOHAHHS
oreparii, mo Ja€ MOTEHI[IHHY MOXIIUBICTBH JUIsl MPUCKOPEHHS Oo04YmciieHb. Meton
po3mmproe (YHKIIOHAIBHI MOXIIUBOCTI Omeparii TUICHHS YuCeNl B HAUTUIIKOBIN
CUMETPHUYHIN CHCTEMI YHCIICHHS.

KurouoBi cioBa: onepairisi [iJieHHSI, HCABTOHOMHI OOYMCIICHHSI, HAJIMIIKOB1
CHCTEMH YHCIICHHS, CyMIIIEHHS 3aJIC)KHUX OIEPaLIii.
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PO3SHINPEHA AHOTALIA

Valerii Zhabin, Valentuibna Zhabinba

EFFICIENCY IMPROVEMENT OF DIVISION
OPERATION REALIZATION IN ON-LINE MODE

Relevance of the research topic. For parallel systems the time of task solution
depends not only on parallel algorithm branches processing time but also on time
expenditures for information interchange between calculation units. Data transfer time
reduction, as well as hardware implementation simplification is a relevant objective
that requires additional researches, including development of efficient arithmetic
operation realization methods.

Problem statement. When building systems based on FPGA, the efficient use
of the microcircuit resource (internal functional blocks and external pins) is an
important problem. By the example of the division operation there is considered an
opportunity to solve the above-mentioned problem reducing number of connections
between system units by means of data transfer in serial code.

Analysis of resent researches and publications. In parallel arithmetic the
division methods require availability of all digits of numerator and denominator before
calculation starts. It does not allow overlapping the processes of digit-by-digit input of
operands and the process of result digits calculation, so realization of computations in
on-line mode is impossible. To overlap the above-mentioned processes, division
methods of quasi-parallel arithmetic were developed. In this case the calculations are
realized starting with high-order digits and redundant number systems are used to
avoid carries to higher number positions. Nevertheless, the well-known methods place
restrictions to the form of operands representation, namely to their range and sign.

Singling out of unexplored parts of the general problem. Methods of
division in on-line mode require further research. Adding functionalities to methods
including possibility to process numbers with any sign, as well as to extend the range
of operands representation is an important task to be solved to increase the data
processing efficiency.

Task definition. The purpose of the research is to increase the efficiency of
division operation realization in on-line mode by adding functionalities to the methods.

Statement of the main material. There is proposed a method of numbers
division in on-line mode, which enables to overlap realization of digit-by-digit input of
operands, their processing and digit-by-digit output of the result starting with high-
order digits. It enables to realize parallel processing of operations connected by data at
the level of operand digits that allows acceleration of data transfer. Unlike the well-
known methods, this one gives an opportunity to realize division of numbers with any
sign. Moreover, the range of data representation is extended.
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UDC 004.055

Artem Volokyta,
Artem Kaplunov, Oleksandr Pospishnyi

THE PROBLEM OF RESOURCE SEARCH
IN DISTRIBUTED COMPUTING SYSTEMS

Aprem Bousiokura,
Aprem Kanuynos, Osexcanap Ilocnimnmii

IMPOBJIEMA INOIIYKY PECYPCIB B PO3IIOAIVIEHUX
OBYUCJ/IIOBAJIBHUX CUCTEMAX

Formalism of resource records requests creates significant difficulties for users due
to the high complexity of the Grid-resources information model. This leads to errors and
inaccuracies in the resource requests, threatening the efficiency of dispatching.

The results of studies of the Grid model’s imitation is presented in this work.
With its help the aforementioned errors’ influence on the systems efficiency is
researched.

Keywords: Grid-system, executive resource, semantics attribute, problematic

user's orientation, erroneous requests.
Tabl.: 1. Fig.: 1. Bibl.: 5.

dopmanizMu 3amuciB peCypCHUX 3aIUTIB, 110 BUKOPUCTOBYIOTHCS Ha MPAKTHUIII,
Yyepe3 BUCOKY CKJIaaHOCTI iH(popmariitHoi mozem Grid-pecypciB, CTBOPIOIOTH ICTOTHI
TPYZHOIII JJIi KOPUCTYBA4iB CUCTEMH 1 CHOPUSIIOTH MOSBI MOMUJIOK 1 HETOYHOCTEH B
PECYPCHHUX 3alHTax, CTABISUM i 3arpo3y €(peKTHBHICTh TUCTIETYEPU3aLlii.

VY crarTi mpeacTaBieHi pe3yabTaTH JAOCTIDKEHHs iMiTamiiaoi moaeni Grid, 3a
JOMOMOTOIO SIKOi BUBYEHO BILIMB BUIIEBKA3aHUX MOMWIOK Ha €(DEKTHBHICTH poOOTH
CHCTEMH.

KarwuoBi ciaoBa: Grid-cucrtema, BUKOHAaBYMI pecypc, CEMaHTHKa aTpuOyTiB,
npoOJIeMHa Opi€HTAIlis] KOPUCTYBava, MOMHIKOBI 3aITUTH.

Tab6mn.: 1. Puc.: 1. bi6mn.: 5.

Problem formulation. The information of mechanisms for resources finding in
the Grid systems is systematized. The active development of Grid technology in the
field of distributed computing systems was taken into account. The collected
information is summarized in the table 1.

The processes such as search and composition of resources for solving the
problem in the Grid system, should be transparent to the user as much as possible. The
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resources that maximally fulfill all user’s requirements and are able to solve the task
set by one, must be allocated by the system automatically, with minimal participation
by the user. He should only formulate the tasks and requirements for the resources.

Analysis of recent scientific researches and publications. In modern Grid-
systems the user is forced to actively participate in the process. He is guided by the
information about the resources provided to him and independently selects them. At
the same time, he must have a good understanding of his task’s requirements and the
information model of the resources he has access to. Moreover, the user must have an
excellent command of the language, which is necessary to impose requirements of the
task to the resources of the system.

Table 1
Search for resources in distributed computing systems
Inform. Possibility Co’fcp lexity Checking | Subjective
Software Language of inform. ) ) ]
model to expand queries orientation
models
ARC,
ARC MDS, xRSL, JDL no medium absent no
GLUE
GT 4 G(I;III{/JIE ’ RSL no high absent no
glite GLUE JDL no high absent no
Legion no MESSIAHS yes low absent partial
Condor no ClassAd yes low absent yes

Specification of uninvestigated parts of general matter. The situation is
complicated by the use of various syntactically incompatible schemes while the
resources describing. As a result, we need strict agreements between resource
providers and users about the names of attributes and their possible meanings.
Allocation of descriptions only at the syntactic level, regardless the semantics of
attributes and their values, as well as the need to coordinate the set of attributes among
all the participants, makes such systems inflexible and difficult to expand.

Thus, the most important shortcomings of the resources’ search and selection in
Grid systems can be distinguished:

1. High complexity of relevant information models. The information models
used to represent and search resources in Grid have a rather complex structure and use
a large number of attributes in order to represent all aspects and details of the hardware
and software components of the system. The study and application of such schemes
creates tangible difficulties for new users, as well as creates favorable conditions for
the occurrence of errors in the preparation of queries and incorrect interpretations in
the meaning of attributes.

2. Lack of validation of the resource request. The combination of the above
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defects leads to a large number of false resource requests from users. Unfortunately,
all Grid systems used today do not validate such requests, which leads to idle time
computational resources, erroneous assignments and loss of user's working time.

3. Insufficient flexibility of search mechanisms. As a rule, users and virtual
organizations are deprived of the opportunity to expand or modify the resource
information model and adapt it to their specific needs, while resource search engines
are based on a strict syntactic mapping of attribute values for the resource and a query,
which is not a sufficiently flexible nor an efficient method.

All of these disadvantages considerably complicate the process of using Grid-
systems in practice and establish a high entry bar for new users.

Problem statement. Considering the collective nature of the Grid systems
functioning, the necessary mechanism for quality service provision is an automatic
dispatching. This is a set of management actions that optimize the whole system,
carrying out operative planning and redistribution of running tasks on the basis of
specified resource queries.

Unfortunately, the formalities of resource queries records used in practice
create significant difficulties for users of the system and contribute to the occurrence
of errors and inaccuracies in the resource queries, due to the high complexity of the
informational Grid-resources model. This endangers the effectiveness of dispatching.
At the same time, the two-level of management organization in Grid-systems
repeatedly amplifies the negative effects that arise as a result of such errors.

Let's take as a basis the following calculation of the typical job execution time:

t=t, +ts+t, +t,+t + ¢t (1)

where t,, - time of preparation and transfer of tasks to the controller; t; - is the time
needed to handle the task of the controller and its auxiliary modules; the search and
selection of executive resources; t, - the time for the task transfer to the subsystem
management executive resource; t, - waiting time in the queue of the local batch
processing system; t, - time of task execution on computing nodes; t. - the time of the
task results transfer to a user.

The statement of basic materials. An error requesting an inefficient resource is
considered. It arises as a result of an executive resource query that can successfully
complete a task, but increases its execution time due to a non-optimal selection criterion:

th = ¢, + t, + t, + tg + ot, + t, (2)

where ¢ is the coefficient of efficiency decrease, 9 ER, 0 <o < 1.

The results of the simulation Grid model study are presented. With a help of
that, the influence of the above errors on the efficiency of the system has been studied.
According to the data collected, if the presence of false queries is 25% from the total
(with requests of inefficient resources), the flow of tasks performed by the system
decreases by approximately 15%.
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Fig. 1. The influence of an error requesting an inefficient resource
on the performance of the Grid system

Conclusion. Due to the disadvantages described above, a high threshold is
created that needs to be overcome by new users in order to familiarize themselves with
the Grid computing industry. This happens due to the high complexity and inclination
to error in resource retrieval that creates significant difficulties for users without
experience of Grid system usage.

The further development of Grid technologies will lead to a multiplication of
resources and their diversity, which will exacerbate the existing problem. In this
regard, the development of new methods that will address these shortcomings and
improve the process of finding resources in the Grid system is an actual topic of
scientific and practical interest.
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A. M. BoJsiokura,
A. B. Kanaynos, O. C. Hocnimuuii

IMPOBJIEMA IIOIIYKY PECYPCIB B PO3IIOAIVIEHUX
OBYUCJ/IIOBAJIBHUX CUCTEMAX

AKTyaJbHiCTh TeMH Jociail:keHHs. BpaxoByroun akTuBHUI po3BuTOK Grid-
TEXHOJIOTIi y Tamy3i pO3MOAUIEHHMX OOYMCIIOBAJHHUX CHCTEM, BCE OUIBII TOCTPO
MOCTA€ MUTAaHHS €(PEKTUBHOCTI MEXaH13MiB MOMIyKy pecypciB B Grid-cucremax.

IMocranoBka mpo6Jemu. Ilomanpmuii po3zButok Grid-TeXHOIOTIH HEMHUHYYE
npu3Bese 10 0araropasoBOro 301IbIICHHS KITBKOCTI PECypCiB Ta iX pi3HOMaHITHOCTI,
0 CHOPUYUHHUTH 3aroCTPEHHS HAsABHOI MpoOJIeMH BHHUKHEHHS IOMHJIOK 1
HETOYHOCTEN Y PECYpPCHUX 3aIUTaX.

AHaJli3 ocTraHHix Jpocaikenb i myouaikanii. [Iporsrom octaHHIX pOKIB
3’SIBIISIETHCS BCE OUNIbIIE CTAaTel MPUCBAYCHUX ONTHMI3alii miadopy pecypceiB y Grid-
cepenoButri. [Ipore miabip pecypciB B OUIBIIOCTI 13 HUX 0a3yeThCs Ha MPOCTOMY
CHHTAaKCUYHOMY TMOPIBHAHHI 3HAa4€Hb aTpUOYTIB, MPUCYTHIX B OMHCI pecypcy, 3i
3HAUYEHHSIMHU, SIK1 3a3HA4Y€H1 B 3alIUTI KOPUCTyBaya.

Buninennss HemocJdilKeHHX 4YACTHH 3arajbHoi mnpodsaemu. Popmanizmu
3allMCiB PECYpPCHHUX 3alHTiB, IO BHKOPHCTOBYIOTHCS Ha MPAKTHIl, YEpe3 BUCOKY
ckiagHocTi iH(popmaniiinoi moxem Grid-pecypciB, CTBOPIOIOTH ICTOTHI TPYIHOLII ISt
KOPHUCTYBaulB CUCTEMM 1 CIpPHSIOTH IOSB1 MOMWJIOK 1 HETOYHOCTEM B PECYpCHUX
3amuTax, CTaBJIIYH IMi]T 3arpo3y €(EeKTUBHICT AUCIICTUYCPH3ALIi].

IlocranoBka 3aBAaHHsA. 3aBlIaHHSIM € BUIUIEHHA Ta (opMaibHe
MPEICTABICHHS! OCHOBHUX THUIIIB MOMUJIOK, III0 BUHUKAIOTh y PECYPCHUX 3aIHTaX, Ta
JOCIP)KEHHS 1X BIUIMBY Ha 3MEHILEHHS IOTOKY BUKOHYBAaHUX CUCTEMOIO 3aBJIaHb.

BukiageHHss ocHOBHOro marepiaay. Ha ocHOBI anami3zy mitepaTypHHX
mkepen Oynu ¢dopmalli3oBaHi OCHOBHI THIM TMOMWJIKOBHX 3alHTIB pecypciB. Bymo
JOCTIKEHO 1X BIUIUB Ha €(DEKTUBHICTH POOOTH CUCTEMHU.

BucHoBku. VY crarTi npeiacTaBlieHI pe3ysbTaTH JOCHIKEHHS 1MITalliHOl
monem Grid, 3a JOMOMOror AKOI BHUBYEHO BIUIMB BHILEBKA3aHUX IMOMUJIOK Ha
epeKTUBHICTH poboTH cuctemu. HaBeneHi pe3yabTaT €KCIIEPUMEHTIB Ta X1 aHali3.

Karwuosi ciaoBa: Grid-cucrtema, BUKOHAaBYMI pecypc, CEMaHTHKa aTpuOYTiB,
npoOJIeMHa Opi€HTAIlis] KOPUCTYBava, MOMHIKOBI 3aITUTH.
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UDC 004.7
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Prokopovych Oleksandr,
Kulakov Yuriy

REVIEW OF IOT SYSTEMS
BASED ON EDGE COMPUTING

Tiky Baaaucaas,
Ipoxomosuy OJexcanjap,
Kyaakos IOpiii

oA CUCTEM 10T HA OCHOBI
NEPU®EPIMHOIO OBUYNUCJIEHHS

This article reviews optimization of processing data in Internet of Things
systems via edge computing concept.
Keywords: gateway, [oT, edge computing.
Tabl.: 0. Fig.: 2. Bibl.: 5.

AHotauist. Y naniii poOoTi po3mIsAA€THCS aKTyaIbHICTh Ta MPOOJIeMaTHKa
ornrtumizarii 00poOku iHpopMarlii B CUCTEMaX IHTEPHETY peuei 3a JOMOMOTOI0 METOTY
nepudepiitHnX 004nCICHb.

KurouoBi cjioBa: mutro3, iHTepHET pedeid, edge computing.

Relevance of research topic. The popularity of Internet of things directly
affects the number of calculations and increase Internet traffic, so there is a need to
optimize the operation of data centers and reduce the cost of servicing IoT systems.

Formulation of the problem. Most IoT-systems transmit data to a cloud,
which is accompanied by a large flow of traffic through it and the creation of
additional load on the server. The cost of leasing a server directly depends on the
amount of traffic coming into the cloud, and also increases the risk of system
vulnerability.

Analysis of recent researches and publications. The modern look at the
distributed systems in the IoT consists of reducing the traffic between the cloud and
the place where the data is collected, which increases the security of such systems.
Cloud-based organizations usually receive a lot of data that is not valid and not used,
but companies try to avoid deleting this information.[1]

One of the studies was about creation of a face recognition platform and
transfer it to Edge Computing and compared to the cloud, the response time was from
900 to 169 ms. Moreover the unloading of the cloud can reduce the power
consumption by 30-40% [2].
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Nowadys, edge computing mainly serves as the reception, data storage, filtering
and data transfer to cloud systems. But you need to understand that edge computing
will not supplant the cloud in any case.

Selection of unexplored parts of the general problem. In addition to edge
computing, there are other technologies that can solve the problem, such as distributed
systems, although the method of edge computing partially uses distributed systems, so
here is not all so unambiguous.

Setting objectives. Explore the concept of optimizing loT-systems with edge
computing, review the advantages and disadvantages of this method.

Presentation of the main material. Connecting IoT devices directly to data
centers is accompanied by an increase in load and creates an excess of traffic.

Fig. 1. General representation [5]

An effective solution is to transfer processing of raw information from IoT-
devices to local devices (peripherals), and transmitting to the cloud only processed and
serialized information.

Peripheral calculations can be divided into three categories:

®  (alculations that are conducted only on the periphery. Typically,
such systems are isolated from the network or connect to it in the case of
transmission of already processed data. Such architectures are created for
security systems or when the amount of raw information is too large or not
available during processing.

®  Distribution of computing between the cloud and the periphery.
This category is the most widespread because it allows you to get all the
benefits of these systems.

® Local edge computing. This is a network of gateways located in
one local system.
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One of such peripheral information processing device may be a single-board
computer, such as Intel Edison, Intel Galileo, RaspberryPi, which can act as a gateway.
This approach is not a novelty: single-board computers are the best solution for data
transfer and processing on the Internet, and large businesses create cluster systems of
hardware routers for their own purposes.

To solve the tasks, a single-payment computer must have a relatively small list
of properties, namely:

o Reliable operating system. With the ability to collect your own

distribution that will meet the task [3].

. Support for containerization tools, such as Docker.
. Remote control of the gateway.
o Ability to process, validate the data, and synchronize with other
IoT devices and peripherals.
. Software for connecting new devices using the APL
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Fig. 2. The typical scheme of Edge Computing

Implementation of autopilots and smart city systems (traffic lights, parking
places, roads) makes it impossible to transfer all computations to the cloud, since such
situations require immediate solution on the spot, so the gateway can be an instrument
that will help avoid such problems.

Moreover, many companies are interested in [oT systems and offer solutions for
organization of remote systems, such as WebThings Mozilla and Intel IoT Gateway, so
deployment of the network with edge computing becomes even more affordable with
every year, and the range of functionalities is constantly increasing[4].
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The disadvantages include a large number of edge devices, which complicates
administration and maintenance than a centralized network with multiple servers, so
horizontal scaling of edge computing systems needs to take into account this moment.

Conclusions. In conclusion, use of systems built on the edge computing
method is going to distribute the load on data-center, organize and structure data
transmitting between devices, but at the same time with the horizontal scaling of such
system grows its needs.
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Tiky Baagucaas,
Ipoxonosuu Onexcanap,
Kysakos IOpiii

orjsa CUCTEM 10T
HA OCHOBI NEPU®EPIMHOI'O OBUNACJIEHHS

AKTyajdbHicTh TeMHu jaociaimkenHsi. [lomymsapricte Iarepuery Peueit
6e3mocepeIHHO BILUTMBAE HA KUTBKICTh OOUMCIICHD Ta 30UIbIIeHHS iHTepHET Tpadiky. B
IoT ta Cloud Computing, BuHHKae moTpeba omTuMizamii poOOTH JaTalleHTPIB Ta
3MEHIICHHS BapTOoCTi oOciyroByBanns loT-cucrem.

IHocranoBka mpodaemu. butsmiicte loT-cucrem nepenaroTh JaHi B Xmapy,
IO CYHPOBOJKYETHCS BEJIMKUM IIOTOKOM Tpadiky uepe3 Hei Ta CTBOPEHHIM
J0JJaTKOBOTO HaBaHTAKEHHsI Ha CEpPBEp.

BapricTte openau cepBepa HampsiMy 3aJI€KWUTh B1Jl KIUIbKOCTI Tpadika, L0
HAJIXOIUTHh 70 XMapH, a TaKOXK 30LIbIIye PU3UK BPa3IUBOCTI CUCTEMHU. TOMy BapTo
posrisiHyTH TexHojorito Edge Computing, sik 3aci0 BUpPIMICHHS UX MPOOIEM.

AHani3 ocTaHHIX AocjaixxkeHb i myOaikanii. CyyacHui Morisi Ha po3NoAUIEH1
cucteMd B loT 3BoauThCS 110 3MEHIIEHHS TpadiKy MK XMapow Ta MICHEM, €
BUKOHYETbCSl 30ip HaHMX, 10 30utbirye Oe3meky Takux cucteM. Opranizamii, Mo
MPAIIOIOTh 3 XMapaMH, 3a3BUYail OTPUMYIOTh 0arato JaHHHX, 10 HE € BAIIJHAMH Ta HE
BHUKOPHUCTOBYIOTHCS, aJ1€ KOMITaHi1 HAMAaratoThCsl YHUKATH BUIATICHHS IIi€1 iH(bopMauﬁ.[l]

OxHuM 13 AOCTiKeHb OyJI0 CTBOPEHHS IIaTGOpMH pO3Mi3HABaHHSA OOIUY Ta
nepenecenss ii Ha Edge Computing. B mopiBHSHHI 3 XMaporo, 4ac BIATYKY CKJIaB BiJ
900 mo 169 mc, TakoXK pO3BaHTAXKEHHS XMapHU MOKE 3MEHILUTH €JIEKTPOCIOKUBAHHS
Ha 30-40 %.

BunijieHHs1 HeIOC/IIKEHMX YACTHH 3arajibHol nmpodjemMu. OKpiM IpaHUYHUX
O0uHCIIeHb ICHYIOTH iHII TEXHOJOTii, IO 3/[aTHI BHPIIIMTH IOCTABJIEHY Mpoliemy,
HAINpUKJIaa MeTo]] po3noaiieHnx cucrteM. Posnoninenns Edge Computing Ha mi cucremu,
B 3QJISKHOCTI B 331a4. Po3mo/iiyieHHs] HaBaHTa)KeHb Mk XMaporo Ta repedepieto.

IMocranoBka 3aBaanns. JlocmiguTy KoHIENIio onTumizaiii loT-cucrem 3a momo-
MOTOI0 TiepH(epiitHOro OOUNCICHHS], PO3TIITHYTH MIEPEBAry Ta HEJOIIKU JAHHOTO METO/I.

Bukianennsas ocHoBHOro Marepiany. byno mnpoanamizoBaHo cnocodu
oprasizarii nepedepiiHux 00YUCIICHB, Ta MOAUICHO HA Kputepii. BumiiieHo ocHOBHI
BJIACTUBOCTI OJTHOTLIATHUX KOMIT FOTEPIB Ta HEHOIIKH.

BucnoBku. OTXe, BAKOPUCTaHHS CHCTEMH, MOOYIOBAHOI HA METOMAI TPAHUIHOTO
O0YHUCTICHHS, PO3MOAUIATh HABAHTAXKEHHS HA JATAIlCHTP, OPTraHi3ye Ta CTPYKTYpYy€ JaHi,
K1 IEPEAOTHCS MIXK IIPUCTPOSIMHU, AJl€ B TOU e Yac 3 PO3LIMPEHHSIM CUCTEMH POCTE 1 ii
notpeda B 00CITyroByBaHHI.
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AUTOMATION OF THE PROCESSING OF CERTIFICATES
OF ENTRANTS THROUGH COMPUTER VISION
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ABTOMATU3ALIA OBPOBKU ATECTATIB ABITYPICHTIB
3A I0IIOMOI'OIO KOMIT'KOTEPHOTI'O 30PY

The paper deals with the problem of automatic processing of documents with
the help of computer vision.

Key words: Computer Vision, Google Cloud Vision, Text recognition.

Tabl.: 0. Fig.: 2. Bibl.: 3.

VY crarti po3rsiAaEThes 3ajada  aBTOMATUYHOI OOpOOKHM JOKYMEHTIB 3a
JOTIOMOT'OI0 KOMIT FOTEPHOTO 30DY.

Kurouosi cioBa: Computer Vision, Google Cloud Vision, Text recognition.

Tabn.: 0. Puc.: 2. bi6x.: 3.

Actual scientific researches and issues analysis. In 2018, during the
admission company, the members of the admissions committee faced the problem of
manual checking and counting the average score of the certificates of applicants.
Every day there were up to 500 certificates a day and a large number of man-hours
spent on their routine processing.

There was an idea to automate this process with the help of neural networks and
algorithms of machine learning.

Formulation of the problem. When solving the problem of automation of this
production process you can distinguish two main problems:

* The program required high precision, due to the specific application area of
the application.

* There are few grand datasets in Ukrainian to study the model in open access.

The research objective. In recent years, you can see a significant leap in the
development of text recognition systems. Among the leaders in this field are ABBYY
FineReader, Tesseract, Microsoft Office Document Imaging, Google Cloud Vision.
All of them are based on neural networks. However, it should be noted that some of
them either do not support Ukrainian or recognize Ukrainian text with great error.
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Application filing statistics

SEX 380
1 2 2 4 5 6 7 2 =l 10 11 12 12

Fig. 1. Application filing statistics by day

1a

Unexplored parts of the general problem. The decision to automate the
processing of certificates in Ukraine has not yet been presented. With the problem of
the ineffective use of human resources during the entrance company, all the higher
educational institutions of Ukraine simultaneously faced. Therefore, there was a need
to create such a service.

The research objective. Creating a service, which will take the image of the
student's certificate, will work with Ukrainian words and recognize them in the image,
as well as to calculate the average mark of the certificate and check the necessary
information indicated on the certificate.

The statement of basic materials. The image of the certificates received by
the admission committee was of a different quality. Very often the photo was taken on
a bad camera and / or in poor lighting conditions. The grade for the discipline was
written in a word. Also, in different secondary schools somewhat different format of
certificates, number of educational disciplines. The share of print and handwriting
certificates was 70% and 30%, respectively. All this caused considerable difficulties in
manual and automatic data processing.

Due to the lack of quality datasets for training the neural network for the
recognition of Ukrainian text in the image, it was decided to use a ready-made solution for
this task. Namely: Google Cloud Vision API. This service, compared to others, gives
greater accuracy in recognizing Ukrainian text, has a convenient API and is very cheap.

The Google Cloud Vision API accepts the image on the Google Cloud Input, at
the output, giving text, its position in the image, and its language.

Sometimes, due to noise and poor image quality, in the recognized words there
were one or two incorrectly recognized letters (for example, ten instead of ten). To
solve this problem, Levenshtein distance was used between the recognized word and
the dictionary. The threshold of similarity was given, in which the words are
considered identical. Also, the position of words in the image was taken into account
in order to distinguish grades for discipline from everything else.
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Fig. 2. An example of a certificate and display of the Google Cloud Vision API

In order to consider the algorithm to be reliable, handwriting certificates were
filtered and hand-crafted. But even in this case, the efficiency of the work of the
admissions committee was increased by more than 60%.

After completion of the text recognition phase, the average value of all
evaluations was algorithmically determined. They checked all the necessary data about
the entrant, with those that he noted. If the data do not match, then the program drew
attention to the work of the admissions committee.

The results of the verification were entered into the table exel.

Conclusions. A program that was able to recognize text in high or medium
quality images, with or without noise, was developed. The application is capable of
recognizing English, Ukrainian and Russian alphabets, upper and lower case letters.

The accuracy of print recognition was 99%, errors were only in cases of very
dark and blurred images. The accuracy of the recognition of handwritten Ukrainian
text was about 60-70%.

References

1. Cloud Vision API Documentation https://cloud.google.com/vision/docs/

2. The Levenshtein Distance Algorithm https://dzone.com/articles/the-leven-
shtein-algorithm-1

3. Text recognition methods https://habr.com/post/220077/



142 ICSFTI2019 Section 3. Al

Autors

Bandurin Vladislav Yuriyovich — 3rd year student, Department of Computer
Engineering, National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”

E-mail: vladyslavbandurin@gmail.com

Banaypin Baagucnas HOpiiioBuy — crymerr 3 kypcy, Kadempa
OOYMCITIOBANBHOT TeXHIKM, HarioHanbHMI TEXHIYHMIA YHIBEPCHUTET YKpaiHu
«KuiBchkuit momiTexHiuHui iHCTUTYT iMeH1 Iropst CiKOpcbKOTro»

Rehida Pavlo — assistant professor, Department of Computer Engineering,
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: pavel.regida@gmail.com

Perina IlaBao I'enagiiioBuy — acucreHt, kadenpa 0OUUCTIOBAIBHOT TEXHIKH,
Hamionanpamii  TexHiuHWi yHiBepcuteT YKpaiHun «KuiBcbkuil mOMITEXHIYHUN
iHCTHTYT iMeHi [ropst CikopchbKOTO».

Victor Steshyn — assistant professor, Department of Computer Engineering,
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: studio.webmarker@gmail.com

Cremmmd Bikrop BacwiboBuu — acucreHT, Kadeapa 0oOUMCITIOBAIBHOL
TexHiku, HanionaneHuil TeXHIYHUHN yHIBepcUTeT YKpainu «KUiBChKUN MOMITEXHIYHHMA
iHCTHTYT iMeHi [ropst CikopchbKOTO».

Boldak Andriy - associate professor, Department of Computer Engineering,
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: boldak.andrey@gmail.com

Boanak Amwnapiii OuexkcaHapoBHY - JIOIEHT, Kadenpa OOUMCITIOBAIBLHOT
TexHiku, HanionansHuil TeXHIYHUHN yHIBepcUTeT YKpainu «KUiBChKUN MOMITEXHIYHHMA
iHCTHTYT iMeHi [ropst CikopchbKOTO».

Volokyta Artem — associate professor, Department of Computer Engineering,
National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.
E-mail: artem.volokita@kpi.ua

Boaokura Aprem MukogaioBu4 — JOIEHT, Kadenpa OOYHCIIOBAIBHOI
TexHik, HanionaneHuil TeXHIYHUHN yHIBepcUTET YKpainu «KUIBChKUN MOMITEXHIYHHMA
iHCTHTYT iMeHi [ropst CikopchbKOTO».



Section 3. Al ICSFTI2019 143
PO3SHINPEHA AHOTALIA
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BikTop Cremun, Aprem Bosiokura, boinak Anapii

ABTOMATU3ALIA OBPOBKU ATECTATIB ABITYPICHTIB
3A I0IIOMOI'OIO KOMIT'KOTEPHOTI'O 30PY

AKTYyaJIbHiCTh TeMHu aocJimxenns. Y 2018 pori, mij 9yac BCTyMHOI KOMTaHii,
YICHW MPUHUMAIBHOI KOMICIi B3ITKHYIHCS 3 MpoOJIEMOI0 PYYHOI MEpeBIpKU Ta
mipaxyHKy cepeaHboro Oamy atecrariB alitypientiB. lllogns nHagxommno g0
500 arecrtaTiB B J€Hb 1 BUTpAYaIOCS BEIHMKA KIJIBKICTh JIOAMHO-TOJWH HA X PyTHHHY
00poOky. BuHMKIIa ifess aBTOMATHU3yBaTh IIeH MPOIEC 3a JOMOMOTOK HEHPOHHUX
MEpPEX 1 aJITOPUTMIB MAIIMHHOTO HABYAHHSI.

IlocranoBka mnpobaemu. [lpu BupilIeHH] 3aBJaHHS aBTOMAaTH3alll JaHOTO
BUPOOHHYOTO TMPOIECY MOXHA BHIUIMTH 2 TONOBHI mpobiemu. Bin mporpamu Oyia
noTpiOHa BHCOKa TOYHICTH POOOTH, B 3B'A3KY 31 crienu(ikoio 00JacTi 3aCTOCYBaHHS
nporpamu. Benmukmx gaTtaceTiB yKpaiHCBKOIO MOBOIO /ISl HABYaHHS MOJENI Y
BIIKPUTOMY JIOCTYIII Maike HEMAE.

AHami3 ocra”Hix gocjigkenb i myOaikamiii. Cepem mimepiB B ramysi
po3mizHaBaHHs TekcTy MoxHa 3a3HaunTu: ABBYY FineReader, Tesseract, Microsoft
Office Document Imaging, Google Cloud Vision. Bci Bonu 3acHOBaHI Ha HEHPOHHUX
Mepexkax. OmHak, BapTo 3ayBaXWTH, WO JEsKi 3 HUX ab0 HE MATPUMYIOTh
YKpaiHChKY, a00 pO3Mi3HAIOTh YKPATHCHKUI TEKCT 3 BEIMKOIO TOXHOKOIO.

BuaisieHHs1 HexOC/iXKEeHMX YACTHH 3arajibHOi mpoodjemu. PimieHHs 110710
aBromatm3ailii oOpoOku arectariB B YKpaiHi me He OyJ0 MpeACTaBIeHO. 3 Mpo-
O61emMoi0 He e(EeKTHBHOTO BHUKOPHCTAaHHS JIIOJCBKUX PECYpCiB MiJl Yac BCTYIHOI
KOMIIaH1i CTUKHYJIHCS OJIHOYACHO BCi BWII HAaBYANbHI 3aKianu YKpainu. Tomy Oyra
notpeda y CTBOPEHHI TaKOTO CEpBicy.

IlocranoBka 3aBaanHsi. CTBOpeHHsS cepBicy, SKHW 3 OyJe aBTOMAaTHYHO
00poOIATH 300paKEHHSI aTecTaTy abiTypieHTa.

BukiaageHHss  ocHOBHOro wmarepiaiay. IlpoBemeHo anami3  MeTOAiB
PO3MI3HAaBaHHS TEKCTY Ta CEPBICIB, Kl HaJaOTh MOCIYTH IO PO3MI3HABAHHIO TEKCTY.
Haeneno aprymentun domy BukopucrtoByBaTH Google Vision APl HaitOinbm
pallioHaJIbHO JUIsl BUPIIICHHS JaHOI 3a4adi. Takoxk, HaBeIeHI MPUKIAIU Pe3yJIbTaTiB
po3mi3HaBaHHS TEKCTY 3a ponomoror Google Vision APL.

BucnoBku. IlpoananizoBaHo pe3yibTaTh poOOTH HPOTpaMH Ta BHU3HAYCHO
BiJICOTOK MPUOJIM3HOTO 3pOCTAaHHS MPOAYKTUBHOCTI Tpy/Aa y BUNAAKY BHKOPHUCTAHHS
pOTpamH.

Kurouosi cioBa: Computer Vision, Google Cloud Vision, Text recognition.
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Yehor Zakupin, Valery Pavlov

CREATING TRANSLATORS OF HIGH-LEVEL
PROGRAMMING LANGUAGES

€rop 3akynin, Banepiii [1aBios

CTBOPEHHS IEPEKJIAJAYIB
MOB ITPOI'PAMYBAHHSA BUCOKOI'O PIBHSA

The paper deals with the creation of a program-translator for high-level
programming languages. Analyzed the principles of building such applications and
existing solutions. The program takes as a basis the structure of the translator, using as
the input and output language - a high-level language. The program also allows you to
choose the input and output languages.

Key words: programming language, translator.

Fig.: 4. Tabl.: 0. Bibl.: 8.

VY crarTi po3rNIAgaEThCs MUTAHHS CTBOPEHHS MPOTpaMu-TiepeKiagada s MOB
IporpamMyBaHHS BHCOKOTO piBHA. [IpoananizoBaHi mpuHIUNHM TOOYAOBU MOAIOHMX
mporpaMm Ta icHyroui pimenss. [Iporpama Gepe 3a OCHOBY CTPYKTYpy TPaHCISITOPY,
BUKOPHCTOBYIOUHM B SIKOCTI BX1JIHOT Ta BUXiTHOI MOBH — MOBY BHCOKOTO piBHS. Takox
nporpama Hajae 3MOTy BUOOPY BX1IHOI Ta BUXiTHOI MOBH.

KirouoBi ci10Ba: MoBa mporpaMmyBaHHs, IEpeKIIagay.

Puc.: 4. Ta6:.:0. bi6i.: 8.

Relevance of research topic. A steady increase in the number of high-level
programming languages can create significant problems when creating unified
software. This necessitates the creation of an interpreter to facilitate and accelerate the
development of software through the use of existing modules, regardless of the
programming language in which they were written.

Target setting. The lack of programs that allow you to flexibly select incoming
and outgoing languages, as well as the unreliability of existing solutions due to the
lack of analysis of input text, which greatly complicates the use of such software.

Actual scientific researches and issues analysis. Typically, the translation of
programs from one programming language to another is based on the theory of
constructing compilers [1, 2, 3], but for the case when both the input and the output
languages are high-level languages only cross-compilation is considered. There is a
fairly small number of publications devoted to the problem of translation of
programming languages. Whether they are solving local problems [4], or are based on
outdated versions of programming languages [5], or are purely commercial projects,
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where only demo versions are offered on a free basis [6, 7]. For example, you can
specify "Java to C ++ Converter" as well as "ANSI / Turbo Pascal to C / C ++
converter", the main disadvantage of which is their strict attachment to the input and
output languages. Also, in some such programs there is a lack of semantic verification
systems.

Uninvestigated parts of general matters defining. The article proposes an
analysis of the application of a new approach for translating between high-level
programming languages. It is based on the use of pre-analysis of the text of the input
language, as well as the use of external data to provide information on programming
languages.

The research objective. The objective is to create a software application that
allows you to transfer incoming text written in a high-level language, also at another
high-level language. In this case, the program should conduct a preliminary analysis of
the input text, and information on the structure of programming languages to take from
external files.

The statement of basic materials. The solution method can be divided into
two stages. In the first stage, the syntax of the programming language will be written,
since the work of the translator depends on the form in which the syntax will be
written. At the second stage, is developing a translator.

Method of writing language syntax. It is recommended to use the Backus -
Naur form for language descriptions. In contrast to the meta-language of Chomsky or
Chomsky-Schutzenberger, which were used in mathematical literature in the
description of simple abstract languages, this meta-language was first used to describe
the syntax of the real programming language Algol 60 [8]. Along with the new
symbols of metacharacters, it used meaningful designations of non-terminals. This
made the description of the language more vivid and allowed to continue to widely use
this universal notation to describe the real languages of programming.

Developing a translator. Common properties and patterns are inherent in
different programming languages, as well as translators from these languages. They
have similar processes of converting the source text. In spite of the fact that the
interaction of these processes can be organized in different ways, one can distinguish
the functions, implementation of which leads to the same results. We call these
functions the phases of the translation process. They determine the overall structure of
the compiler, shown in Fig. 1.

It stands out:

1. The phase of lexical analysis.

2. The phase of syntax analysis, consisting of:

* recognition of syntactic structure;

* semantic parsing, in the process of which the work with tables is performed,
the generation of an intermediate semantic representation or an object model of
language.
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3. The code generation phase, implementing:

 semantic analysis of the component of the intermediate representation or the
object model of the language;

* Intermediate representation or object model translation into object code.

Along with the main phases of the translation process, additional phases are
possible:

2a Phase of research and optimization of the interim report, consisting of:

2a.1. analysis of the correctness of the interim presentation;

2a.2. optimization of the interim presentation.

3a The phase of optimization of the object code.

In addition, we can select a single process for all phases to analyze and correct
the errors that exist in the original source code of the program.

| Sequence of
characters that
defines the text of
the input program

-

€— lexical analyzer

Sequence of tokens

.-

error analyzer < Syntax Analyzer
Interim
z submission of the
r program

Error messages

Code generator

! : ! Object code

Fig. 1. Structure of the compiler

A

The syntax analyzer (Fig. 2.) performs the analysis of the input program using
the received tokens, the construction of the syntactic structure of the program and
semantic analysis with the formation of the object model of language. The object
model represents a syntactic structure complemented by semantic links between
existing concepts. These connections can be:

» references to variables, types of data, and procedure names that are placed in
the names tables;

* links defining sequence of execution of commands;

* links defining the attachment of elements of the object model of language and
others.
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Thus, the parser is a fairly complex block of the translator. Therefore, it can be
divided into the following components:

* recognizer;

* semantic analysis unit;

* an object model, or an intermediate representation, consisting of a table of
names and a syntactic structure.

&_‘ ‘The sequence of tokens

) Semantic
Recognizer _L/
analyzer
7 *

Transmission . L/ Data entry
control

Syntactic

E structure .
! \ i
; :
' Semantic
] relations !
] i

E Object model, or pad value '

Name table

I 3

Fig. 2. The general scheme of syntax analyzer

Recognizer receives a chain of tokens and on its basis performs analysis in
accordance with the rules used. Lexems, with successful parsing of rules, are
transmitted to a semantic analyzer, which builds a names table and captures fragments
of the syntactic structure. In addition, between the table name and syntactic structure
recorded additional semantic relationships. As a result, the object model of the
program is formed, freed from the binding to the syntax of the programming language.
Quite often instead of a syntactic structure, it completely copies the hierarchy of
objects of the language, creating its simplified analog, called intermediate
representation.

Error analyzer receives error information that occurs in different blocks of the
translator. Using the information he receives, he generates a message to the user. In
addition, this unit may try to correct the error to continue the analysis further. It also
relies on actions related to the correct completion of the program in the event that it is
not possible to continue the subsequent translation.

The code generator builds the code based on an analysis of the object model or
intermediate representation. The construction of the code is accompanied by additional
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semantic analysis. At the stage of this analysis, the possibility of conversion is finally
determined and effective options are selected. Code generation itself is the re-coding
of some commands to others.

An important role in the algorithm is played by the code optimizer, which in
this implementation is proposed to embed in the structure of the code generator. The
role of the optimizer - before building the code, degrade it, to improve the
compatibility of languages, and after the construction - optimize for a better result.

The importance of the previous decomposition of complex structures, on
simpler (degradation), is the irreversibility of some transformations. For an example,
let's take C ++, Java and Pascal. At first glance, the structure of these operators is very
similar (Fig. 3), but if the Pascal language checks and increments (decrements) occur
exclusively with the cycle variable in the beginning, in C ++ and Java, the cycle
variable, verification and transformation may has nothing in common. Therefore, it
makes sense to schedule such a cycle in languages C ++ and Java in the form:

for (<set initial conditions >; <condition>; <variable transform>)

{<body of the cycle}

in the form of:

<set initial conditions>;

while (<condition>) {

<body of the cycle >;
<variable transform>;

}

In this form, any C ++ and Java language cycle can be translated into Pascal
without causing errors.

setting setting
conditions conditions
e
/ //
checking end checking end
Body of the Body of the
cle cycle
]
Convert a [ncrement
variable {decrement)
of a variable

Fig. 3. The structure of cycle “for” a) in Java and C ++ languages; b) in Pascal
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Due to such differences, there is a problem of the irreversibility of some
transformations. As we see from Fig. 4. If there are only three languages, and one
operator, the big part of the transformations can not be inverse. That is why the equally
important part is the correct formation of relations between operators, and their
structure at the stage of writing syntax languages.

@
00

Fig. 4. Ability to convert operator for to other languages

Conclusions. The paper shows an approach to solving the problems of creating
a high-level programming language translator. This is achieved through the use of a
full-fledged translator model that includes an error detection system, as well as the use
of language syntax descriptions and code optimization, which allows for the creation
of correct relationships between similar high-level structures.

References

1. Axo A., Yapman [Ix. Teopuss CHMHTaKCHMYECKOIO aHallu3a, NEpeBOJa U
KoMmuianuu. - M.: Mup, 1978.

2. Kaydpman B. III. S3p1km mporpammupoBanus. KoHIenuuu u NpuUHLIUIIEL. -
M.: Pagmo u cBs3p, 1993. - 432 c.

3. Jlerouc @., Pozenkpanuy Jl., Crpunz P. Teopernueckue OCHOBBI
IIPOEKTHUPOBAHUS KOMIIUIATOPOB. - M.: Mup, 1979.

4. Brian Alliet. Complete Translation of Unsafe Native Code to Safe
Bytecode. Rochester Institute of Technology. URL: http://www.megacz.com/
berkeley/research/papers/nestedvm.ivme04.pdf. (mata 3Bepuenns: 09.08.2009).

5. C2J Converter. URL: http://tech.novosoft-us.com/jsps/downloads.jsp. (nara
3BepHeHHs: 11.11.2001).

6. C to Java Translation. Migration Technology Systems. URL:
https://www.mtsystems.com. (mgara 3BepHerss: 01.02.2018)

7. Our Source Code Converters. Tangible Software Solutions Inc. URL:
https://www .tangiblesoftwaresolutions.com/index.html. (zata 3Bepuenns: 02.05.2019).

8. J. W. Backus. The Syntax and Semantics of the Proposed International
Algebraic Language of the Zurich ACM-GAMM Conference. Proceedings of the
International Conference on Information Processing, UNESCO, 1959, pp.125-132.



150 ICSFTI2019 Section 3. Al
Authors

Pavlov Valery - associate professor, Ph.D., Department of Computer
Engineering, National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute”.

E-mail: pavlovvg@ukr.net.

ITaBaoB Baaepiii I'eopriiioBu4 — 1oueHT, K.T.H, kKadeapa 00UUCIIOBATBHOT
TexHiku, HanionansHuil TexHiuHU# yHIBepcuTeT YKpainu « KuiBChKuil mOMITEXHIYHUN
iHCcTHTYT iMeHi [ropst CikopchbKOTO».

Zakupin Yehor — student, Department of Computer Engineering, National
Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”.

E-mail: egoza343@gmail.com.

3akynmin €rop OJiekcaHApPOBMY — CTyAEHT, Kadeapa OOYMCITIOBAIBHOL
TexHiku, HarionansHuil TexHIYHUHN yHIBepcuTeT YKpainu «KuiBChKUN MOMITEXHIYHUHA
iHcTHTYT iMeHi [ropst CikopchbKOTo».

PO3SHINPEHA AHOTALIA

€rop 3akynin,
Bauepiii IlaBiioB

CTBOPEHHS HIEPEKJIAJAYIB MOB ITPOI'PAMYBAHHSA
BUCOKOI'O PIBHSA

AKTyaJbHicTh TemMu aociaigxenHs. I[loctiliHe 30UIBIIEHHS KUTBKOCTI MOB
MPOTrpaMyBaHHS BUCOKOTO PIBHS MOKE€ CTBOPIOBATH CYTTEBI MPOOIeMH MPH CTBOPEHHI
YHI(IKOBAaHOTO MPOrpamMHOro 3abe3nedeHHs. TakuM YMHOM BHHUKa€E HEOOXIIHICTDH
CTBOPEHHSI IMEpeKiajada JuUlsl MOJICTIIEHHS Ta MPUCKOPEHHS PO3pOOKH MPOTPaMHOTO
3a0e3neveHHs 3a paXyHOK BUKOPHCTAaHHS BXKE ICHYIOUHMX MOJYJIIB B HE3AIEKHOCTI Bix
MOBH MPOTpaMyBaHHsI, Ha SIKi BOHH OyJIM HaIMCaHi.

IlocTanoBka mnpodiaemu. BiacyTHicTe mporpam, IO J03BOJSUIM THYYKO
BHOMpATH BXiJHI Ta BUXIiJHI MOBH, a TaKOXX HEHAJIWHICTh ICHYIOUYHMX DIIIEHb Yepe3
BIJICYTHICTh aHaJi3y BXIJHOTO TEKCTY, IO 3HAYHO YCKJIAIHIOE TPOIEC BUKOPUCTAHHS
MoIiI0HOTO MPOTPAMHOTO 3a0e3MeYCHHS.

AHaI3 OCTaHHIX JA0CTiIkeHb Ta myOJaikanmiid. 3a3Buuail, nepeksaj nporpam
3 OfIHiI€T MOBU MPOTrpaMyBaHHs Ha iHIIY 0a3yeThCs HA TeOpii MOOYyAOBU KOMIUIATOPIB,
aye Juis BUMNAJAKY, KOJIM W BXiJHA, 1 BUXiJJHA MOBH € MOBAMH BHUCOKOTO pPiBHS
PO3TIISATAETHCS JIUIIE KPOC-KOMITUIALIS. ICHY€E TOCUTh HEBENHMKA KUTbKICTh MMy OTiKaIlii,
NPUCBSIYEHUX MTpoOIeMi Tepekiagy MOB NporpaMmyBaHHsS. IcHyroum pimeHHs abo
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CTOCYIOTBCSI BUPIIIaHHS JIOKAJFHUX 337a4, a00 CIHMparoThCs Ha 3acTapiiy Bepcii MOB
MPOrpaMyBaHHS, a00 € CYTO KOMEPIIiIHHUMHU MPOEKTaMH, Ji¢ Ha OE3KOIITOBHIN OCHOBI
MIPONOHYIOTHCS JIUIIE JEMOBEPCii.

BunijieHHst HeJOCJHiIKeHMX 4YACTHH 3arajibHoi mnpodjemu. VY crarTi
NPONOHYETHCSA aHaJi3 3aCTOCYBaHHS HOBOTO MIIXOAY UIA HEPeKIaay MK MOBaMU
pOrpaMyBaHHSI BUCOKOTO DPiBHS. BiH IpyHTY€ThCS Ha BHKOPHCTAHHI HOIMEPETHBOTO
aHaTi3y TEKCTY BXiJHOI MOBH, a TAaKOX BUKOPHWCTAHHI 30BHIIMIHIX JAHUX I HAJaHHS
iHpopMarlii, 1010 MOB IPOTpaMyBaHHSI.

IMocTaHoBKa 3aBJaHHs. 3aBIaHHSIM € CTBOPUTH MPOTPAMHHUN TOJATOK, IO
HaJ[a€ MOXJIMBICTh NIEPEKIIaly BXiIHOTO TEKCTY, HAITUCAHOTO HA OJHIET MOB1 BUCOKOTO
PIBHS, TaKOX Ha 1HILY MOBY BUCOKOTrO piBHsA. IIpu mpoMmy mporpama mae npoBOJAWUTH
MoTepeHid  aHaji3 BXIIHOTO TEKCTy, a IH(QOpMamiro MI0J0 CTPYKTypH MOB
MpOrpaMyBaHHs OpaTH 3 30BHINIHIX (aiiiB.

BukiianeHHss 0CHOBHOro Mmarepiajy. MeToJ1 pillieHHsI MOKHA PO3MOALIIUTH Ha
nBa eranu. Ha mepmomy erami Oyae TPOBOAWTHCS 3alHC CHHTAKCHCY MOBU
MpOrpaMyBaHHS, OCKUIBKH BiJl TOTO, B SKOMY BHIJIsIAI OyJe 3amMCaHuil CHHTAKCHC,
3aJeXUTh poboTa mepeknagadya. Ha pgpyromy erami HOpOBOIUTBCS PO3poOKa
TPAHCIATOPY.

BucHoBku. B po0oTi mokazaHwii MiAXig A0 BHPINICHHA 33/Ja4i CTBOPEHHS
nepekyiajaya MOB TNPOTPaMyBaHHS BHCOKOTO piBHA. Lle mocsraeTpcs 3a paxyHOK
BUKOPHCTAaHHS TOBHOIIIHHOI MOJENi TPAHCIATOPA, IIO BKJIIOYAaE B ce0E CHUCTEMY
BUSBIICHHS TIOMIJIOK, a TaKOXX BHKOPHUCTAHHSM OIIMCIB CHHTAKCHCYy MOB Ta
ONTUMI3aTOPY KOAY, WLIO JIO3BOJIIE CTBOPIOBATH KOPEKTHI CIIBBIAHOUIEHHS MIX
NOIOHUMU CTPYKTYpamMH MOB BUCOKOTO PiBHSI.

Kiro4oBi ci10Ba: MoBa mporpaMmyBaHHs, IIEpeKIagad.
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METHOD TO IMPROVE THE EFFICIENCY OF ELECTRONIC
DICTIONARIES WITH CONTENT SEARCH
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In the article, the method of accelerating the work of electronic dictionaries of
computer translation systems is offered. This method is based on using perfect hash-
addressing and cryptographic transformations as a hash function.

Keywords: perfect hash addressing, electronic dictionary, cryptographic
transformation.
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Y crarTi 3amporoHOBAaHO CIMOCIO TMPHUCKOPEHHS pOOOTH  EIEKTPOHHHUX
CIIOBHHUKIB CHCTEM KOMII'IOTEPHOTO TMEPEKIay, 3a JOMOMOTOI0 OpraHi3amii MOIIyKy
Ha OCHOBI perfect xem-aapecanii Ta BAKOPUCTaHHS KPUNTOTPapiuHUX MEPETBOPECHD B
SKOCTI XenI-(PyHKIIi.

KawuoBi caoBa: perfect xem-aipecamis, €JIEKTPOHHHIA  CJIOBHUK,
KpunTorpagiuHe nepeTBOPEHHS.

Ta6m.: 1. Puc.: 0. bi6mn.: 5.

Target setting. The last two decades marked a rapid redistribution of centers of
production and scientific activity. The countries of the East increasingly take leading
positions in many areas of scientific, especially technological, researches.

These processes undoubtedly increase the size of scientific and technical
information exchange between East and West. However, this process is inhibited by
the language barrier, which is due to the huge linguistic difference between the
languages of East and West. Traditional method of language acquisition by a wide
range of industry specialists does not give the desired effect [1].

The most promising way to overcome the language barrier, in the context of the
exchange of scientific-technical information, is the using better-advanced computer
and computerized translation systems. Modern advanced computer translation
technologies based on analyzing a large number of translation options, which requires
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multiple access to electronic dictionaries. That dictates new requirements for the speed
and efficiency of search in electronic dictionaries [2].

Thus, the scientific task of increasing the speed of search in electronic
dictionaries is relevant and important for the current stage of the development of
information technology.

Analysis of available solutions. To date, there are a number of approaches of
organizations for searching in electronic dictionaries, oriented for using in computer
translation systems.

There is part of the e-dictionaries based on the principles of databases [1]. The
advantage of this approach is the ability to use existing technologies and software
packages for working with databases. The main disadvantage is the low speed of
search in terms of computer translation systems. E-dictionaries based on tree structures
are the most widespread. They are represented by many variations and modifications
of search trees [3, 4]. In the e-dictionaries of this class, the compromise between the
search speed and the memory resources is resolved at an acceptable level. The number
of requests to memory logarithmically depends on the number of words in the
dictionary. But this speed is not enough in terms of modern computer translation
technologies.

Potentially, the highest search speed is achieved with hash addressing. Until
recently, its widespread use was constrained by the existing of collisions and a high
level of redundancy memory utilization [5].

In modern conditions, the cost of hardware memory is reduced. As a result, the
significance of the second disadvantage is reduced too. The most serious problem is
collisions because resolving them requires complex mechanisms which need
significant memory resources. It also does not allow to find wanted data by one access
to memory.

Thus, existing electronic dictionaries do not provide the necessary speed of
searching.

The research objective. The purpose of the research is to increase the speed of
the contextual search in electronic dictionaries, for using them as a part of advanced
computer translation systems.

The statement of basic materials. To achieve this goal the analysis of the
features of the context search in electronic dictionaries has been performed. The
Context Dictionary model consists of a search array of keywords and context data that
included translation options and word subsets of context language constructs
associated with a particular translation option [2].

Potentially, the fastest key search technology is hash addressing. It provides the
independence of the search time from the size of the search array. Thus, only hash
addressing is able to resolve the compromise between speed of search and size of e-
dictionaries on an acceptable level for practical using.

The feature of the hash search in e-dictionaries is that words with the same root
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or close to each other addressed in different areas of memory. This problem can be
solved by the allocating roots or bases, using computer morpheme analysis [5] or
stemming algorithms. The roots or bases are proposed to be used as keywords, and the
word and its modifications are stored as context data.

To solve another problem - existing of collisions, it is proposed to use perfect
hash addressing and, as a perfect hash function, symmetric cryptographic encryption
algorithms, such as DES, AES. The cipher block key is used as a hash configuration
code. Thus, the search keyword is introduced to the cipher block input, and the certain
ciphertext or part of it is used as a hash address.

That all determine the feasibility of using a two-stage search to increase the
efficiency of electronic dictionaries. In the first stage, the using of hash addressing for
finding context data by keyword is proposed. The context search for the most relevant
translation option takes place on the second stage. Technological realization of this
process is carried out with the intelligent technologies of structural-linguistic and
lexical-semantic computer analysis.

General structure. Implementation of the proposed approach provides that in
the memory cell addressed by a hash transformation of a keyword, the address link to
the certain contextual information in the hash memory is stored. Thus, filling in the
hash memory is proposed to be carried out in two stages. At first, memory is reserving
for primary address links. In the second stage, context data in size wy, w»,..., W, of m
keywords is recorded between m primary address links ay, a,, ..., a,, in a way that for
each word the primary address link and context data can be read to the cache by a
minimum number of swap cycles. To store data it is necessary to divide memory for
two parts: hash and overflow memory. The average value of each keyword's context
information is w.

To implement this approach, it is proposed to use four formats of data
organization in the memory cell, depending on the stored information:

* format A - free memory cells marked with a marker symbol M;;

« format B - all bytes of this kind of memory cells are filled with context data;

 format C - for storing primary address links. The memory cells consist of
three fields: the first - token M,; the second - address link to the beginning of the
context data of a certain word; the third - address of the last memory cell of the
relevant context data.

* format D - for memory cells that contain address link to the rest context data
of a certain keyword in the overflow memory. Memory cells of this format are marked
by token M;.

The size of the memory cells is determined by the format B, as n/4 + 1 byte.
Tokens must be characters that are not used in the dictionary.

The context information of the dictionary words records in the ordering of their
perfect hash-addresses and consists of the following action sequence:

1. The first byte of all hash cells is indicated according to the format A.
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2. For all keywords, perfect hash addresses are calculated. The hash memory
cells, which was addressed, mark according to the format C.

3. Letsetj=1,b=2n+1.

4. For the j keyword, a A-format memory cell searched starting with the
address a;— v/2.

5. Recording information is carried out in all bytes of a cell changing it to the
format B. The address value increments: a=a+ 1.

6. If the entire size of the j word context data has written to the hash, the
address a — I is fixed in the third field of the memory cell a;. Go to the stepl1.

7. If a addressed B-format memory cell and a < ag; the address a is
incremented by one: a=a+ 1. Go to step 5

8. Ifa=a;+v/2 or the memory cell at a + 1 is accorded to format B and at the
same time a > a;, the a memory cell is marked according to the format D. The current
value of b is written to a memory cell. Go to step 10.

9. Go tostep 5.

10. The rest of the j word context information is successively written to the
overflow memory starting from the address b. The address of the last completed
memory cell is written to the third field of the ; memory cell, this value, incremented
by one, is fixed in b.

11. The j increments: j =/ + 1. Ifj is less than m, go to step 4.

12. Context information for all words has stored.

The first stage of searching is carried out in the following order:

1. The perfect hash address of keyword s is calculating: a = A(s).

2. Block of memory cells, which size is v, is loaded to the cash from the hash
memory, starting with the address a — v/2. The address of the first byte of the context
information is gq.

3. In the cache, the address of the begin s word context data from is hash
memory is read at the address g + (v/2)-(n/4+1) + 1 to the variable /. The address B,
that is adress of the context data begin in the cache, is calculated as B=qg + ( W —a +
v/2) - (n/4 + 1).

4. In the cache memory, the end context data address of the s word in the hash
memory is read to the U variable. That is, the value at address ¢ + (v/2)-(n/4 +1) is
recorded to U. If U < a + v/2, the address E is calculated as: E=¢q + ( U — a +v/2) -
(n/4+1), else: E=0.

5. For composing, i is setting as ¢, j— B.

6. In the cache, the byte addressed by j is forwarded into the byte, addressed
by i. After that, both addresses are incremented: i =i+ 1, j =/ + 1.

7. If the byte addressed in the cache j contains the M, token, then j =; + n/4 + 1.

8. Ifj-1=FE, gotostep 12

9. If the byte addressed j contains an M; token, the rest of the s keyword
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context data is in the overflow memory. From the address j + 1, the address of context
data continuation is read to the variable D. The size of the continuation of context data
isr=U-D. Gotostep 11.

10. Go to step 6.

11. From the overflow memory to the cache, a block of » memory cells is
loaded, starting with address D. g is the address of the first byte of the block in the
cache. The end address of this block in the cache is calculated as £ =g + 1 - (n/4+1), j
is set as g. Go to step 6.

12. The s keyword context data is found, loaded into the cache memory and is
composed. The block address in the cache memory is ¢, the end address is j - 1.

Experiments. The effectiveness of the electronic dictionary, as components of
computer translation systems, can be evaluated for speed of context search and level of
memory utilization.

For modern computer systems, the search time 7, is calculated as:

T,=h-t,+t,

where ¢, — the execution time of one swap cycle, t — the time of context
search, # — the number of swap cycles.

An analysis of the computational processes on which the search for modern
electronic dictionaries is based indicates that #, is greater than #,. That is, the speed of
the dictionary can be evaluated by the average number of p swap cycles needed to
access the keyword context data.

In addition to linguistic information, all electric dictionaries contain service
data, by which access to keyword context data is made. This means that the size u of
real dictionaries is always larger than the size y of actual linguistic information,
herewith y = w - m.The effectiveness of using memory can be estimated by comparing
full size u of e-dictionaries, which save the same size of linguistic data.

For the experimental part of performance evaluation of the proposed e-
dictionary organization, a software complex of the statistical simulation was
developed. For the experiment, it was considered that m = 1000, w = 450 bytes. These
parameters were determined by statistical researches of translated and explanatory
dictionaries of computer terms.

The first cycle of research is aimed at detecting the influence of v on the p and
t,. However, experimental results showed no significant influence of v on p, so it
allows to choose the value of v equal to w.

The main parameter that determines the effectiveness of the proposed
vocabulary organization is a. The performed statistical research showed that the
increase of value a reduces memory redundancy, but the value of p increases.

For example, for a = 0.013, the p = 1.45. The number of hash memory cells can
be calculated as m/a, which for this example is equal to 769-10°. The memory cell size
is 6 bytes, so the total amount of memory u is 8074-10° bytes.
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Performance evaluation of the proposed electronic dictionary organization can
be done by comparing with known developments.

In table 1 performance indicators of electronic dictionaries based on a tree with
the storage of data in its nodes, based on a tree with separate storage addresses and
context data, based on a hash search with collisions and separate storage of addresses
and context data and proposed electronic dictionary organization, are shown.

Table 1
Performance evaluation of e-dictionary organizations
E-dictionaries based on: Proposed
e-dictiona
Performance . a tree with a hash search with 5
o a tree with the .. based on a
indicator . separate storage collisions and separate
storage of data in perfect hash
) addresses and storage of addresses and .
its nodes addressing
context data context data
p 13.29 5 2 1.45
u - 10°, Gaiir 4.6 4.66 4.686 - 10° 8.074

The main advantage of the proposed organization of electronic dictionaries is
the increasing speed of access to the keyword context data. The resulting effect is
achieved by less efficient of using memory. Today hardware memory is becoming
cheaper, so the proposed organization of electronic dictionaries is quite justified.

Conclusion. As a result of the research, a way to increase the speed of
electronic dictionaries is proposed. It is based on the perfect hash addressing with
taking into account the multilevel memory of modern computer systems.

To achieve the goal, the organization of recording and searching data in
electronic dictionaries have developed. It can be used as components of high-speed
intelligent computerized translation systems.
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CIIOCIb HIABUIMEHHA EOEKTUBHOCTI EJIEKTPOHHUX
CJIOBHUKIB 3 KOHTEKCTHUM INIOITYKOM

AKTyaJbHicTh TeMH AocJaizkeHHsl. OCTaHHI JIBa JECATWIITTS O3HAMEHYBAJIU
cebe CTPIMKUM MEpepo3NOAIOM HEHTPIB BUPOOHMUOI 1 HAyKOBOI AismbHOCTI. Kpainu
Cxony nmenani yacTile 3aiiMaroTh MEpenoBi MicId y 0araTboX raixy3sx HayKOBHX,
O0COOJIMBO  TEXHOJIOTIYHUX  JIOCHIDKEHb, M0 TPHU3BOAUTH JO  30LIBIICHHS
iHpopmariitHoro merabonizmy Mik Cxomom Ta 3axomomM. OCHOBHOIO MEPEUIKOIOIO
U OOMIHY HAyKOBOIO TEXHIYHOIO iH(OpMAIIi€I0 CTaE MOBHUM Oap'ep.

HajinepcnekTUBHIIIMM HUIIXOM TOJO0JaHHSA MOBHOTO 0ap'epy € BUKOPHCTaHHS
OuThII €()eKTUBHUX CHCTEM KOMI'TOTEPHOTO TIEPEKIIAIY.

IloctanoBka mnpoOiaemu. HasBHI TexXHOJOII JOCATHEHHS CEMAHTHYHOI
a/IeKBaTHOCTI KOMIT'IOTEPHOTO TMepeKnany Oa3yloThCs Ha pPI3HOPIBHEBOMY aHami3i
QIbTEPHATUBHUX BapiaHTIB, MO0 MOTpedye OaraTokpaTHOrO 3BEPHEHHS /IO
€JIEKTPOHHUX CIIOBHUKIB. SIK HACHIIOK, PO3BUTOK KOMIT'FOTEPHOTO MEPEKIIATy CTaBUTh
SKICHO HOB1 BUMOTH JI0 IIBHJIKOCTI MOIIYKY B €JIEKTPOHHHUX CIIOBHHUKAX.

AHaJsi3 HasgBHMX pimeHb. Ha chOrojiHIHINA J€Hb ICHY€ BEJIMKAa KUIBKICTh
croco0iB  opraHizamii eJIeKTPOHHHX CIIOBHUKIB, HAWMOMIMPEHIIIUMHU 3 SKUX €
CIIOBHUKH Ha OCHOBI: IEPEBHUX CTPYKTYD, 0a3 JaHHUX, XEHI-TIOIIYKY 3 KOJI31IMHU.

IMocranoBka 3ajgauvi. Mera OOCHIIKEHD IIOJSATa€ B MIABUINECHHI IIBHUIKOCTIL
KOHTEKCTHOTO TIOIIYKY B €JIEKTPOHHHUX CIOBHHMKAX, 33yl 3a0e3nedeHHs! epeKTHBHOI
pOOOTH CUCTEM KOMIT IOTEPHOTO MEepEeKIIay.

BukiaagenHs  ocHoBHOro marepiamy. IlpoBemeno  Teoperwuni Ta
eKCIePUMEHTANIBbHI JTOCIIHKEHHSI pOOOTH €JIeKTPOHHUX CIIOBHUKIB OPIEHTOBAHUX Ha
BUKOPUCTAHHS B CKJIAJi CHCTEM KOMII'TOTEPHOrO Tepekiany. Bu3HadueHo crocio
opraHizaiii eJeKTpOHHUX CIOBHHKIB, SKHi 3a0e3nedye IMOHAMEHIIe B 2 pasu
MIBUALINH MOIIYK B TOPIBHSAHHI 3 ICHYIOUHMH.

BucnoBku. B pe3ynbraTi NpoBEIEHUX TOCIHIIKEHb, 3alPONOHOBAHO HOBUMA
croci6 opranizarii eIeKTPOHHUX CIOBHUKIB CUCTEM KOMIT'FOTEPHOTO MEpeKIay, SKAn
0a3yeThcs Ha perfect xemr-aapecartii.

3anpornoHoBaHa po3podOKa 3abe3leuye CyTTEBE MPUIIBUALICHHS MOILIYKY, IO
J03BOJISIE  BUKOPHCTATH 11 SK KOMIIOHEHTY IIBUAKOMIIOUMX I1HTEIEKTYyali30BaHUX
CHUCTEM KOMM'IOTEPHOTO MEPEKIIATY.

KawuoBi caoBa: perfect xem-agpecariisi, €JIeKTPOHHHHA  CIIOBHUK,
KpunTorpagiqHe nepeTBOPEHHS.
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APPROACH TO ORGANIZATION OF CLIENT
SERVER INTERACTION FOR IMPLEMENTATION OF MODEL-VIEW-
CONTROLLER PATTERN IN DISTRIBUTED SYSTEMS

JleBkiBchkHii Bagum,
Boanak Auapiii

BUKOPUCTAHHS CEPBICIB GOOGLE
JIJISI BUSIBJIEHHSI COIIAJIBHO-EKOHOMIYHUX TEHIEHIIIA.

In this article, the research is aimed at developing a system for analysing social
facts in society by increasing the search queries for a given topic using Google
services. As an example, the phenomenon of labour migration of Ukrainians to
European countries has been explored based on the analysis of the Google Trends and
Google News news charts.

Keywords: Google service, labour migration, trends, search term.

B nmamiit cTaTTi MpOBENEHHO IOCTIPKEHHS CHPSIMOBaHHE Ha mepenadadeHHs
MEBHUX COIIANBHUX SBUI Y CYCIIJIBCTBI 32 paXyHOK 301JIbIIICHHS TMONIYKAaBHX 3aIUTIB
no BIAMOBIAHIM Temi. A came TpymoBa Mirpamisi yKpaiHIiB A0 KpaiH €BpomH.
[TpuBeneHo rpadiku 3amikaBIeHOCTI y momrykoBoMy cepsici Google, BiamoBigHuMU
KpaiHaMH Ta MOJANIbII TeHACHIII] TPYI0BOI Mirparii 10 HUX.

Kurouosi ciioBa: TpyaoBa Mirpaiisi, TeHIEHIII1, TOITYKOBUN TEPMiH.

The relevance of research topic. Nowadays the methods of analytical
processing of data allow us to study the formal models of facts, but the occurrence in
the social sphere are usually determined informally. That is why, the development of
approaches related to the construction of reflections of informal semantics in formal
models is necessary for the application of analytical tools for analysing informal facts,
which are social processes.

Target setting. The complexity of the analysis of social processes is related to
their informal definition. Methods of detecting and predicting certain social facts have a
high price. These methods are used mainly for the analysis of the economic aspect of
society. Forecasting and analysing social facts is a non-standard use of Google services.

Actual scientific researches and issues analysis. More and more articles
aimed at researching socio-economic facts, using data-mining methods, can be found
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in broad access, at the moment. Scientific articles mainly cover the historical and
political aspects of this phenomenon. Available articles describing the research, using
Google Trends [4], economic facts (financial market) [1,5,6].

Uninvestigated parts of general matters defining. Investigation of cause-
effect relationships of facts in the socio-economic sphere using the reflection of
informal semantics in formal models and data-mining methods.

The research objective. To develop an approach to display informal semantics
of social facts in quantitative models and to use methods of visual analysis [] and
multivariate statistics [] for the analysis of causal relationships.

The statement of basic materials. The proposed approach to the study of
social processes based on analytical processing of data is shown in Fig. 1.

From the informal description of the social phenomenon, the search tags used to
derive quantitative models from Google services are distinguished. This data, along
with data from other sources, is the source for data-mining procedures, which are
aimed at analysing causation and building a prediction model.

Very useful for this is Google Trends (see Fig. 2). To obtain data that will be
analysed together with the metric received, the news is used, from which we can take a
description of facts in society.

W mememe )

[ mm—— - o Eiy Search

nfarmal : : Quantitative Tags

Semantic I walue {metrir)
I

e |
I measures
: measures
L k 4
oo ¥
Data processing Datavizualizatian
/ Data mining Mecia /
Facts
Data (Google News)
Fig. 1. Data Processing Scheme Fig. 2. Scheme of implementation

As an example of the application of the above-mentioned approach, the study of
the processes of labour migration of Ukrainians was conducted. To this end, the link
between interest in search terms and further social trends was analysed. Herewith were
used Google Trends, Google News and the google-trends-api library. The frequency of
seasonal increase in interest in the topics of work abroad, you can see from Fig. 3, Fig. 4.
This season's increase comes from mid-December to mid-February of each year. This
testifies to the preliminary preparation of Ukrainians to leave because the execution of
relevant foreign documents takes up to 3 months [2]. Also, the charts show greater interest
in Poland, which corresponds to more labour migration to this country.
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Fig. 3. Schedule "Work in Poland" (red) Fig. 4. The customized schedule
and "Work in the Czech Republic" (blue) of requests "Work in Poland and" Work in
for the last 5 years the Czech Republic "for the last 5 years

Behind the Fig. 3, you can see a change in the interest of a certain topic in
percentage, over the last 5 years, from the largest of all the specified time levels. From
Fig. 4 there is a change in interest in comparison with the average level, for each topic
separately.

The appearance of this trend is due to the beginning of the orientation of
Ukraine to Europe from 2014. This is evidenced by the relevant charts of interest in
the search terms from July 2012 (Fig. 5). The jump in Poland's interest in 2015-2016 is
correlated with record-breaking visa issuance at that time [3].

Fig. 5. Charts for interest rate Fig. 6. Unrestricted interest rate
search terms from July 2012 schedules from July 2012

Also, by the level of similar queries as an example: "work in Poland for men",
"work in Poland at the factory", "work in Poland for harvesting", and others; you can
see the future distribution of workers by type of work, by the relevant groups (sex,
single-seat or family) and the economic spheres of their employment.

A similar trend in the growth of search queries began to show in relation to

other European countries as of 2018-2019 (Fig. 7, Fig. 8).

WWWMMWWWN T mMWMWM

Fig. 7. Schedule of Interest
"Work in Germany"

Fig. 8. Interest Graph "Work in Hungary"
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Conclusions. The proposed approach of using Google services allows us to
display the informal semantics of social facts into formal metrics that allow
quantifying these facts. The advantage of this approach is to extend the set of
quantitative data that can be processed using data-mining methods to analyse causation
relationships and construct a prediction model.
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BUKOPUCTAHHS CEPBICIB GOOGLE JIs1 BUSABJIEHHSA
COHIAJBHO-EKOHOMIYHMX TEHIEHIIIA

AKTyasIbHicTh TeMH JocjimkeHHsi. CpOrogHi METONM AHATITHYHOTO
OMpAIIOBAHHS JIaHUX JIO3BOJIIOTH JOCHIKYBaTh (opMaibHI MOJEN SIBUIL, aje
SIBUIIIA B COIIaJIbHINA cdepi 3a3Buuail BU3HA4Yal0Thes HedopmanbHO. ToMmy po3pobka
MiAXOIB, TOB’A3aHUX 3 MOOYIOBOIO BiZOOpakeHb HE(HOPMaIbHOI CEMAHTUKH B
dbopmanbHi MoOzeNi, € HEOOXiAHOKW [UIsi 3aCTOCYBAaHHS 3ac00IB  aHAIITHYHOTO
OTIpAIIOBaHH TaHUX J0 aHali3y He(OpPMaTbHUX SBHUIL, SKUMH € COL1ATbHI MTPOIECH.

IMocTanoBka npodaemu. CKIATHICTh aHATI3Y COIIAIBHHUX MPOIIECIB OB’ sI3aHa
3 iX HedopMaNbHUM BU3HAYCHHAM. METOAM BHSABIEHHS Ta NepeAdavyeHHs NMEeBHUX
COLIaJbHUX SBHII MalOTh BHUCOKY MiHy. JlaHi MeToau BUKOPUCTOBYIOTHCS
30eOUTBIIOTO ISl aHalli3y €KOHOMIYHOIO acIlekTy cycminberBa. Ilepenbadenns Tta
aHaJIi3 CyCIUIbHUX SIBUII € HECTAHJAPTHUM BUKOPHCTaHHAM cepBiciB Google.

AHaJi3 ocTaHHiX gochaizkeHb Ta nmyOJikaniii. Hapasi y mmpokomy moctymi
MOXKHA 3HANTH Bce OUTbINE CTaTel CHPSIMOBAaHMX HA JOCIIDKEHHS COI[aIbHO-
€KOHOMIYHUX SIBUIII, 32 JONIOMOTOI0 MeToaiB data-mining. HaykoBi cTtarTi mepeBakHO
BHUCBITJIFOIOTh ICTOPWYHUN Ta MOJITHYHWUN acneKT MaHuX sBuil. HasBHiI cTarTi, siKi
OMHCYIOTh JOCHTIKeHHs, 3a nomoMoroto Google Trends [4], eKOHOMIYHHWX SIBHII]
(¢1nancoBwuit punok) [1,5,6].

BunisieHHsi HeZOC/HIIKEHHX YACTHH 3arajibHoi mnpoodsaemu. JlocimiKeHHS
MPUYMHO-HACIIIKOBHX 3B’ S3KIB SBUIII B COLIATbHO-EKOHOMIYHIN cepl 3 BAKOPUCTAHHAM
BiZT0OpakeHHs He(OPMAIBFHOI CEMaHTHKH y (hopMaibHi Moiesi Ta MeToiB data-mining.

IMocranoBka 3aBaaHHsi. PospoOutn minxin BimoOpaxeHHs HedopmambHOT
CEMaHTHUKH CYCIUIbHUX SIBUII Y KUTbKICHI MOJENI Ta BUKOPUCTAHHS METO/IIB Bi3yalbHOTO
aHamizy i multivariate statistics 1uist aHastizy NpUYMHHO-HACTIIKOBHX 3B SI3KiB.

BukiiaieHHsi 0CHOBHOro MarepiaJjy. 3anpOrnoHOBaHUM MAXiA 10 JOCIIHKEHHS
COIIIJIbHUX TMPOILECIB Ha OCHOBI aHAIITHYHOTO OmparoBaHHs naHux. [lokaszano, sk
MOYKHA TTPUTITBUIIIATY JIESKI €TEMH MOJIENI 32 JIOTIOMOTO0 ICHYIOUHX api.

BucHoBkH. 3anpornoHOBaHMH MMiaXil BUKOPUCTaHHA cepBiciB Google mo3Bosie
OTpPUMATH BinoOpakeHHS HePOpPMaTbHOI CEMAaHTHUKU COLIANbHUX SBHIL y (OpMalibHI
METPHKH, $Ki JO3BOJISIOTH KUIBKICHO OIliHIOBAaTH Ii siBUma. llepeBaror Takoro
HiAXOy € PO3MMPEHHS MHOXHHHM KUTBKICHUX JaHUX, SKI MOXKYThb OIPAallbOBYBATHCS
3a JOMOMOror MeroniB data-mining 3 METOI0 aHami3y HPUYUHHO-HACIIAKOBUX
3B’s3KiB Ta moOyxoBu prediction model.

KmouoBi cioBa: cepsicu Google, TpymoBa Mirparis, TEHIEHIi, MOITYKOBHUIMA
TEPMIH.
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UDC 681.327
Victor Poriev
IMPROVING THE METHOD
OF RUN LENGTH ENCODING

BikTop Ilopes

BJAOCKOHAJIEHHA METOJA KOAYBAHHSA
JAOBKHMH TIOBTOPEHb

The article analyzes modifications of the classical method of encoding repeat
lengths for compression of raster data. As a result of the analysis, the usefulness of
constructing optimal code sequences for fragments of raster images is noted. Proposals
for organizing direct access have been made to accelerate the decoding of large-scale
raster data fragments.

Key words: compression, prefix codes, run length encoding.

Fig.: 3. Tabl.: 0. Bibl.: 7.

B crarti npoanasizoBani Moaudikarii KITaCHIHOTO METO/Ia KOyBaHHS JTOBXKIH
MOBTOPEHb JJIsI KOMIPECii pacTpoBUX MaHHUX. Y pe3yiabTaTi aHali3y BiJ3HAYA€THCA
KOPHUCHICTh MOOYIyBaHHA ONTHUMAJbHUX KOJOBHX IMOCIIAOBHOCTEH Is (PparMeHTiB
pacTpoBUX 300pa’keHb. 3pOOJICHO MPOMO3MINT MIOJ0 OpTaHi3armii MpPSMOTO IOCTYITY
TS IPUCKOPEHHS JCKOTyBaHHS (DparMeHTIB pacTPOBUX JTaHUX BEITHKUX OOCSATIB.

Kiro4oBi ci10Ba: KoyBaHHS JOBKUH MOBTOPEHB, KOMIIPECIs, MPeQiKCHI KOIH.

Puc.: 3. Ta6u.: 0. bi6x.: 7.

Relevance of the research topic. The growth in the amount of information
processed by modern information systems prompts the search for effective forms of
data storage and transmission. The improvement of methods of compression of
information is actual.

Formulation of the problem. For information systems that store large volumes
of information in raster formats, it is necessary to provide both a high degree of
compression and a high decompression rate. To a large extent, these factors are
contradictory.

Actual scientific researches and issues analysis. The method of compressing
information based on encoding repeat lengths (RLE — run length encoding) has been
known for a long time [1]. This is a very simple compression method, according to
which each sequence of identical values is encoded by a pair (number of repetitions,
values). This method has received wide popularity for recording images in a variety of
file formats. The main known implementations of the RLE method are the PackBits
method used in TIFF, TGA and others [2], as well as the version of the RLE method
for the PCX file format [3].
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Advantages of RLE:

- additional memory is not required (for example, for the dictionary)

- simplicity and high speed of unpacking (decoding)

- in simple implementations of the RLE method, the highest packaging speed is
achieved

- the possibility of independent coding of individual lines, or other blocks,
creates prerequisites for:

- possibility of organizing quick direct access to any parts of the image
- parallel (multi-thread) organization of coding-decoding

The disadvantage of known implementations of the RLE method is the small
degree of compression. To increase the compression, some authors, for example [4],
propose to combine the Huffman encoding with RLE [5].

In order to increase the RLE compression, authors [6, 7] proposed special prefix
codes to represent the color values of raster images, as well as independent encoding
of individual raster fragments for the optimal codes for these fragments. Such a
version of the compression method is called RLE-BII. The developed adaptive encoder
RLE-BII made it possible to increase compression by 1.5-2 times compared with the
PackBits, PCX implementations while maintaining high decompression rates. This
allowed it to compete with more powerful vocabulary LZ-like compression methods.

One of the advantages of the RLE method over vocabulary compression
methods is that there is no need to accumulate a predefined decoding (dictionary). This
allows you to encode independent raster fragments without losing compression that
generates the ability to organize fast direct access to the desired parts of the image
without decompressing the previous ones. Such opportunities are useful, in particular,
in geographic information systems [6, 7].

Uninvestigated parts of general matters defining. The aspects of using RLE
method together with methods of efficient bit sequence coding are not investigated.

The research objective. The main tasks are to search for encoding bit
sequences for RLE that can provide both high compression rates and high
decompression speed with minimal memory requirements.

The statement of basic materials. To estimate the number of bits needed to
encode some image, we will write the following formula

Bitsimage = Bitspixel X Npixels ’

where: Bits,ix.1 - number of bits per pixel, Npixls - number of pixels in the image. For
example, for a 256-color image (Bifspixer = 8) of 1000 x 2000 pixels (Npixels =
2000000), you need 8 x 2000000 = 16000000 bits.

You can write such an estimate for RLE encoding

Bits RLE — Mbit single X Nsingle + Mbit chains ><]vchains ’

where: My single - the number of bits needed to represent a single pixel, Ngngi - the



Section 3. Al ICSFTI2019 167

number of single pixels in the image, My;; chains - the number of bits needed to represent
the pixel chain, Nypains - the number of pixel chains in the image.

For compression it is necessary that Bitspig < BifSimage. The amount of
compression is determined, firstly, by the number of chains of identical pixels in a
particular image, and secondly by the coding of chains and single pixels.

The number of bits per Myi chains = 16 for the PackBits and PCX methods
regardless of the particular image. For the RLE BII method, the value of My chains can
be substantially less than 16 and takes into account the features of a particular image.

The number of bits per single pixel depends on the image. For PCX and
PackBits, the My single Value is in the range of 8 to 16. For the RLE_BII method, the
Myt singie value may be less than 8.

General model structure. In general, it seems that for all known varieties of
the RLE method, the following coding structure is used. Bitstream contains
codewords. The first bit 0 of each codeword of them means that the next is the single
pixel code or the code of the set of unique pixels (literals). If the first bit = 1, then the
code of the chain of the same pixels is contained.

0 | code of single pixel or literal
codeword = {

1 | pixel chain code

Fig. 1. Codeword structure

The single pixel code can be a normal binary code of the color index, or may be
in the form of a prefix code, such as Huffman. There may be a combination of prefix
and common codes used in RLE_BI1, such as:

Oc..c-mObitsc

10c..c-ml bits ¢

110 c...c-m2bits ¢

1110 c...c-m3 bits ¢

1111 c...c-m4bitsc
where: c. . . ¢ is the bits of the usual binary code of color indices. This RLE method
improvement improves the compression of images that have many single pixels.

The pixel chain code must one way or another contain the chain length (n) and
the pixel color index (s). For example, for the PackBits method, the pixel string code
has the form: nnnnnnncccccccce, and for RLE_BII it is usually the color of the bits first
and then the bits of length. One of the moments in improving the code structure in
RLE BII is the different number of bits of the chain code for different lengths of
chains - for short lengths less bits, for longer ones. Some RLE BII submethods use
different versions of prefix codes for different lengths of pixel strings.

Another aspect of improving the RLE method is to control the length of the
codewords using a plurality of encoding parameters. Such parameters can be, for
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example, the number of bits of repeat length, the number of bits of color indices, types
of code formats, etc. This allows each piece of the image to be written down by a code
of minimum length, so that RLE BII provides the highest degree of compression
among known implementations of the RLE method.

Experiments. You can give an example of a specific image of 1125 x 1115, in
which 74% of single pixels, 26% of the pixels in the chains. For him, Bitsimage is
10,003,500. This image is poorly compressed by all known versions of the RLE
method. PCX encoding gives 10,821,000 bits, that is, even more so than Bitsimage.
The value of My singie = 9.43, Myit chains = 16.  Encoding of PackBits gives 9710384 bits
(compression 1S), Myt single = 8.2, My chains = 16. The RLE_BII method gives the
greatest effect: 8590579 bits, Myi single = 7.69, Myit chains = 9.93.

In the following example, the image is better compressed, because the single
pixels have only 8.4% of it, and the rest in the chains. The dimensions are 11680 X
10,000, which means Bitsimage = 934.4 million bits. Encoding PCX gives 192.0
million bits, My singte = 10.32, Myt chains = 16. PackBits encoding gives 188.4 million
bits, Myt single = 9.66, Mt chains = 16. The RLE_BIT method here gives the biggest effect:
151.1 million bits, My singie = 8.37, Mit chains = 12.96.

With regard to tests. For testing, you should use both real images and specially
synthesized tests. As the simplest tests to assess the capabilities of RLE can
recommend the image of vertical bands of different thicknesses of different colors. For
example, the following tests:
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Fig. 2. A set of tests of vertical stripes of different widths

Fig. 2 shows 20 test variants for different maximum bandwidths (L). In each
test, the set of stripes of all 256 colors, each color strip is separated by a black vertical
line. On these tests, different versions of RLE show a significantly different degree of
compression (Fig. 3).

Conclusions. The problems of improving the method of RLE based on the
methods of optimal encoding of bit sequences of individual fragments of raster images
are investigated. The comparative testing of realization of the modified method with
known versions of RLE implementations is carried out.
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Fig. 3. The degree of compression in the tests for the width of the bands L =1. .. 150
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B. M. Ilopes

BJAOCKOHAJIEHHA METOJA KOAYBAHHSA JOBKUH ITIOBTOPEHDb

AKTyaJbHICTh TEeMH [I0CHiIKeHHA. 3pocTaHHS o00csriB iHopmarii, sKy
00pobmst0Th cydacHi iH(OpMaIiiiHI CHCTEMH CIIOHYKAa€ IIyKaTH eQeKTHBHI (hopmu
30epiraHHs Ta mepefadi JaHuX. AKTyalbHUM € BIOCKOHAJICHHS METOJIB KOMITpecii
iHpopMmarii.

IMocTanoBka npodaemu. /s inhopManitHUX cUCTEM, sIKi 30€piratoTh BEIHKi
oOcsrn iH(opMarii y pactpoBux (Gopmarax, HEOOXiqHO 3a0e3reuyBaTH SIK BUCOKY
CTYIIHb KOMIpeEcii, Tak 1 BHCOKY IIBHJAKICTh JEKOMIpecii. 3HaYyHOIO Mipoio IIi
(bakTopu Cynepeunnsi.

AHaJi3 ocTaHHIX AocaiaxeHb i mybaikanin. Meton kommpecii iHpopmarii Ha
ocHOBI KomyBaHHs naoBxuH noBTOpeHb (RLE) Bimomuii Bxke npaBno. IHupoky
MOMYJIAPHICTh LEH METOX OTpPUMaB Ui 3alucy 300pakeHb Yy PI3HOMaHITHUX
daiinoBux ¢Gopmarax. Hemomixkom Bimomux peamizamiii meroga RLE e neBemuka
KOMIIpECisi, MPOTe iHTepeC J0 IIbOr0 METOAA HE 3MEHIIY€eThCs. JlOCTHITHNKN IIyKaloTh
MOJKJITUBOCTI MOTO BIOCKOHATUTH, MO0 MiABUIIMTH KOMIIPECit0 1 30€pertu BHCOKY
MIBUIKOIIIO.

BuaijieHHs HeZOCiAKeHHX YACTHH 3arajbHoi mpodJjemu. HemocmimxkeHnMu
€ acmektu BukopucrtanHs wmeroga RLE cminpHO 31 cmocobamu  e(dheKTHBHOTO
KOyBaHHsI OITOBUX TOCIIJOBHOCTEH.

IMocranoBka 3aBaaHHss. OCHOBHMMH 3aBIAHHSMH € TIOUIYK MPOLEAYP
KoayBaHHs OiToBHX mociigoBHocted st RLE, siki 3gaTHi 3a0e3ne4nTl OJJHOYACHO 1
BHUCOKY CTEIiHb KOMMpecii i BHCOKY IIBHIKICTh IEKOMIIPECii MpW MiHIMaJIbHHX
BHUMOrax JI0 Ham'saTi.

Buk/ageHHsI 0OCHOBHOrO MaTepiajy. 3anponoHoBaHoi (GOpMyIy Ul OLIHKH
OCHOBHUX BiacTuBocTe meroga RLE, sky BUKOpHCTaHO AJisi MOPIBHSAHHS PI3HUX
Bepciil pearizaiii boro MeToja. BusHaueHo 3aralibHy MOJIENh, sSIKa OXOIUTIOE BiToMi
pizHOBUIM pearnizarii meroga RLE i qo3Bosisie mpoanaiizyBaTu MOKIMBI MOTu(iKarii
MeTo/a. 3amporoHOBaHI crocobu Moaudikamii MeToga Ha OCHOBI ONTHMAILHOTO
KoayBaHHS OiToBHX mociigoBHOcTe RLE 3 BukoOpucTaHHSAM mnpedikCHUX KOMIB..
Bukonane mopiBHSUIbBHE TECTyBaHHS BiZOMuX Bepciii peamizamiii RLE Ta
3aIpOIIOHOBAHOIO aBTOPOM, sika orpuMaina Ha3By RLE BIIL.

BucHoBku. JlocnimkeHi muTaHHS BIOCKoHajeHHS Merojga RLE Ha ocHOBIi
croco0iB ONTHMAIBHOTO KOJIYBaHHSA OITOBUX IOCIIJOBHOCTEH OKpeMHuX (hparMeHTiB
pacTpoBux  300pakeHb.  BuKOHaHe  TOpIBHAJIBHE  TECTyBaHHA  peasizamii
Mo I(iKOBAaHOTO METO/Ia 3 BITOMUMHU Bepcismu peamizamiii RLE.

Kiro4oBi ci10Ba: KoyBaHHS JOBKUH MOBTOPEHB, KOMIIPECIs, MPeQiKCHI KOIH.
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INDOOR POSITIONING SYSTEM FOR DETERMINE COORDINATES
OF OBJECTS IN SYSTEM’S SIDE WITHOUT RECEIVERS
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CUCTEMA NO3UIIIOBAHHA Y 3AKPUTUX TPUMIIINEHHAX
JJIs1 BUBHAYEHHSA KOOPAUHAT OB'EKTIB
3 BOKY CAMOI CUCTEMH BE3 ITIPUMMAYIB

Y cTarTi pO3MISAAETHCS THUTAHHA PO3POOKH CHCTEMHU TMO3HIIIOBAHHI Y
3aKpUTHUX MPHUMIIIEHHSIX, 32 JONOMOTOIO SIKOi MO)KHA Oyno O BH3HAYaTW KOOPIMHATU
00'€KTIB 31 CTOPOHHU caMoi cucTeMu Oe3 HasBHOCTI MpHiMadiB y 00'€KTIB Ta KaHAITY
3B'SI3Ky MIXK CUCTEMOIO Ta 00'€KTaMHu.

KuirouoBi cjooBa: cucrema TMO3MLIIOBAaHHSA Yy 3aKpUTHX IPHUMIILIEHHSX,
0e3mpoBiIHI MEPEeXkKi, METO]] 3BAXKEHOTO KaJTiOpyBaHHS.

Puc.: 1. Ta6mn.: 1. bi6m.: 3.

The paper deals with issue of development of indoor positioning system to
determine coordinates of objects by control part of this system without receivers on objects.

Key words: indoor positioning system, wireless networks, fingerprinting
weighting method.

Fig.: 1. Tabl.: 1. Bibl.: 3.

Topicality of research's topic. Positioning systems take the important place in
modern life. They are used by common people and the companies. For example, on
transport, in trade, in the industry and energetics.

Setting the research issue. In trade, in industry and in energetics indoor
positioning systems are most demanded. Such systems are applied for creation of
routes in buildings with internal walls. Therefore, there are high requirements to
possible error of determination of coordinates by such systems. Acceptable error
(distance between calculated and correct coordinates) must be no more than 5 meters.

Analysis of the last scientific researches and publications. At the moment
there are developments of indoor positioning systems which are founded on different
principles. These principles include using of recognition of optical images, magnetism,
propagation of sound waves, pseudo GNSS (Global Navigation Satellite System),
inertial systems, infrastructure of data transmission networks (Wi-Fi, Bluetooth). [1]

Defining of uninvestigated parts of general issue. The most indoor
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positioning systems determine coordinates of objects by means of special receivers.
Control centre of such systems can't know coordinates of objects without existence of
data transmission channel between it and receivers. But it can be necessary in certain
cases, for example in case of search of workers at the plant at the time of the accident.

Setting the research objective. The purpose of this paper is to develop indoor
positioning system with control part which can determine coordinates of objects
without receivers with them. The developed system should meet requirement to
acceptable error that must be less than 5 meters.

Description of the developed indoor positioning system. The developed
indoor positioning system is based on use of Wi-Fi networks and fingerprinting
weighting method. The system includes group of Wi-Fi signal receivers which create a
set of signal levels for each of transmitters. It is possible to determine transmitter
coordinates by this set of signal levels and fingerprinting weighting method.

Fingerprinting weighting method. This method is divided into two phases, a
calibration phase and a positioning phase [3]. During the calibration phase, the indoor
area must be prepared by pre-measuring of signal level of several transmitters in
different points that are called fingerprints

C, = e cizmmcy) (1)
where 7 is number of calibration point, j is number of receiver. To compare relative, but
not absolute values of signal levels, it is possible to expand the received set [2] as follows

CE; = (CE,,CE,....CE,)=(c;; — crmrciy —cj.cir—Ci3m) ()

i’ i
During the positioning phase, the calibration values

X =(x;..x;) 3)

J
expand

XE = (XEI,...XEH)Z (x, = Xy Xp — X, X, —x3,...) 4)

and compare with the measured values from the receivers to determine coordinates of
transmitter by calculating weights of calibration points:

W, = 3 |XE, - CE, | 8
Coordinates of transmitter a];:, ]calculated as follows:
P=t (©)
i1 Wy

where P, is coordinates of i calibration point.

Experiments. The developed indoor positioning system was tested in office
building with plan which is represented in Fig. 1.
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Fig. 1. Plan of office building for system testing

Result of system testing is represented in Table 1.
Table 1

Result of system testing

Number of positioning point | Minimal error, m | Maximal error, m | Average error, m

1 3.44 5.65 3.93
2 2.38 4.90 3.86
4.16 6.87 4.69

Conclusions. The indoor positioning system with control part which can
determine coordinates of objects without receivers with them was developed. Average
error received as a result of system testing meets requirements. The main directions for
a further research are development of method of dynamic positioning of moving
objects and research of other methods of remote position determination (triangulation,
trilateration).
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CUCTEMA NO3UIIIOBAHHA Y BAKPUTUX IIPUMIINEHHAX
JJIs1 BUBHAYEHHS KOOPAUHAT OB'EKTIB
3 BOKY CAMOI CUCTEMHY BE3 IPUIMAYIB

AKTyajbHicTh TeMH JaociaijkeHHsi. OOracTb 3aCTOCYBaHHS CHCTEM
MO3UINIOBAaHHS MOCTIHHO 3pocTae. ChOrOAHI Taki CHCTEMH 3aCTOCOBYIOTHCS fK Yy
MOBCSKACHHOMY KHTTI JIIOJCH, TaKk 1 B KOMEPIIMHMX IUIAX: HA TPaHCHOPTi, Y
IIPOMHUCIIOBOCTI Ta EHEPreTulll, B TOPIiBIii.

IloctanoBka mnpoOsemMu. 3acTOCYyBaHHS ~ CHCTEM  IO3MIIIIOBaHHS B
KOMEPIIHUX IIJISX YacTO TMOB'SI3aHO 3 HEOOXITHICTIO TO3UITIFOBaHHS Pi3HUX 00'€KTIiB
y 3aKpUTUX MPUMIMIEHHAX (TakuX SK TOProBl IEHTPH, 3aBOJICbKI IIEXH,
€JIEKTPOCTAHIIIT).

AHaNi3 OCTaHHIX JOCJTiIxkeHb Ta myOJaikamiil. Y gaHUN MOMEHT pPO3pOOKU
CHCTEM IO3UIIIOBAHHS y 3aKPUTHUX MPUMIMICHHAX 0a3yIOThCS Ha PI3HUX MPHUHLHUIAX,
OJIVH 3 SIKUX BUKOPHUCTAHHS OE3MPOBIAHUX MEPEXK.

BujgisieHHs1 HeJOCTiIKEeHUX 4YACTHH 3arajibHoI mnpoodjemu. buibmiictes 3
HAsSBHUX CHCTEM IO3WIIIOBAHHS y 3aKPUTHX MPHUMIIMIEHHSIX HE MOXXYTh BH3HAYaTH
KOOpAMHATH 00'€KTiB 0€3 HAsSBHOCTI CIIEIiaIbHUX MMPUIMAaYiB y caMuX 00'€KTIB.

IlocTanoBka 3aBaaHHs. 3aBIaHHS pO3POOUTH CHCTEMY IMO3HUIIIOBAaHHS B
3aKpUTHX TMPHUMIMIEHHIX, KA HE BUMaraja 0 HasgBHOCTI CHeUiaJbHUX MPHUUMAYiB Y
00’€KTiB, a TAKOK MOTJIa O BU3HAYATH KOOPIMHATH 00'€KTIB 31 CBOTO OOKY.

BukiaageHHss  ocHOBHoOro Martepiaay. byma  pospoOmena  cucrema
MO3UINIOBAaHHS y 3aKpUTHX TMPHUMIIMIEHHAX, IO 0a3yeThCs Ha BUKOPUCTAHHI
oe3npoBigHOI Mepexi Wi-F1 Ta mertony 3BaxkeHOro kaniOpyBaHHsA. TecTyBaHHS
cucteMu OyJio TPOBEACHO Yy 3akpuroMy o¢icHoMy mnpumimenHi. Pesynpratn
TECTYyBaHHS IIPOAHAII30BaHI.

BucHoBku. TectyBaHHA pO3pOONEHOI CHCTEMH TIIOKa3ajo, IO CEPEIHE
BIIXWJIECHHS BHU3HAYEHHS KOOPAMHAT BIANOBIJA€ IIOCTAaBICHUM BUMOraM. [ 0i0BHI1
HampsSMKHA JUIS TOJAJIBLIOTO JOCTIDKEHHS — pPO3po0Ka METOAy AMHAMIYHOTO
MO3UI[IFOBaHHS 00'€KTIB, 110 PYXAOThCS, Ta JOCIIDKEHHS 1HITNX METOMIIB BiIAIEHOTO
BHU3HAYCHHSI KOOPAMHAT (TPIaHTYIISIIS, TPHIATeparlis).

KirouoBi ciaoBa: cucreMa TO3MIIIOBAaHHS y 3aKPUTHX IPHUMIIIEHHSX,
0e3mpoBiIHI MEpeXki, METOI 3BaKEHOTO KaiOpyBaHHS.
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SYSTEM FOR ACCOUNT AND STATISTICAL
ANALYSIS OF THE DATA OF PATIENTS OF THE HOSPITAL

IOaia Yu:k, Cimonenko Banepiii

CUCTEMA OBJIIKY TA CTATUCTUYHOI'O
AHAJII3Y JAHUX MAHIEHTIB JIIKAPHI

The article describes the computer desktop program for automation of
accounting of patients and statistical periodic reporting "Accounting of patients of the
neurology department", developed to optimize the process of registration of patients.

Key words: database, client-server architecture, SQL, C++, statistical reporting

Fig.: 2. Tabl.: 0. Bibl.: 5.

VY crarti omucaHa KOMIT'IOTEpPHA JECKTOMHA Mporpama Jyisi aBTOMAaTH3aIil
BEJIEHHS OOJIIKY TAII€HTIB Ta CTATUCTUYHOI MepiouvHOi 3BiTHOCTI «OOIiK MaIieHTiB
BIJTUICHHSI HEBPOJIOTi1», po3po0IieHa U ONTUMI3allii MPOoIecy peecTpariii maieHTiB.

KawuoBi cioBa: 0a3za manmx, Kii€eHT-cepBepHa apxitektypa, SQL, C++,
CTaTUCTHUYHA 3BITHICTH

Puc.: 2. Ta6mn.: 0. bi6mx.: 5.

Introduction. The work of a neurologist is an important branch of medicine.
The result of his work are diagnosis and further treatment of diseases of patients
connected with the activities of the nervous system. That is why the high accuracy of
diagnosis and quality of treatment is an important part of the neurologist's work.

After studying and analyzing the problems of this profession’s scope, we
concluded that the available programs that meet the needs of a doctor don't exist.
Therefore, we decided to develop a computer program for optimizing the process of
accounting and automation of statistical analysis of patients. The implementation of this
system involves the facilitation of the neurologist’s work; control over observance of
protocols for the treatment of diseases according to the International Statistical
Classification of Diseases; reducing the likelihood of errors in reporting and losing data
about patients in the neurology department. The main advantage of implementation of the
system is a reduction of the time for routine work with medical documentation, the
registration of data on the receipt or discharge of patients, which, in its turn, increases the
time for treating patients and provides better accuracy and quality of the result.
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The relevance of the research topic. The relevance of the research work is to
develop an effective tool in the form of a computer program that provides processing
of medical records about patients and the creation of statistical reporting in order to
improve the level of quality and accuracy of neurologist’s treatment.

The aim of the research. The purpose of this work is to develop a computer
desktop program that would take over certain functions of medical document circulation,
reporting and statistics: registering patients with the preservation of a set of basic
information for each of them, the formation of electronic reporting at specified intervals, etc.

Analysis of existing solutions. During solving the task, the analogs that are
present in the Ukrainian market were investigated. In general, all existing solutions can
be divided into two groups: too expensive for the state or municipal enterprises and
software with limited functionality.

A bright example of the decision of the first group is the medical information
system "Doctor Eleks". This software provides for the creation of electronic medical
cards, receiption of reports, control of services and their payment. Backup copies of
databases are available at an additional cost. The aforementioned product is more
focused on private health care facilities. The cost of this product is quite high, which
limits its distribution.

An example of decision of the second group is the Radiological Information
System (IRIS). This program prevents time mismatches in patients receiving, contains
anthropometric data of the patient which is necessary for proper implementation of
radiological examination, improves the logistics of excepting patients. The main
disadvantage of this software is the discrepancy of the existing functional to the needs
of the client.

Another example of such software is the Medical Registry software package.
This product provides the possibility of conducting electronic medical records,
receiving periodic reports. The main disadvantage is the file-server architecture and
the lack of customization of electronic cards and reports client's needs without the
developer.

Problem statement. The main task of this work is to develop a computer
desktop program "The accounting of patients of the neurology department" to
implement the functions that were meant above.

The subject of the study is the relational database format SQL Server and the
main components of the architecture of Microsoft SQL Server.

The object of the study is the database of electronic medical records
documentation of National Children's Hospital "OKHMADYT" of the neurology
department, the ways of its processing and the formation of the necessary reporting
(with the use of main elements of the architecture Microsoft SQL Server).

One of the tasks of the work is to use the database of medical records for the
registration of patients to receive the operational and periodic statistical reporting.

Materials and methods of research. The research material is the work of a
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neurologist who makes diagnostic and further treatment of diseases connected with the
activities of the nervous system.

Analysis of the results of work. The result of the research of the neurology
department of the children's hospital staff and the analysis of the required accounting
documentation is a system that optimizes the work of the department staff.

Applied computer program "The accounting of patients of the neurology
department" (Fig. 1) is installed on any number of computers in the department, integrated
into the local network. The database is installed on the server or one of the computers on
the local network. The operators of this program can be a neurologist or a nurse who
records patients. This application provides getting medical and statistical reporting.
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Fig. 1.

The program incarnates the following functions:
patient records;
filtering patients according to the selected criteria;
saving basic information about each patient;
dynamic management of the availability of the necessary diagnosis with ciphers
according to the International Statistical Classification of Diseases and Treatment;

— formation of reporting for specified periods with the possibility of viewing
and printing information according to certain indicators;

— visualization of the results of statistical analysis using diagrams of different
types (Fig. 2).

The user of the program can do the following operations:

— creation / deletion / editing of a patient record;
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— view information for each patient;
— search the patients by their full name or part of it
— filtering of patients by sex, region of residence, date of birth, date of
admission, date of discharge, diagnosis;
— creation / deletion / editing of diagnostic data;
— print the following information:
* detailed report (a report containing complete information about all or
screened patients);
» coverage of treatment by age category for the specified period with the
division into articles;
» coverage of the treatment by diagnosis for the specified period with the
distribution by age;
» coverage of treatment by region for the specified period by age
distribution.

1l Aliarpama oxonnenna nikysanHAm (3a CraTro Ta BikoBMMM KaTeropiAMI) - O X

JdiarpamMa oXomneHHA JIKYBAHHAM (32 CTATTIO T2 BiKOBHMH KATeTopisiMi)
TMepion: Jleorni 2019 poxy

[ Hnonuki
B Jisqates

K-CTh

Bin Opo 1. Big 240 3p. Bif 480 Sp. Bifg B0 TR Bif G0 9p. Bin 108011 o Bin 128013 Big 14 po 13 p.
Bik giteit

@ Jpyx B Excmopt 8 BMP ni Baxix

Fig. 2

Methods of solving the problem. For developing this system, the
programming language C ++ and the programming environment of Embarcadero C++
Builder XE7 were used. An appropriate relational database SQL Server format has
been developed for storing the data. Microsoft SQL Server 2012 Express was selected
to work with the database.

Conclusions. The main result of the work is the program, which ensures
optimization of the work of neurologists and children's hospital department staff.

The results of testing the program indicate the feasibility of its implementation.
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CUCTEMA OBJIIKY TA CTATUCTUYHOI'O
AHAJII3Y JAHUX TAHIEHTIB JIIKAPHI

AKTYaJIbHICTh TeMH [O0CJHiKeHHsI. AKTYyaJlbHICTh HAyKOBO-JIOCJIIAHHUIIBKOI
poboTu monsrae B po3poOIli JI€EBOTO I1HCTPYMEHTY Yy BHIVISIII KOMI FOTEPHOI
mporpamMu, mo 3ade3nedye 0opoOKy 00IKOBOI MEAMYHOT JOKYMEHTAIIIi PO MAIliEHTIB
Ta CTBOPEHHS CTATUCTHYHOI 3BITHOCTI 3 METOIO MOKPALICHHS PiBHS SKOCTI Ta TOYHOCTI
JiKyBaHHS JIIKaps-HEBPOJIOTa.

IlocTtanoBka mnpoGJuaemu. BiacyTHICTh mnporpamMHoOro 3a0e3NedyeHHs, LI
3aJI0BOJIBHSIIO O MOTPEOH BiATUICHHS JiKapHI.

AHaJi3 icHyloumx pimens. [1in yac BUKOHaAHHS MMOCTABIIEHOTO 3aBAaHHS OYII0
JOCIHIJKEHO aHaJOTH, II0 NMPUCYTHI HA YKPAaiHCBKOMY PUHKY. 3arajioM BCl iCHyIoYi
pillICHHS MOJKHA TOJUIMTH Ha Bl TPYyNH: 3aHANTO JOPOTi I JIEPKaBHOTO YU
KOMYHQJIBHOTO TMIANPUEMCTBA Ta TNporpamMHe 3a0e3meyeHHs 3  O0OMEeXeHOi
(YHKIIOHABHICTIO.

IMocranoBka 3aBaaHHsl. MeTor0 AaHOl pOOOTH € CTBOPEHHS KOMIT IOTEPHOI
neckTomHoi mporpamMu «OOIK TMAI€HTIB BIJUIUICHHS HEBPOJIOTIl» s peaizarlii
BKa3aHMX BUIIE (yHKITIH.

OpanM 13 3aBIaHb POOOTH € 3aCTOCYBaHHS 0a3u JaHUX MEIUYHOI JOKYMEHTAIIi1
I OOJIIKY TALIEHTIB JUII OTPUMAHHS OIEPATHBHOI Ta MEPIOAWYHOI CTaTUCTHYHOI
3BITHOCTI.

Bukisianenss ocHoBHOro marepianay. IIpoBeneHo aociimKeHHs pensUiiHUX
6a3 mannx ¢opmaty SQL Server Ta OCHOBHMX KOMIIOHEHTIB apxiTekTypu Microsoft
SQL Server. O0’ektom nmocimimkeHHs Oyna 0a3a NaHUX EJICKTPOHHOT MEIUIHOI
00iKOBOT JOKyMEHTaIlli BijmineHHs HeBpoJiorii mutsyoi nikapai «OXMAJIUT»,
criocoOu 11 00poOku Ta hopMyBaHHS HEOOX1THOT 3BITHOCTI.

Jlnst peamizariii mocTaBiIeHOl 3a7a4i BUKOPUCTOBYBAJach MOBA MPOTPaMyBaHHS
C++. KinneBuil mpoayKT BOPOBAKEHO Y BiIIUICHHI HEBPOJOTil AWTSYOi JiKapHi
«OXMAJIUT». Pe3ynbrar poboTH mporpamMu ONTUMI3YE Ta CIIPOINYE pOOOTY JIiKapiB.

BucHoBku. OCHOBHUM pe3ylbTaTOM pPOOOTH € Tporpama, mio 3adesnedye
OTNITUMI3aIli}0 POOOTH JIIKAPiB-HEBPOJIOTIB Ta MEPCOHATY BiUIUICHHS TUTSIYO1 JIIKapHi.

Pesynbratn mpoBeneHoi  ampoOarii  mporpaMu  BKa3ylOTh Ha  BHCOKY
e(EKTUBHICTH 11 BIPOBA/KEHHS.

KawuoBi cioBa: 0a3za nganmx, Kii€eHT-cepBepHa apxitektypa, SQL, C++,
CTaTUCTUYHA 3BITHICTh
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Dmytro Korenko, Andrii Boldak

APPROACH TO ORGANIZATION OF CLIENT-SERVER INTERACTION
FOR IMPLEMENTATION OF MODEL-VIEW-CONTROLLER PATTERN
IN DISTRIBUTED SYSTEMS

The article considers the approach to organization of client-server interaction.
This approach is used to implement the template model-view-controller in distributed
systems. New concept organization WEB API implements ETL technology and allows
you to move the controller functionality to the server side.

Keywords: client-server interaction, distributed systems, MVC, ETL
technology.

Fig.: 1. Tabl.: 2.

VY crarti po3riasmaeThes MiAXiM 0 OpraHi3allii KIIEHT-CEPBEPHOI B3a€MOII.
Jlanwii miaxin BUKOPUCTOBYEThCS Uil peaiizamii mabnony model-view-controller B
posmoxineHnx cucremMax. HoBa konmenmis opranizanii WEB APl peanisye
ETL-texHoMOriI0 Ta Ja€ MOJIMBICTh MEPEHECTH (PYHKLIIOHAIBHICTH KOHTpOJEpa Ha
CEpBEPHY CTOPOHY.

KuarouoBi cioBa: kiieHT-cepBepHa B3aeMojisi, po3nojiieHi cucremu, MVC,
ETL-texnomnoris,.

Fig.: 1. Fig.: 2.

Relevance of research topic. Modern WEB-applications are developed in
accordance with the approach of SPA [1], first of all, those that apply processing large
volumes of information, put forward fairly stringent requirements for the quality of
communication channels. This is due to the fact that the generally accepted concepts of
WEB API organization [2] are focused on the implementation of ELT-technology [3],
the disadvantage of which is the need to transfer large volumes of intermediate data
between a server whose API usually implements the CRUD-interface [4] model, and a
client that implements a controller and a view as a MVVM template [5]. Studies
related to the development of new concepts for the organization of the WEB API
aimed at reducing the amount of intermediate data transmitted between the server and
the client are relevant.

Target setting. The problem lies in the lack of concepts for organizing WEB
APIs that implement ETL technology.

Actual scientific researches and issues analysis. Today, the generally
accepted concepts of the WEB API organization are REST[6][7] and GraphQL[8], the
essence of which is to implement the CRUD-interface on the server side.
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Uninvestigated parts of general matters defining. In this paper, we explore a
new concept for the organization of the WEB API, which implements ETL technology
and enables the functionality of the controller to be transferred to the server side.

The research objective. The task is to develop a new concept of client-server
interaction, which involves transferring to the server side and executing on it a script
that defines the necessary actions related to the implementation of the functionality of
the controller.

The statement of basic materials. The proposed concept of WEB API
organization is to use the POST request, which transmits the data structure (script),
which defines the sequence of calls implemented on the server side methods
(commands) (see fig.1.a). On the server side, there should be an interpreter (similar to
an orchestrator in GraphQL) that implements a sequence of calls in a single scope of
script context, as depicted in fig.1.b.

It is clear that the composition of the teams that are interpreted on the server side is
determined by the purpose of the service. In terms of the functional purpose associated
with the processing of data, in our view, the system of commands should include:

e data definition and data manipulation commands with data loading from

external sources;

e collection filtering, collection joining, collection mapping and collection

reducing commands;

e statistic commands such as calculation of statistics, principal component

analysis, clustering etc.
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Fig.1. Script based WEB API: a. structure of script; b. request life cycle
The basis of the integral integrity of the distributed system is the implementation of
the unified interface subsystems access to its resources. Remote Assignment Tools
(RPCs) implemented at the level of underlying assets allow the delegation of data
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processing to another resource that supports this protocol. In this case, the integration is
implemented on the server side (fig.2.a), which can act as a proxy.
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Fig.2. Integration of system resources: a. with RPC and CORS; b. with wrappers

Using Cross Origin Resource Sharing (CORS) [9] lies in the integration of
resources such as one-page portal and data processing services, and enables the
integration of client-side resources.

In case when there is a need to use resources that do not implement the above
interface, it is advisable to use adapters (wrappers). This shell, as shown in fig.2.b,
implements a unified interface for the subsystem and uses resource-specific software
interfaces.

Thus, the proposed model implements a flexible scheme for organizing the
interaction of various resources, including heterogeneous, both on the server side and
on the client side.

Conclusions. The proposed concept of organization of the WEB API, in
contrast to the known, such as REST and GraphQL, allows, in the framework of the
SPA approach, to reduce the amount of intermediate data transferred between the
server and the client by moving the implementation of actions related to the
implementation of the controller on the server side. The implementation of such a
concept involves the presence on the server side of a special software script
interpretation. This approach to the organization of the WEB API has been
successfully applied to the development of the data processing service [10][12], which
is part of a distributed data processing system used by the World Data Center for
Geoinformatics and Sustainable Development [11][13].
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A. O. boaaak, /1. B. Kopenko

HIAXII 10 OPTAHI3AILIL KJIIEHT-CEPBEPHOI B3AEMO 1T
JIJIS1 PEAJIIBALIT ITABJIOHY MODEL-VIEW-CONTROLLER
B PO3NOAIIEHUX CUCTEMAX

AKTyaJbHicTh TeMu aociimkennst. Cygacai WEB-3actocynku po3pobieHi y
BianoBinHOCTI 70 miaxoxy SPA, B mepury 4depry Ti, [0 3aCTOCOBYIOTH OIPAIIOBAHHS
BEIUKHUX 00csTiB iH(OpMaIlii, BUCYBAIOTh JTIOBOJII )KOPCTKI BUMOTH JI0 SIKOCTi KaHATIB
3B's13Ky. Lle moB’A3aH0 3 THM, 110 3arajbHO MPUHHATI KoHUenii opranizanii WEB API
€ opieHToBaHMMHU Ha peanizanito ELT-rexHomorii, HemomKoM SKOi € HEOOXiAHICTH
nepeaadi BEIUKAX OOCATIB MPOMIKHHUX JaHUX MK cepBepom, API sikoro, 3a3Budait,
peanizye CRUD-inTepdeiic monemi, Ta KII€EHTOM, SKHHA peaiidye KOHTpOJEp Ta
30BHINIHIA BUTIIA K madiaox MVVM.

IMocranoBka mpoduaemu. I[Ipobrmema momsirae y BIiACYTHOCTI KOHIIEMIIIN
opranizauii WEB API, siki peanizyrors ETL-Texnomnorio.

AHaJi3 ocTaHHIX AoCaiTxkeHb i myOaikanii. CboroH1 3aralbHONPUIHATAMU
kouneniisimu opranizamii WEB API € REST ta GraphQL, cyTHICTh SIKUX TOJISITaE y
peamizanii CRUD-iHTepdeiicy Ha cepBepHiii CTOPOHi.

BujineHHss HeaoCTiIKeHMX YACTHH 3arajbHoi npodiaemu. B 1iii poboti
JIOCTKYIOThCsT HOBa KoHmemmiss opranizanii WEB API, ska peanizye ETL-
TEXHOJIOTII0 Ta Ja€ MOXIIMBICTh TEpPeHeCTH (YHKIIOHAIBHICTh KOHTpOJepa Ha
CEPBEPHY CTOPOHY.

IMocTanoBka 3aBaaHHs. 3aBIaHHS MOJIATA€ B PO3pOOIl HOBOI KOHIIETIIiT
KIIIEHT-CEPBEPHOI B3a€eMOJll, sfKa Iependadae Iepefadyy Ha CEpBEpPHY CTOPOHY Ta
BUKOHAHHS Ha HIM CKpUNTY, [0 BU3HA4Ya€ HEOOXiAHI 1ii, MOB’s3aHi 3 peaji3ami€eio
(yHKI10HAJIBHOCTI KOHTpPOJIEpa.

Buk/ageHHs1 0CHOBHOI0 MaTrepiaay. 3anmporoHOBaHa KOHIEMINSl OpraHi3amii
WEB API nonsrae y Bukopuctani POST-3anuty, B ssIkoMy NepeaaeTbcsi CTPYKTypa
TaHUX (CKPHIIT), 10 BU3HAYA€E TOCHTIOBHICTh BUKIMKIB PEaji30BaHUX HA CEPBEPHIN
cTOpoHi MeTofiB (komanna). Ha cepBepHiil CTOpOHI NMOBHHEH OyTH iHTEpHpeTaTop
(cxoxkwmii Ha opkectpatopa B GraphQL), sikumii peanizye MOCHiJOBHICTh BUKIHKIB B
€rHII 00J1aCcTI BUIUMOCTI 3MIHHUX.

BucnoBku. 3anpononoBana kouteniist opranizamii WEB API, nHa BiaMiHy Big
BIIOMHUX, JI03BOJIsi€ B pamkax miaxoay SPA 3meHmmtH 00’€M mepenaHux Mix
CEPBEPOM 1 KIIIEHTOM MPOMDKHUX JIaHUX 32 PAaXyHOK INEPEMILIEHHS BUKOHAHHS MOiif,
OB’ SI3aHUX 3 PEalTi3aIli€l0 KOHTPOJIepa Ha CEPBEPHY CTOPOHY.

KuarwuoBi cioBa: KiieHT-cepBepHa B3aeMojis, posnojauieHi cuctemu, MVC,
ETL-texHonoris.
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Oleksii Cherevatenko, Yurii Kulakov

ANALYSIS OF TECHNOLOGIES
OF SOFTWARE-DEFINED NETWORKS

Ounekciit YepeBarenko, IOpiii Kyiakos

AHAJII3 TEXHOJIOT'TA PEAJIIBAIIIL MEPEXK,
1O ITPOI'PAMHO KOH®ITYPYIOTBCHA

The article describes main modern technologies that implement the concept of
software-defined networks (SDN) on different levels of management — OpenFlow,
ONOS and CORD. An analysis of interconnectedness of these technologies has been
conducted, innovations of each of the technologies has been studied. The future of the
SDN concept has been predicted in the article.

Keywords: software-defined networks, OpenFlow, ONOS, CORD.

Fig.: 4. Tabl.: 0. Bibl.: 7.

VY cTarTi ONMCYIOTHCS OCHOBHI CydacHI TEXHOJIOTII, IO peai3yloTh KOHIICTIIII0
nporpamMHo KoHpirypoanux mepexx (SDN) Ha pi3HHX PIBHIX yHpaBIiHHI MEPEXKEIO —
OpenFlow, ONOS Ta CORD. IIpoBoauTbcsi aHami3 B3a€EMOIIOB’S3aHOCTI IUX TEX-
HOJIOT1i, BUBYAIOTHCSI HOBOBBEJICHHS, 11O HAasBHI y KOXHIM 3 HuX. [IporHO3yeThCs
po3BuTOoK KoHIenmii SDN y MaiilOyTHROMY .

Kuarouosi ciioBa: nporpamuo kordiryposani mepexi, OpenFlow, ONOS, CORD.

Puc.: 4. Ta6u.: 0. bi6x.: 7.

Relevance of the research topic. The problem of scalability of computer
networks in the XXI century has become global according to the big size of networks
and variety of devices, so it requires automation of control. The concept of software-
defined networks (SDN) can offer this and there are several interconnected multilevel
implementations, which are OpenFlow, ONOS, and CORD, and they considered in
this article.

Target setting. To date, there is no single laconic documentation that would
explain the interconnection between the different levels of the software-defined
network, and would describe the advantages and disadvantages of each solution in the
context of the overall construction of the network.

Actual scientific researches and issues analysis. Currently, there are some
studies about software-defined networks, but network equipment manufacturers have
no single standard and opinion about how should the practical implementation of SDN
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look like, and CORD technology is still not well understood by information
technologies companies due to its novelty.

Uninvestigated parts of general matters defining. The article deals with the
construction and interconnection of software-defined networks based on the CORD
platform (including ONOS and OpenFlow at lower levels), which has not yet received
general recognition in network technologies.

The research objective. The purpose of the article is to determine if it is
technically and economically feasible to create a software-defined network based on
the connection of OpenFlow-ONOS-CORD multilevel technologies, according to the
analysis of the advantages and disadvantages of SDN.

The statement of basic materials. The principle of a software-defined network
(SDN) consists of separating and managing the processes of transmitting traffic to the
network.

This interpretation roots from the principle of building network devices (such as
routers and switches) that implement three logical processes and have the appropriate
hardware structure: dataplane, controlplane (regulation), and managementplane
(administration). Typically, all these processes are monitored on each individual
network element, which results in a large amount of time spent on network
configuration and significant resource utilization. The principle of programmed
configuration is the separation of two processes — administration and regulation — into
a separate centralized system, which will use the software tools, to configure the entire
network at once, and this will save time and increase traffic flow performance [1]. The
network elements in SDN thus consist of only two components - the physical chips
that are responsible for the ability to transmit traffic and the easiest forwarding table
that will "carry" packets of traffic "through" the router or switch (Figure 1) [2].

Switch/Router

MANAGEMENTPLANE
ALMIHICTpYBaHHA

CONTROLPLANE

PerynioBaHHA

DATAPLANE
MNepegaua

Figure 1. Separation of the levels of management
of network devices in the SDN concept
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The lowest level of the system under consideration is the open network protocol
OpenFlow, which allows you to perform the adjustment not directly from the network
device, but from the central controller of the network segment. In a basic
implementation, OpenFlow connects a switch that supports OpenFlow (OpenFlow
Switch, OFS) and an OpenFlow controller (OFC).

The OFS consists of two parts: a flow table that stores records received from
the controller and a secure channel through which the OFS and the OFC communicate.
Together with OpenFlow, some protocol such as SSL can be used in pair to provide
more secure connection. After the controller software created a new command, the
controller sends it to the OFS secure channel, and then adds to the flowchart as a new
record. The commands received from OFC may be different - sending a frame to the
port or IP address specified in the record title, dropping the frame, sending the frame
back to the controller. The OFC itself can be various devices, including a personal
computer (in this case, it will be the easiest for the programmer to make software
adjustments), although usually a specialized server is selected as a controller. The
main advantage of OpenFlow is the significant time savings required to reconfigure
the system by establishing direct connections between the network elements [3]. The
basic scheme of the SDN network using the OpenFlow protocol is shown in Figure 2.

-~ OpenFlow -
b Switch : Controller

OpenFIowE —
SW Secure Protocol Ei
Channel IIIII§SILIII!I =

Figure 2. The basic structure of a simple SDN network,
the elements of which are connected through the OpenFlow protocol

The next level of the software-defined network is ONOS, which is an open
operating system and is positioned as a network solution consisting of a service
provider and its clients. ONOS is a linker for simpler SDNs, being a peculiar cluster
for multiple nodes. The advantage of using ONOS as a system for a large network
controller is the ability of this system to cope with system failure in case of a breach of
the setting of individual nodes. In addition, the node where the addressing or
connection error occurred may be promptly reconfigured by the software controller.
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Considering that OpenFlow and other similar network protocols are integrated
with ONOS will be incorrect, because OpenFlow is used only to establish a connection
between network devices, but the ONOS operating system itself is provided with its
own applications and software solutions. They are divided into tiers, each of which has
its own software models (one of them interacts with OpenFlow) and can work
independently. According to this level isolation, the system becomes versatile, because
it is not tied to a single model or protocol and can interact at different levels with other
network elements across the topology (Figure 3) [4].

/ ONOS INSTANCE 01 ONOSINSTANCE 02 OMOS INSTANCE 03 ONOSINSTANCE 04

I I I I
Applications

METCOMNF Provider

e Custom protocols & providers NETCONF /
—— _
“

Figure 3. Dividing of the ONOS system to levels.
OpenFlow switches communicate via the OpenFlow Provider (bottom left)

Based on levels and models, ONOS has applications that allow the programmer
to configure the network and control the traffic. Network topology information is
stored in the control center device where the operating system is running. From the
same center, you have the ability to connect directly to a particular device on the
network and send it some data. This expands network control capabilities and
simplifies application development and administration. Actual applications can be
added or removed from the network dynamically without the need to stop traffic and
disable or restart the network, which is a huge advantage for providers that require
uninterrupted connection to subscribers [5].
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Based on the CORD operating system, controllers are built using the CORD
architectural solution, which is described below.

The highest level of the network described is the CORD technology, which is
positioned as a solution for Internet service providers and implements the idea of a
software-defined network on a large scale. It involves the creation of a single virtual
management center that can process data dynamically, using cloud computing for this.
This center communicates with intermediate elements of the network and end users.
With the help of CORD, the service provider has the ability to set up a network that
will be programmatically configured on remote computing power, and this provides
the whole system with several important benefits - with automated control, the
platform becomes simpler and faster (because it does not require human intervention,
all configurations are made by the software), more flexible (because the program
dynamically configures network elements, constantly synchronizing them and making
necessary updates), while using cloud computing opens a perspective of decreasing the
amount of physical hardware what brings tangible savings and reduce the technical
complexity of the construction of the network.

CORD can be used to transfer data to three types of clients - mobile users,
corporate and home users. Users are connected to intermediate data centers (one for
each of the described types) and themselves are connected to a CORD controller that
configures the entire network. The controller itself consists of many specialized
controllers, each of which executes its own part of the software code - for example,
one of these controllers can perform routing management, and another interconnection
of different network levels. The CORD controller is connected to the server base,
which stores the configuration of the system and performs operations that are sent to it
by the controller. Additionally, it joins the core architecture of the CORD architecture,
the configurable multiplexer, ROADM, which provides multiple inputs and one access
output to the global network (Figure 4) [6].

CORD Virtualized Central Office
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Mobile Residential

Enterprise

Cord Controller (XOS)
Subscribers

~
T Py ‘ ‘ ‘ -
Enterprise w ‘ ol

Access % Shared Server Resources ROADM (Core)

Residential
Access

Figure 4. CORD hardware architecture
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Although CORD is a large-scale solution, there are now concepts in which it is
either an integral part or one of the possible solutions, for example, in the Blue Planet
Platform, which offers very wide opportunities for setting up communication between
the operator and users. However, these and other similar solutions are quite new and
insufficiently tested so they will not be mentioned in this article.

Thus, a system that uses a general CORD-based plan, the main controllers of
which are based on the ONOS operating system, which in turn relies on the OpenFlow
protocol, which provides a connection to the network elements, is described. The
obvious advantages of the system are the versatility described above, high scalability
and stability of work, provided by automation of the administration and the exclusion
of the human factor. Disadvantages of such a system until recently were the
requirements for equipment and a specialist who need to be experienced with the
software setup. However, today both minuses are less significant, because, for
example, OpenFlow is supported in the vast majority of network devices from major
manufacturers, and operators can use various devices as controllers, like not only
specialized hardware, but also a fairly common, for example, a personal computer. The
requirements for a specialist who need to be experienced are less necessary because of
the possibilities of the ONOS system - the programs for network configuration in this
system are created on rather simple commands of the Java language, therefore a
qualified system administrator is enough effective to work with the controller and
companies don’t need a specialized programmer [7].

Conclusions. This article describes and analyzes key modern technologies that
implement the concept of software-defined networks (SDN). Based on the advantages
and expected disadvantages, the conclusion is made on the technical feasibility of
creating OpenFlow-ONOS-CORD communication networks. Such a solution should
be implemented among ISPs, as well as among diverse users, both private and
corporate, this will allow companies to save material costs, since SDNs can be
followed by much fewer specialists and allow users to use a stable and fast connection.
According to the automation and high speed regulation and connectivity on SDN
networks, it is sensibly to assume that this approach to network management will gain
popularity in the future, as the number and size of networks are becoming larger and
their administration needs more resources.
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PO3SHINPEHA AHOTALIA

Ounekciit YepeBarenko, IOpiii Kyiakos

AHAJII3 TEXHOJIOT'TA PEAJIIBAIII MEPEXK,
O ITPOI'PAMHO KOH®ITYPYIOTBCHA

AKTyajbHicTh  TemMM  jAociimxeHHsi. [IpoGmema  macmrTaboBaHOCTI
KoMI'toTepHuX Mepex y XXI cTomiTTi crana rio0aibHO0 1 BUMarae aBTOMAaTH3AIlil
ynpaBiinasa. Konmenmiss mporpamHo koHdirypoBanux wmepex (SDN) moxe
3aMpoNOHyBaTH 1€ 1 ICHy€ KiJIbKa B3a€MOIOB'SI3aHUX OaraTopiBHEBHX peai3allii,
skumu € OpenFlow, ONOS i CORD, ski po3risiiaroTbes B I1ild CTaTTI.

IMocTanoBka npodiaemu. J[o TenepilmHFOTO Yacy HE iCHy€ €IMHOI JJAaKOHIYHOI
JOKYMEHTAIlii, sIKa TOSICHIOBajia O B3a€MO3B 30K MiX Pi3HUMHU PIBHIMH MEPEXi, 1110
IpOrpamMHO KOH(ITypYy€eThCs, Ta MPOBOJMB OM OMHUC TEpeBar i HEAOMIKIB KOXKHOTO 3
pillIeHb y KOHTEKCTI 3arajibHO1 TOOYJOBH MEPEXKi.

AHaJi3 ocTaHHiX aocaigxeHb i myOJikanii. Hapasi icHye aesika KUIBKICTh
JOCIIJKEHb B 00J1aCTi MEepexK, 10 IPOTrPaMHO KOH(ITYPYIOTHCS, @ TAKOK TEXHOJIOTH,
mo iMmieMeHtyroTh KoHuenmito SDN. OpHak cepen BHPOOHUKIB MEpPEKEBOTO
oOJlaJHAHHA HEMAa€ €IUHOTO CTAaHAApTy Ta OayeHHs, AK Ma€ BUTISAJATH MPAKTHYHA
peamizariiss SDN, a TexHOJOriT iIMITIEMEHTAITii IIle HEJOCTAaTHRO BUBYEHI KOMIAHIsIMU
chepu iHPOPMAIIHHUX TEXHOJIOTIH.

BugisieHHs1 HemoOCJHiIKeHHX 4YACTHH 3arajbHoi mNpodjeMu. Y CTarTi
PO3TISIIAETHCS TOOYAOBa Ta B3a€EMO3B’ 30K MPOTPAMHO KOH(ITYpOBaHHMX MEpeX Ha
6a3i matopmu CORD, y sy BXOAsTh Ha 011k HU3BKHX piBHAX cuctema ONOS Ta
npotokoa OpenFlow.

IlocTaHoBKa 3aBAaHHs. 3aBIaHHSAM CTAaTTI € BU3HAYUTH HA OCHOBI aHaJi3y
nepeBar 1 HENOJIKIB, YM € TEXHIYHO Ta EKOHOMIYHO OOTPYHTOBAHOK IMOOYI0BA
MEpEexKi, 0 MPOrPaMHO KOH(ITypy€eThCs, Ha 0a3i 3B’SI3KM PI3HOPIBHEBUX TEXHOJIOT1H
OpenFlow—ONOS—CORD.

BukiaageHHss ocHOBHOro marepiaay. Ommcanuii ocHoBHMI npunHiun SDN i
texHonorii ix peamizamnii OpenFlow, ONOS i CORD. [IpoBeneno anami3z mepesar i
HEJIOJTIKIB EHTPATI30BAHOT apXiTEeKTYPH YIIPaBIIHHS IIpOrpaMamu sl poBaiiiepa Ta
KiieHTiB. Pesynpratn anamizy Oynu QOCTaTHRO iH()OPMATUBHUMHU Ta MiATBEPIWIN
OUlKYBaH1 BUCHOBKHU.

BucHoBku. Y crarTti Oyno OommMcaHO Ta MPOAHATI30BAaHO KIIOYOBI CydacHi
TEXHOJIOT1i, sIKI peaizyloTh KOHIIETIII0 IporpaMHO KoH(pirypoBanux mepex (SDN).
3po01eHO BUCHOBOK MPO TEXHIYHY JOIUIBHICTE CTBOPEHHS MEPEX 3 BUKOPUCTAHHSAM
38’53k OpenFlow—ONOS—-CORD. Ilpunymieno, mo mei migxix Oyne HabupaTu
MOMYJIAPHICT Y MailOyTHbOMY.

KawuoBi cioBa: mporpamuo koHgirypoBani mepexi, OpenFlow, ONOS,
CORD.
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METHOD OF IMPLEMENTATION OF SOFTWARE FOR SOLVING
THE PROBLEM OF OPTIMIZATION OF CONFIGURATIONS
OF THE DISTRIBUTED INFORMATION SYSTEM

The article examines how to implement software for solution of the problem of
optimizing the configurations of the distributed information system. This method aims
to obtain the optimal configuration in the form of a code from the input parameters.

Key words: distributed information system, DIS, optimization.

Relevance of research topic. Modern distributed information systems either
already use cloud service providers, or soon begin to use them [1] [2]. Vivid examples
of cloud providers are Amazon Web Services, Microsoft Azure, and the Google Cloud
Platform [3]. Each of them has a lot of resources and services, with which one task can
be performed even with a single provider using different services. In addition, every
week new services appear or existing ones are improved, which makes it impossible to
comprehend all interconnections and, as a result, obtain the optimal configuration of
DIS using only limited human computing power [4].

Target setting. The problem is the lack of implementation or description of the
implementation of the optimized distributed information systems.

Actual scientific researches and issues analysis. Today, there is a necessary
theoretical basis for optimizing DIS [5].

Uninvestigated parts of general matters defining. In this paper, we explore
the method of implementing software tools to solve the RIS optimization problem.

The research objective. The task is to develop a concept for optimizing DIS
configurations, which involves obtaining the description of applications and
infrastructure in the form of a code [6], by which it is easy to deploy the optimal
version of the distributed information system.

The statement of basic materials. The proposed concept of the
implementation of software consists in finding in the informal description of the
system provided by the user, the formal parts of the description of the elements,
finding the coverage, which is best at the given time corresponds to the weight of the
requirements [5] as shown in the picture 1. As a result of the system's operation, a
descriptive system is described in HCL [7] and / or YAML [8], which are the language
of the description in systems such as Terraform [9] and Docker-compose [10].

The structure of software looks like three linked modules, which are divided
into functional: preprocessor, optimizer, postprocessor shownin the picture 2.
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The preprocessor is responsible for data preparation. To find the formal
description in the informal, first of all, it is proposed to use usecases that already
have the necessary links with the formal description of the elements. To do this we
use the concept of tags, and to fill formal descriptions with appropriate tags using a
preprocessor with a minimum human participation - Multi-label classification [11].

The optimizer is responsible for finding the coverage and solving the
optimization problem. For this purpose, already known algorithms and methods, such
as ABC-analysis [12] and Quine-McCluskey [13] BOOM [14], Espresso and others,
can be used. They will act as part of the formal description of the elements, looking for
all possible matching combinations of elements.

The postprocessor selects the optimal parameters of each of the configurations
based on the weight of each of the filters that were specified by the user and compares
the results obtained. On the output, if possible, get several similar architectural
projects, the user will be given the opportunity to compare the characteristics of each
option and choose the one that more closely matches his goals.

At the time of choosing the desired configuration description, the user is given a
code that describes its infrastructure dependencies, which allows the user to
automatically deploy a system of any complexity.
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Conclusions. The proposed method of implementation of optimization DIS
currently has no analogues and can dramatically increase the speed of development of
prototype systems with the use of all the latest features and optimizations, which in
turn allows the best practices to people who do not have the relevant knowledge, as
well as adjust the decisions of professionals, pointing to shortcomings in their system.
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AJITOPUTM JUHAMIYHOI'O PO3IIOALITY 3AJAY
JIJIS1 KJIACTEPHOI CUCTEMU

The article describes the principle of the algorithm for dynamic loading of
cluster nodes and compares its work with existing solutions. Was analyzed it work and
efficiency in various types of tasks, the ability to balance and distribute the flow of
tasks between the system's kernels. A software model for testing was created. The
results of the analysis are presented.

Key words: claster, distribution of tasks, planning algorithms.

Fig.: 6. Bibl.: 5.

VY cTarTi HaBeAEHO MPUHIUN POOOTH AITOPUTMY AMHAMIYHOTO 3aBaHTAKCHHS
BY3JiB KJIaCTEpa Ta MOPIBHAHO HOro poOOTH BIIHOCHO ICHYIOUMX pimieHb. Bymo
MpoaHali30BaHO HOro poOOTy Ta e(EeKTUBHICTh MPHU PI3HUX THUMAX 3a/1ad, 3JaTHICTb
OajmaHCyBaTH Ta PO3MOAUIATH TMOTIK 3aBOaHb MDK sapamMu cucteMu. CTBOpPEHO
porpamMHy MOJIEINb Ui TeCTyBaHHs. HaBeneHo pe3yapTaTH aHami3y.

KiarouoBi ciioBa: xiactep, po3noin 3a1ad, aaropuTMH IUIaHYBaHHS.

Puc.: 6. bi6xn.: 5.

Relevance of research topic. In our time, computer technology is in almost all
spheres of human activity. This, in turn, forces the specialists in the field of
information and computer technologies to create new tools that would be able to
perform tasks quickly and qualitatively. Every year the software becomes more
flexible and perfect. Such programs consume more hardware resources. Initially, such
a task was solved by an increase in clock speed of the processor, but now in most cases
it is already impossible to do this because a certain limit is reached, or it is very
expensive. An alternative is to use several identical processors that can perform
different parts of one task in parallel. This approach makes it possible to significantly
reduce the time of the task. Systems that have many computing modules are called
clusters or grid systems. They have many advantages over noncommercial computers.
The main advantage is that they allow you to implement parallel execution and
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multitasking. Modern datacenters have thousands and millions of processors in their
structure, which allows them to serve a large number of users. On the other hand, the
end user is able to use these resources and not spend money on the purchase of
personal machines [1, 2, 3].

Formulation of the problem. The increase in the number of computing units and
the load on them on the one hand and the price of components on the other hand compel
system software developers to create task schedulers that would allow them to achieve
significant efficiency. The most important component of the task manager is the planning
algorithm. For a few reasons, the purpose of this article is to develop such a planning
algorithm that would enable a sufficient level of efficiency of the cluster system. An
existing algorithm based on static scheduling gives average performance values of 70% -
90%, the value of which can be significantly reduced with considerable granularity of the
computational task. The proposed algorithm is designed to solve this problem.

Analysis of recent research and publications. Since there has been a tendency in
the last years to increase the number of cores in processors, as well as the growing
popularity of technology, which provides the basis for scientific research on the topic of
multi-threaded computing. A number of algorithms and strategies have been created that
allow efficient allocation of resources of the cluster system. For an example, the DRF
strategy can be called [4]. It makes it possible to distribute resources among users
depending on their quotas. But this algorithm works at a higher level of abstraction, which
does not allow it to influence the distribution of tasks between processor cores [5].

Identification of unexplored parts of the general problem. The main
disadvantage of existing algorithms is that they have static scheduling using queues for
each computing unit. With great granularity of tasks it leads to significant losses of
efficiency. Also, the use of additional queues of tasks requires more system resources.

Setting objectives. The purpose of the research is to develop a new planning
algorithm that would increase the efficiency of the cluster for different types of tasks.

Presentation of the main material. The algorithm of dynamic distribution
of tasks for a cluster system.

For experiments and comparisons, a static planning algorithm will be
considered. It is based on the following approach. The scheduler transmits a task that
consists of n-th number of subtasks. We also have a computing system that includes k
processors or cores. The algorithm will distribute all available subtasks between the
kernels equally. Until all subtasks are executed, the system will not start the next task.
Schematically, the operation of this algorithm can be seen in Fig. 1.

Its main disadvantage is that scheduling occurs only at the stage of cluster
loading. If each of the subtasks has a different execution time, then after a certain
period of time, one kernel will complete its work, while others do not. This results in
lower efficiency. Also, the use of local queues for each core requires certain resources,
and if, with this number of these cores are large, then we will have significant losses of
RAM.
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Fig. 1. The structure of the static planning algorithm

The proposed dynamic planning algorithm is devoid of these disadvantages.
Planning occurs throughout the time of the task. It does not use local queues of
subtasks, but has one common queue. The distribution of tasks occurs dynamically.
This allows you to effectively distribute cluster resources. With this approach, the
scheduler saves the queue of tasks locally. The kernels have no queues. When the
subtask is completed, the scheduler gives the kernel a new task to execute.
Schematically it can be depicted as in Fig. 2.

NN

Fig. 2. The structure of the dynamic planning algorithm

To compare the algorithm's work, a number of experiments were carried out,
among which measurements of efficiency at different types. In the first experiment,
1000 tasks were generated with execution times from 1 to 10. Efficiency was 0.9 and
0.99 for static and dynamic planning methods, respectively. This is explained by the
fact that the static algorithm greatly depends on the granularity of the tasks, and the
dynamic is devoid of this disadvantage.

For the second experiment, tasks with the same execution time were generated.
The result of the planning for both algorithms was the same, and the efficiency
reached 1.

In the third experiment, the dependence of efficiency on the number of
processors for each of the algorithms will be analyzed. The results showed that, with
increasing number of kernels, the efficiency of each algorithm decreases, but the
performance of the second algorithm is better.
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In the fourth experiment, the dependence of efficiency from the runtime range on
each subtask was analyzed. The test system had 10 cores and 1000 subtasks. The results
can be seen in Fig. 3 and fig. 4. Based on them, one can conclude that the efficiency of
each of the algorithms does not depend on the range of the time of the task.

. - - ; 4
25 a0 75 0o 25

Fig. 3. The results of the fourth experiment for the first algorithm

Fig. 4. The results of the fourth experiment for the second algorithm

In the fifth experiment, the dependence of efficiency on the number of tasks in
the system was compared. The system has 10 nuclei, the time range for one task is
from 1 to 10. The results can be seen in Fig. 5 and rice 6. If the number of tasks is less
than the number of kernels in a cluster, then the efficiency is independent of the
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algorithm and has a rather low value. When increasing the number of tasks, the

efficiency increases for both algorithms.

200 400 600 800 1000

Fig. 5. Results of the fifth experiment for the first algorithm

0,5

200 400 600 800 1000

Fig. 6. The results of the fifth experiment for the first algorithm

Conclusions. Nowadays, multithreading calculations, and therefore algorithms
for distributing tasks between them, are used more and more often, which suggests that
this topic is very relevant. Two algorithms of task planning were analyzed in the work.

The proposed dynamic planning algorithm allows you to significantly increase

efficiency, so it can be used in modern systems. The average efficiency of the static
algorithm was 0.8 - 0.9, and the dynamic - 0.9 - 1, that is, you can get an increase to

20%.
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PO3SHINPEHA AHOTALIA

Kuxko Imurpo,
Cimonenko BaJepiii

AJIT'OPUTM JUHAMIYHOI'O PO3ITIOALITY 3AJAY
JIJIS1 KJIACTEPHOI CUCTEMU

AKTyaJIbHiCTh TeMH [IOCJHIIKEHHsl. Y Hall 4Yac KOMII'FOTEpHI TEXHOJIOTIl €
Maibke y Bcix cdepax Jroachkoi misibHOCTI. Lle, y cBoro uepry, 3mymrye (axiBLiB B
obmacti iHpopMamiiHUX Ta KOMITIOTEPHUX TEXHOJIOTIH CTBOPIOBATH HOBI IHCTPYMEHTH,
SIKi MOTJIM O IIIBHJIKO 1 SIKICHO BUKOHYBaTH 3aBnaHHs. [1lopoky mporpamue 3abe3neueHHs
cTae OUIbII THYYKUM 1 JOCKOHAIMM. Taki mporpamu CIIOKMBAIOTH OLIbIIE amapaTHUX
pecypciB. CriodaTKy Take 3aBJaHHS BUPINIYBAJOCS 30UTBIIIEHHSIM TAaKTOBOI YacTOTH
mporiecopa, aje Terep y OUIBIIOCTI BHIIAJIKIB 1€ BXKE HEMOMIIMBO 3pOOUTH, TOMY IO
JOCATHYTa IE€BHA MeXa, abo 1e IyXe A0poro. AJBTEpPHATUBOIO € BHKOPHUCTAHHS
JEKUIBKOX 1IEHTUYHMX TPOLIECOPIB, SIKI MOXYTh BUKOHYBATH Pi3HI YACTHHH OJHI€T 3a/1a4i
napanenbHo. Takuil MiaXiZ Ja€ MOXJIMBICTH 3HAYHO CKOPOTHTH Yac BHUKOHAHHS
3aBmaHHsA. CucreMu, sKi MarOTh 0Oarato OOYHMCITIOBAIBHUX MOJYJIIB, HA3WBAIOTHCS
KJacTepamMu abo0 CITKOBUMH CcHUcTeMaMd. BoHM MaioTh Oarato mepeBar mepen
HEKOMEepLUIMHUMH KoMn'torepamu. OCHOBHa IiepeBara IoOJisira€ B TOMY, II0 BOHHU
JI03BOJISTIOTH 3/1MCHIOBATH TapajielbHe BUKOHAHHS 1 Oarato3agauHicts. CydacHi EHTpU
00pOOKM JaHUX MAIOTh THCS4i 1 MUTBHOHH MPOLIECOPIB y CBOiM CTPYKTYPI, IO JO3BOJISIE
iM 0OcmyroByBaTH BeNWMKY KUIBKICTh KOPUCTYBauiB. 3 iHIIOro OOKy, KIHIIEBHMA
KOpPHCTYBa4 MO>KE€ BUKOPHCTOBYBATH IIi PECYPCH 1 HE BHTpavaTH TpOIIi HAa MPUIOAHHS
OCOOHMCTHX MAIllFH.

ini pocaimkennsi. 30UIBIICHHS KUIBKOCTI OOYHCIIOBAIBHUX OJUHHUIL 1
HABAaHTKEHHS Ha HHUX, 3 OJHOTO OOKy, 1 I[iIHM KOMIIOHEHTIB, 3 iHIIOro OOKY,
3MYIIYIOTh PO3POOHMKIB CHCTEMHOTO MPOrpaMHOro 3a0e3ledyeHHs CTBOPIOBATH
IUTAHYBAJIBHUKHA 3aBJlaHb, IO JO3BOJUTH IM JOCSITH 3HAYHOI e(EeKTUBHOCTI.
HaiiBa)xmuBIIMM KOMIIOHEHTOM MEHEDKepa 3aBJaHb € aITOPUTM IUIAaHYBaHHSA. 3
KUTBKOX MPUYWH, METOIO ITi€1 CTATTi € po3po0OKa TAKOTO AITrOPUTMY IUIAaHYBaHHS, SIKAN
J03BOJIMTH 3a0€3MEUNUTH JIOCTATHI piBeHb €(PEKTHBHOCTI KIACTEPHOI CHUCTEMH.
IcHyrounii anaroput™, 3aCHOBAHMM Ha CTATUYHOMY IUIAHYBaHHI, [Ja€ CepeaHil
noka3Huku mnpoayktuBHOcTi 70% -90%, BenmnumHa SAKUX MOXe OyTH 3HA4YHO
3MEHIIIEHA TP 3HAYHIN Jeraiizaimii 004YHCIIOBAIBHOTO 3aBIaHHS. 3alpOIIOHOBAHUI
JITOPUTM MPU3HAYEHUH TSI BUPIICHHS i€l TPOOIeMH.

AHaJIi3 aKTyaJbHUX HAYKOBHUX JIOCJIi/KeHb Ta NUTaHb. OCKIJIbKY B OCTaHHI
POKH CITOCTEpITra€ThCsl TEHICHINS 10 30UIBIICHHS KUTBKOCTI siIep y Mpoiecopax, a
TAaKOXX 3pOCTA040l TMOMYJSIPHOCTI TEXHOJIOTIH, IO € OCHOBOIO Ui HAyKOBHUX
JOCIIDKeHh Ha TeMy 0araronmoToKoBHX o0uucieHb. CTBOPEHO psA aJrOpPHTMIB 1
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CTpaTeTidd, MO J03BOJIAIOTh €(DEKTHBHO PO3MOAUIATH PECypCH KIACTEPHOI CHUCTEMH.
Hanpuknan, moxna Ha3zBatu crpaterito [IP®. lle nmae MOXIUBICT PO3MOAUISITH
pecypcu MK KOpUCTYBadaMH 3ajie)KHO BiJl X KBOT. AJle mel aJropuTM MpaIioe Ha
OUTBII BUCOKOMY piBHI aOCTpakilii, 0 HE JO3BOJISIE BIUIMBATH HA PO3MOALI 3aBJaHb
MIX SIpaMU TTPOIIECOPIB.

HeBuBYeHi YacTHMHH 3arajibHUX NUTAHb BU3HA4YaKTb. OCHOBHUM HeEO-
JIKOM ICHYIOUHMX aJTOpPUTMIB € T€, IO BOHM MAalOTh CTAaTUYHE IUIAHYBAaHHS 3
BUKOPDHCTAHHSAM dYepr Ui KOXXHOTO OOYHCIIOBAIHHOTO OJIOKY. 3  BEJIHKOIO
JeTaIli3aIi€er0 3aBAanb 1€ MPU3BOJIUTE 10 3HAUYHUX BTpaT edextuBHOCTI. Kpim ToTrO,
BUKOPHCTAaHHS JOJATKOBHX Yepr 3aBJaHb BUMAarae OUTbIIOi KITBKOCTI CHCTEMHHUX
pecypciB.

Merta pociigxeHHsi. MeToio JOCTIKEHHS € po3poOKa HOBOTO alITOPUTMY
TUTaHyBaHHS, KA OM MiABUIIMB €(PEKTUBHICTh POOOTH KiIacTepa s Pi3HUX THUIIIB
3aB/IaHb.

Bukiaang ocHoBHux MmatepianiB. [IpoBeneHo TOpIBHSHHS —alTOPHUTMIB
CTaTUYHOTO Ta JUHAMIYHOTO IuTaHyBaHHsS. Po3poOieHO Monenb Ui TeCTyBaHHS.
[TpoBeneHo MOJIETIOBAHHS [Tl PI3HUX THUIIIB 3aBllaHb. JIMHAMIYHUIN aJTOPUTM ITOKa3aB
XOpOIIIl TOKA3HUKHU.

BucnoBku. ChOorofHi BCE 4YacTille BHKOPUCTOBYIOTHCS 0araTOMOTOYHI pO3-
PaxyHKH 1, OT>KE, aITOPUTMHU PO3MOILTY 33124 MK HUMH, 1[0 TOBOPHUTH PO TE, IO LIS
TeMa JyXe akTyajdbHa. Y pPOOOTI TpOaHaTi30BaHO JBa AQJITOPUTMHU IUIAHYBAHHS
3aBlaHb. 3alpONOHOBAHHWN AITOPUTM JUHAMIYHOTO TUIAHYBAHHS JIO3BOJISIE 1CTOTHO
MiABUINATH €(EeKTUBHICTh, TOMY WOTO MOKHAa BHKOPHCTOBYBaTH B CYYaCHHUX
cUcTeMax.

KarouoBi cioBa: xinacrep, po3mnoais 3aB1aHb, aITOPUTMH IUIaHYBAHHS.
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Oleksandr Dolynnyi,
Alla Kohan

METHOD OF SDN CLUSTERING USING CONNECTIONS
DENSITY DISTRIBUTION

Ounexcanap JlouHHMiM,
Anna Koran

CIIOCIB KJIACTEPU3AILIII MEPEKI SDN
3 YPAXYBAHHSAM PO3IOALTY INIVIBHOCTI 3B'SA3KIB

The paper proposes method of SDN clustering using connections density
distribution that solves the problem of controller load balancing.

Key words: SDN, network clustering, controller placement problem.

Fig.: 2. Tabl.: 1. Bibl.: 3.

VY poboTi 3amponoHoBaHo crocid kimactepusamii mepexxi SDN 3 ypaxyBaHHSIM
PO3MOALTY LIUTBHOCTI 3B’SI3KiB, IO BHPINIYE MPOOIEMy PIBHOMIPHOTO HABAHTAKCHHS
KOHTPOJIEPIB.

KawuoBi caoBa: SDN, xiactepusamis Mepexi, 3agada po3TallyBaHHS
KOHTpOJIEpA.

Puc.: 2. Ta6u.: 1. Bi6a.: 3.

Relevance of research topic. The efficient SDN management is a pending
problem because of the wide spread of such networks and their increase in scale during
recent years. To solve this problem we need to define network structure efficiently,
that is, to split the network in to a number of subnetworks and to place a controller at
the optimal position in each of them.

Formulation of the problem. As SDN separates control and data planes, the
problem of controller placement arises, that is, how many controllers should be in a
network and how exactly they should be placed. In this paper we propose a method of
controller placement based on connections density distribution.

Analysis of recent research and publications. Some works have proposed
heuristic algorithms to solve the controller placement problem and defined this as
multi-objective combinatory optimization task. However, for a large-scale network
such algorithms demonstrate an unreasonably high solution time [1].

On the other hand, there exists an approach in which controller placement is
determined by certain defined metrics.

One such method is density based controller placement (DBCP), which uses nodes
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clustering algorithm based on density distribution. These nodes have higher quantity of
connectivity inside the cluster and lower quantity of connectivity with nodes from other
networks, thus there is one and only one controller in each subnetwork [2].

Selection of unexplored parts of the general problem. In a real life network
when performing clustering the task of controller load balancing arises. This task has
not been solved in the original DBCP algorithm.

Target setting. We proposed a modification of DBCP algorightm so as to
ensure the balanced controller load.

The statement of basic materials.

The density based clustering algorithm three main steps: density analysis,
density based clustering and controller placement. The metrics that is introduced in the
modified algorithm for the choice of controller’s position is the index of proximity to
the cluster’s margin.

In general, the clustering network algorithm based on density distribution
consists of three main steps:

1) analyze the distribution local density distribution throughout network of routers;

2) according to the found values of density and distance from the current node
to the node with a higher density, divide the network routers in clusters;

3) solve the task of selecting a placement for one controller in each subnetwork
according to the given criterion.

During the first stage, the topology of the network is analyzed for the presence
of higher connected groups of routers. For each router, the density of the local
connections d and the distance r to the router with the higher value of the local density
is calculated.

The metric that is additionally introduced in the modified algorithm is the index
of proximity to the boundary of the cluster s, to distinguish vertices with similar local
densities of nodes. Let the router }J have a local density d. For each router V; we define
the set of neighboring routers N(Vi), each of them has a greater or equal local density.
Then, according to the formulas of the information entropy theory [3], the index of
proximity to the cluster boundary can be calculated by the following formula:

N (Vi) j N (Vi)
Srpi Z—log , aeD = Zdj
J

Then, during the second stage of clustering, the cluster assignment procedure
for the current node needs to be corrected. As the firstly allocated cluster was defined
as closest to the current vertex, then we will sort the vertices by increasing the
proximity index to the cluster boundary in modified algorithm.

For all vertices included in the N(Vi) set, we sort by the local density value in
descending order, and we try to attach a vertex to a cluster that contains a router with a
higher local density value and contains the ability to expand.
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Figure 1 examines the example of the network, while the simulation has set the
limit of 6 vertices to the size of the cluster. The simulation results are reproduced in
Figure 2 and in Table 1.

Fig. 2. Clustering algorithms’ results considering maximum load limitation
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Table 1

Clustering algorithms’ results considering maximum load limitation

Node 1d d r Sep Node 1d d r Sep
1 4 1 0.91 18 9 3 0.0
2 8 1 0.0 19 6 2 0.0
3 8 1 0.99 20 7 1 0.0
4 10 3 0.0 21 5 1 0.99
5 6 1 0.95 22 7 1 1.0
6 6 1 0.98 23 6 1 1.0
7 8 1 0.0 24 6 1 0.98
8 4 1 0.0 25 6 1 0.98
9 4 1 0.99 26 8 3 0.0
10 5 1 0.96 27 6 1 0.0
11 6 1 0.0 28 7 1 0.0
12 6 1 0.98 29 6 1 0.99
13 5 1 0.0 30 7 1 0.0
14 5 1 0.99 31 9 3 0.0
15 5 1 0.99 32 8 1 0.0
16 9 1 0.0 33 6 1 0.99
17 8 1 1.0 34 3 1 0.0

Conclusion. In our paper we have proposed an algorithm of network clustering
using connections density distribution. An example of the algorithm’s work has been
demonstrated. The use of the proposed algorithm will allow to increase network
clustering efficiency taking into account controller load.
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EXTENDED ABSTRACT
Oleksandr Dolynnyi, Alla Kohan

METHOD OF SDN CLUSTERING
USING CONNECTIONS DENSITY DISTRIBUTION

Relevance of research topic. AkryajabHicTh Temm pociigxeHHsi. The
efficient SDN management is a pending problem because of the wide spread of such
networks and their increase in scale during recent years. To solve this problem we
need to define network structure efficiently, that is, to split the network in to a number
of subnetworks and to place a controller at the optimal position in each of them.

Formulation of the problem. As SDN separates control and data planes, the
problem of controller placement arises, that is, how many controllers should be in a
network and how exactly they should be placed. In this paper we propose a method of
controller placement based on connections density distribution.

Analysis of recent research and publications. Some works have proposed
heuristic algorithms to solve the controller placement problem. However, for a large-scale
network such algorithms demonstrate an unreasonably high solution time. On the other
hand, there exists an approach in which controller placement is determined by certain
defined metrics. One such method is density based controller placement (DBCP).

Selection of unexplored parts of the general problem. In a real life network
when performing clustering the task of controller load balancing arises. This task has
not been solved in the original DBCP algorithm.

Target setting. We proposed a modification of DBCP algorightm so as to
ensure the balanced controller load.

The statement of basic materials. The density based clustering algorithm
three main steps: density analysis, density based clustering and controller placement.
The metrics that is introduced in the modified algorithm for the choice of controller’s
position is the index of proximity to the cluster’s margin.

Conclusion. In our paper we have proposed an algorithm of network clustering
using connections density distribution. An example of the algorithm’s work has been
demonstrated. The use of the proposed algorithm will allow to increase network
clustering efficiency taking into account controller load.
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TRAFFIC ENGINEERING METHOD
FOR SOFTWARE-DEFINED NETWORKS
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CIIOCIb KOHCTPYIOBAHHS TPA®IKA
B IIPOI'PAMHO-KOH®IT'YPOBAHUX MEPEKAX

The paper considers traffic engineering (TE) in software-defined networks
(SDN). A brief overview of the features of the SDN that allows improving of traffic
engineering efficiency is presented. Given the features of the SDN technology, we
propose a traffic engineering method that reduces packet loss and forwarding delay
through dynamic re-routing. An example of the traffic engineering process in the
conditions of an estimated link load changes is given.

Keywords: traffic engineering, dynamic re-routing, software-defined networks.

Fig. 2. Bible: 8.

VY poGoti po3rnsHyTi nutaHHS KoHCTpyroBaHHs Tpadika (TE) B mporpamuo-
KoH(pirypoBanux mepexax (SDN). HaBenennii kopoTkuii orysan ocodnmuBocteit SDN,
SK1 TMO3BOJIAIOTH MiABUINNATH €(EKTHUBHICTh KOHCTPYIOBaHHS Tpadika. 3 ypaxyBaHHIM
ocobmmBocteit Texnosorii SDN 3ampornoHoBanuii crmocid KOHCTpyIOBaHHS Tpadika,
SKHI T03BOJISIE€ 3HU3UTH BTPATY MAKETIB Ta 3aTPUMKY MEPECUIIAHHS JaHUX 32 PaXyHOK
IMHAMIYHOI ~ pemapmipyTtusanii. HaBeneHo mpukiazg MOAETIOBAHHSA — IMPOLECY
KOHCTpYIOBaHHS Tpadika B yMOBaX MPOTHO30BAHOI 3MIHU 3aBaHTAXCHHS KaHAIB
3B'SI3KY.

KawouoBi cjoBa: koHcTpyroBaHHs Tpadika, AMHaMIYHA peMapuIpyTH3allis,
POrpaMHO-KOH(ITYpOBaHI MEpexi.

Puc.:2. bi6n.: 8.

Relevance of research topic. Modern trends in the rapid growth of cloud
computing, Big Data, the Internet of Things and other technologies require greater
flexibility and speed from computer networks. Also, modern networks are
characterized by their large size and heterogeneity of equipment from different
vendors. This complicates the task of traffic engineering (TE), which aims to optimize
the network. One of the main tasks of traffic engineering for large networks is the task
of load balancing of the network links.
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Target setting. In order to solve the problem of traffic engineering, the use of
technology of software-defined networks (SDN) is becoming promising, as it allows
easier traffic management and more effective utilization of network resources [1].
Unlike traditional computer networks, SDN has a global view of the network state and
can control its processes in a flexible way. This is achieved with the help of a
centralized controller, which is responsible for the configuration and management of
the network at the software level.

Analysis of recent research and publications. In [2] an overview of different
traffic engineering methods for SDN is presented. The advantages of using SDN
technology to solve the problem of load balancing are given.

In order to increase the efficiency of traffic management in networks, multipath
routing methods are widely used. A centralized generation of multiple paths in SDN
based on multipath routing can reduce traffic engineering time and improve the quality
of service (QoS) [2]. Equal-Cost-Multi-Path (ECMP) algorithm is a popular solution
for multipath routing in SDN, however it does not consider the load of network
resources [3].

In [4] and [5] authors propose to determine big traffic flows that are routed on
the least loaded paths. In [6] authors suggest distributing traffic based on pre-
calculated optimal and suboptimal routes. These methods, however, lack sufficient
flexibility to be able to dynamically respond to changes in network load. This is taken
into account in [7], whose authors propose a traffic engineering method with the
ability to perform dynamic re-routing.

Defining the unexplored parts of the general problem. The dynamic nature
of the networks requires a quick response to changes in the state of network links.
Therefore, the task is to develop a method for traffic engineering with the ability to
perform dynamic re-routing to avoid links overloading.

The research objective. The task is to develop a method for traffic engineering
in software-defined networks with the ability to dynamically reroute packets for
predicted download of communication lines.

Statement of the main material. Statement of the main material. In this paper,
we propose a method for traffic engineering that allows performing load balancing for
links in the network

The calculation of the paths takes place centrally in the SDN controller. With
the help of the modified wave algorithm [8] a set of all paths is formed between
different nodes of the network. The advantage of this algorithm is that when paths are
formed between two nodes of the network, paths between nodes arranged between
them are formed simultaneously. The path information is stored in the routing tables
on the network switches that are updated by the SDN controller. Since the SDN
controller has a global view of the entire network, it can quickly update route
information on switches.
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The task that is to be solved during traffic engineering depends on the choice of
the metric which will be used by controller to determine the best routes. This can be
the length of the path, the delay time, the load capacity of the channel, and so on. In
this paper, as a metric, the link utilization at the given time, as well as the predicted
link utilization is used. The link utilization for link d; is calculated by formula:

di = (1)

Bi,

where Vir is traffic volume, and Bi is link’s bandwidth.

Forecasted link utilization is defined as maximum value of the forecasted link
utilization change over a given time period Az. We consider that SDN has the
forecasted statistic of link utilization change over some time, for example, over a day.

When traffic enters the network, it is routed on the best path. The best path is
defined as a path that has a minimum current utilization, and the forecasted utilization
for which is not the maximum among other alternative paths. The SDN controller
updates the route metric with some specified frequency. If the current link utilization
value or its forecasted value reaches the maximum, then there is a need for re-routing
to avoid overloading the channel, otherwise network performance will be degraded.

If the traffic has been assigned to a route in which the maximum utilization is
observed or expected, another optimal path will be selected for the transfer of the next
packet. Consider the re-routing process as an example. Let us consider a traffic flow
that needs to be forwarded from node 1 to 5(Fig.1).

Fig.1. A graph for a part of network topology

Consider that the traffic flow was assigned to the route 1-2-5, for which a full
utilization of link 2-5 is forecasted. A new route needs to be determined to re-route the
traffic in order to avoid packet loss. For this, the SDN controller, knowing the required
packet transfer time ¢, compares the forecasted utilization of alternatives routes over ¢
(Fig.2).

Route which has the minimum link utilization over time t among other routes
will be chosen as an optimal route. In the example above, this is route 1-4-5. Although
the current utilization for this route is greater than the one for route 1-3-5, if traffic is
sent there, there is a possibility of overloading the route, which will lead to degrading
of network performance.

This allows us to distribute traffic more evenly and to avoid future need for
additional re-routing because of the maximum link utilization.
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1 - 1 - —

Transfer time ¢ Transfer time ¢
ey Q)

- = Maximum utilization of the route
E— Forecasted utilization of the route

------------ Forecasted utilization of the route after the new traffic is re-routed
there

Fig.2. Forecasted change of utilization for routes 1-3-5 (1) and 1-4-5 (2).
Maximum link utilization is 1

Conclusions. The problem of traffic engineering in modern networks was
considered. And overview of existing solutions was made and the task of developing
an effective way of traffic engineering in software-defined networks was defined. A
method for traffic engineering with the ability of dynamic re-routing, which
reconfigures traffic based on information about the forecasted link utilization change,
was proposed. The proposed method allows increasing the efficiency of traffic
engineering and ensuring a more even loading of communication links in the network.
As a further study, the task of forecasting the link utilization can be considered.
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PO3SHINPEHA AHOTALIA

Jlapina Ipuna CepriiBna, Koran Anna BikropiBHa

CIIOCIb KOHCTPYIOBAHHS TPA®IKA
B ITPOI'PAMHO-KOH®ITI'YPOBAHUX MEPEKAX

AKTyaJbHicTh TeMH J0caizkeHHsl. CydacHi TeHIEHIII CTPIMKOTO 3pOCTaHHS
XMapHHX oOumcienb, Big Data, [aTepHery pedeid Ta IHIIMX TEXHOJOTiIH BUMararoThb
Bil KOMI'IOTEPHUX MepeX OUIBIIOI THYYKOCTI Ta MMBHAKOAIL. TakoX Cy4acHUM
MepexaM XapaKTEpHI BEIMKHN pO3Mip Ta HEOJHOPIAHICTH OOJMAHAHHS BiJ PI3HHX
BupoOHHKIB. Lle yckmanuioe 3amauy xoncrpyoBanua tpadika (TE), sxa mae 3a mety
ONITUMI3aIlit0 POOOTH MEPEXKi.

IHocTranoBka npo6Jemu. /{5 BupiieHHs 33724l KOHCTPYIOBaHHs Tpadika Bce
OUTBII MEPCIIEKTUBHUM CTa€ BUKOPUCTAHHS TEXHOJIOTIi MPOTrpaMHO-KOH(DIrypoBaHHX
mepex (SDN). Texuomoriss mpeacTaBise IHTEpeC 3aBISKH — apXITEKTypHIN
0COONMMBOCTI, fKa TOJNSITa€ B HASBHOCTI ILEHTPATi30BAaHOTO KOHTPOJIEPY, IO
BIJINIOB1/1a€ 32 KOH(Iryparito Ta KepyBaHHS MEPEKEIO.

AHaJi3 ocraHHix aociaizkenb i myOuikamii. IIpoTsrom ocrtaHHIX KUTBKOX
POKIB 3pOCTa€ KiIbKICTh POOIT, MPHUCBSUEHUX MPOOJIeMi KOHCTPYIOBaHHA Tpadiky B
mepexax SDN. bararonuisxoBi MeTonn MapiipyTH3allii MHUPOKO BUKOPHCTOBYIOTHCS
IUISL TABULICHHS €(EKTUBHOCTI KOHCTPYIOBaHHS Tpadiky B Mepekax, M0 CKOpPOUye
Jac KOHCTPYIOBaHHs Tpadiky i mokpamrye skicTh oocayroByBanHs (QoS). Po3pobneni
criocoOM KOHCTPYIOBaHHS Tpadiky, M0 BpPaxoBYIOTh 00’€éM MOTOKIB Tpadiky i
MOTOYHUI CTaH KaHATIB JJIsl ONITUMAJILHOTO PO3MOALTY TpadiKy B MEpPExi.

BujginenHss HegocHiIKeHUX YACTHH 3arajbHoOi mpodjemu. JlMHamiuyHWii Xa-
paKTep Mepex MmoTpedye MBHUIKOI PEAKIlii Ha 3MIHH CTaHy JIiHIH 3B’s13Ky. TOMYy MocTaBjeHe
3aBIaHHS PO3POOHUTH CrHoOCi0 KOHCTpYIOBaHHA Tpadika 3 MOXKIMBICTIO CBOEYACHOI
IMHAMIYHOI peMapIIpyTH3AIlii TAKETiB U1 yHUKHEHHSI IepeHABaHTA)KEHHS KaHAJIIB.

IlocTanoBka 3aBAaHHA. 3aBAaHHAM € PO3POOUTH CIOCIO KOHCTPYIOBAHHS
Tpadika B TPOrpaMHO-KOH(IrypoBaHMX Mepekax 3 MOXIHUBICTIO IMHAMIYHOI
peMapIIpyTH3aIlii MaKeTiB 3a MPOTHO30BAHUM 3aBAHTAXKECHHSM JIiHIN 3B’ SI3KY.

BukJ/ageHHs1 0OCHOBHOI0 MaTepiajy. Y naHiil poOoTi 3aIporoOHOBaHUN CIIOCIO
KOHCTpYIOBaHHS Tpadika, SKHA J03BOJIsi€ 3abe3nmeunTH OUThIl  PiBHOMIpHE
3aBaHTAXECHHA KaHAJIiB B MeEpeXi. 3amporoHOBaHWN CHOCIO BKIO4ae B cebe
MO>JIMBICTh TUHAMIYHO peMapIIpyTH3allii, KO0 KOHTPOJIEP crocTepirae abo ovikye
MaKCUMaJbHE 3aBaHTAKCHHSI KaHAJIB Ha IUIAXY Tpadiky.

BucnoBku. byB 3amponoHoBaHWii crmoci0 KOHCTpyroBaHHS Tpadika 3
MOJIMBICTIO JAMHAMIYHOI peMapiipyTu3amii, SKAHd TPOBOAUTH pPEKOH(Iryparito
Tpadika Ha OCHOBI iH(OpPMAIIit0 TPO MPOTHO30BAHY 3MiHY HaBaHTA)KCHHS KaHAIIB.

KawouoBi cjoBa: koHCTpyroBaHHsS Tpadika, AMHAMIYHA peMapuIpyTH3allis,
POTrpaMHO-KOH(ITYpOBaHI MEpexi.
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THE ORGANIZATION OF PARALLEL COMPUTATIONS IN
HETEROGENEOUS COMPUTING SYSTEMS

JMemunk Banepiii, Tuzyns Biradnii,
PycanoBa Oubra, Kopoukin OJiekcanap

OPT'AHI3ALIA ITAPAJIEJIBHUX OBYUCJIEHD
B I'ETEPOI'EHHUX KOMII'IOTEPHUX CUCTEMAX

The article deals with the method of computing in heterogeneous multicore
CPU+GPU systems. The results of an investigation of the effectiveness of methods for
the task of text recognition using the technology of neural networks.

Key words: CPU, GPU, core, thread, parallelism, granularity, fork-join.
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B crarTti posrmsmaerscs cmoci® opraizamii oO4yMcieHpr B 0araTosIEpHUX
rereporenHux CPU+GPU cucremax. HaBogsTbcss pe3ynbTaTH — JOCIHIIKEHHS
e(eKTUBHOCTI METOJMKH Il 3a7ad PO3Mi3HABaHHS TEKCTy 3 BUKOPUCTAHHIM
TEXHOJIOT1i HEHPOHHUX MEPEXK.

Kurouosi cioBa: CPU, GPU, siipo, noTik, mapaneni3m, 3epHUCTICTh, fork-join.
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Relevance of research topic. Heterogeneous computer systems (HCS) are
computer systems that contain several heterogeneous computing elements. HCS with
CPU / GPU architecture it’s a type of HCS systems equipped with a graphic processor.
In a simplified format, the GPU model can be described as a set of a large number of
simple processing elements of the same type. Each of these elements is much cheaper
than its CPU analog. This contributed to the significant development of the GPU in
terms of increasing the number of cores in it, and at present, the average number of
cores in the GPU reaches a half a thousand. However, as practice has shown, if a
heterogeneous computer system, which includes both the CPU and the GPU, is not
busy working with complex graphics, then the computing power, that is presented in
the current GPU, is superfluous, calculations are conducted so fast that most of the
time the GPU cores idle in waiting for the next task.

Using this powerful and cheap computing power is a clear and logical solution
of the problem of increasing computing productivity. With the integration into the
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GPU of programmable shader blocks, it became possible to program normal user
computing on this device. This technique was called GPGPU (General-purpose
Computing on Graphics Processing Units) and became an important breakthrough in
the development of modern computer technology. The first Nvidia graphics processors
that support CUDA technology (Compute Unified Device Architecture - the
implementation of GPGPU technology from this company) were not cheap and
affordable. However, other GPGPU implementations appeared quite quickly,
including the OpenCL framework, which allows you to program for all types of GPU,
not only for Nvidia, but, for example, AMD. Also, apart from the fact, that OpenCL
supports more GPUs than CUDA, these GPUs are usually cheaper and simpler, this
technology is usable even with regular graphic cards.

Formulation of the problem. When programming for the CPU+GPU HCS, the
most important part is to understand in which cases it is advisable to connect the GPU
calculations, and in which cases better performance can be gained only by the use of
the CPU. It's important to understand, when the increase in GPU performance reduces
delays due to the data transfers between it and the CPU. Also, since both components
of such a heterogeneous system are capable of computing, a possible option for
concurrent computing that a CPU may not wait all the GPU computing time, but
process some of the calculations on its own computing power. Therefore, it is
important to find a balance, an optimal division of the input data between tasks, which
will provide minimizing of the idle time during heterogeneous computing.

Analysis of recent research and publications. In recent years, more and more
scientific articles and diploma papers about a calculation using graphic processors
have appeared [4-12]. However, an overwhelming majority of them consider this
question only from the point of view of choosing the better device for calculations
between CPU and GPU. And there is not so much works about using both of devices
for calculations at the same time. Moreover, in most of them the problem is considered
in the context of solving classical problems of linear algebra, cryptography, and
implementations of hyperparallel test algorithms [5-8]. Features of the deployment of
high-speed neural networks are considered [9] only on the examples of some typical
problems for neural networks, among which there is no one example of the most
popular tasks - recognition and classification of images. The solution to this problem
within a heterogeneous computer system is presented in one work [10], but only for
mobile systems, which are obviously less developed and productive, than classical
stationary systems.

The question of finding an optimal distribution of computational load between
the CPU and the GPU was also considered only in the context of solving typical
mathematical problems and implementation of test parallel algorithms [11].

Identification of unexplored parts of the general problem. Research of the
efficiency of parallel computing in heterogeneous computer systems is usually carried
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out on the classical problems for such studies - vector-matrix operations and
implementations of various test parallel algorithms [5-8]. However, the main area in
which today such systems are actually used are systems of artificial intelligence and
neural networks. This is explained by the fact that by itself the neural network involves
the simultaneous execution of a large number of elementary tasks, its structure is
similar to the structure of the GPU. It is necessary to show the described problem on
one of the classical tasks of this sphere.

It is also important to consider, that the heterogeneity of the system, and,
accordingly, the need for the exchange of data between its components can lead to a
situation, where the time, spent on the preparation and transmission of data and the
collection of results, can slow down the acceleration of distributed computing.
Therefore, it is necessary to consider in more detail the search for an optimal
distribution of the data between the components of the system in order to provide a
minimal idle time of one computing processor relatively to the other.

Also, in this work an own method for increasing the efficiency of parallel
computing in heterogeneous computer systems is proposed, which is based on the
application of combined parallelism [1] [2].

Problem statement. The task is to develop a program for recognizing text on
images based on a neural network and focused on parallel work in a heterogeneous
computer system. The program has to implement combined parallelism, as well as the
ability to divide the percentage of processing data between the CPU and the GPU. The
input data for a task is an image with letters, numbers, characters in the PNG format,
as well as the percentage of GPU loading. Output data is the text string and the time it
took to receive result.

Developed program has to be tested in various heterogeneous computer systems
and show conclusions about the effectiveness of the proposed approach.

Combined parallelism. The simplified version of the CPU / GPU interaction
scheme looks like this: from the CPU through the interface (for the external GPU it is
PCI - Peripheral component interconnect) a set of instructions that must be performed
on each core of the GPU is sent; Through the GPU controller, each core is configured
for these instructions; The CPU then sends a set of data with which the GPU has to
work; The GPU controller distributes this data between available cores, and after
completing computing, it collects the results and sends it to the CPU. The instruction
sets for relatively simple GPUs are small in size (several rows of program code) and
simple in their structure (usually elementary mathematical and logical operations). We
can say that the cores of the graphics processor itself implements the fine-grained
parallelism calculations. However, with the advent of PCI interfaces of 2.1 version and
above in heterogeneous computer systems, the possibility of parallel data transfer
between CPU and GPU has appeared, which allows you to organize combined
parallelism in the system.
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This approach is based on the simultaneous use in the program of two types of
parallelism: medium-grained and fine-grained. At the same time, the parallel program
includes a set of traditional threads along the number of cores of the CPU (parallelism
of medium-grain size). Each of these threads implements fine-grained parallelism by
creating sub-threads using appropriate Fork-Join tools [7]. These small threads are
used only for calculations. Additionally, as noted above, each of the medium-grain
threads can interact with the GPU without delay, sending the necessary data to the
graphics processor and taking the results of its work. In the GPU, the calculations are
transferred to a large number of small threads, each on a separate core.

Previous studies [1] [2] proved the effectiveness of combined parallelism in the
organization of overloaded parallel computing.

Analysis of the means of implementation. The main part of the program is
written using the C# language. This multiparadigm language allows you to write
program code for necessary task quickly and conveniently. In addition, in previous
studies [1] [2], the means of C# language demonstrated their high efficiency in the
implementation of all types of parallelism, including the combined one.

Calculations on the graphics processor are organized by the OpenCL
framework, because it integrates seamlessly with the C# language and supports a large
lineup of conventional GPUs. In addition, existing research shows its high
performance, at the level of Nvidia CUDA [12].

Test results. Testing of programs was carried out on two different
heterogeneous computer systems, which had the following parameters:

1. CPU: Intel i5-7200u, 2 cores, 4 threads, maximum frequency 3.1 GHz. GPU:
AMD Radeon R5 M420, 1030 MHz, 320 processors, 2 GB of memory;

2. CPU: Intel Core 17-7700HQ, 4 cores, 8 threads, maximum frequency 3.8 GHz.
GPU: NVIDIA GeForce GTX 1050 Ti, 1030 MHz, 768 processors, 4 GB of memory;

Software: Windows 10, .NET Framework 4.7, OpenCL 2.2.

Graphs below showing the dependence of the program's running time on the
number of threads involved in it, as well as the data distribution between the CPU and
the GPU. The graphs are presented separately for the situation, when the program
processed a large amount of data (text recognition of 1000 characters), and for the
situation, where the program worked with a small amount of data (200-character text
recognition). Graphics are shown for both systems (1-2) in which the testing was
conducted.

The following two graphs show the dependence of the program's performance
on the amount of text that is submitted for recognition for cases where all data
processing is carried out only on one of the elements of the system. The point of
intersection on these graphs shows the turning point of the dependence. That is, if you
submit text that is larger than this volume, then the efficiency of the use of recognition
calculations on the CPU is reduced, and the efficiency of the use of the graphics
processor is increased.
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The following two graphs show the dependence of the program's performance
on the amount of text that is submitted for recognition. The data in this case is
distributed as follows: 40% for the CPU and 60 % for the GPU, since, as seen from the
previous graphs, this kind of distribution achieves maximum program performance in

all cases.
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Fig. 4. Graph of calculation time according to the volume of text and number of threads.
Balance point is 40/60. Systems 1 (left) and 2 (right)

Conclusions. The results of the test showed the effectiveness of heterogeneous
computing systems in implementing the solution of the problem by means of C# and
OpenCL. Applying the calculations to the graphics processor, along with the
calculations at the CPU, allowed to significantly reduce the program execution time. In
the process of research, in practice, the hypothesis of the existence of some of the most
effective balance of data split between the CPU and the GPU has been confirmed.

Regarding the direct speed of the program work, the turning point can be
considered as a text recognition of 600 characters. From the results it is clear that in
the process of recognizing the text of less than 600 characters, the loss of time due to
the exchange of data with the GPU is quite critical. It is because of sending a large
percentage of data to the GPU nullifies the entire increase in performance from its use.
It is desirable to send relatively a small amount of data to the graphics processor, so
that it is accepted before the completion of computing on the central processor. In the
case of text recognition over 600-700 characters, the situation is diametrically
opposed. In this case, it is advisable to use the central processor only the role of
administration and a small amount of computations, and the main part of data should
be send to the graphics processor.

For all target systems considered, regardless of the amount of data processed by
the program, the balance of 60/40 was the most optimal, that is, if the program
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organizes the distribution of data, so that 60% of it is sent to the GPU, and the
remaining 40% was left to process on the CPU, then it will provide the minimal idle,
which allows you to get the most possible performance. Further offset of the balance
in the direction of the GPU (for processing more than 600 characters) or CPU (for
processing less than 600 characters) led to insignificant increases of performance,
compared with the previous increases.

Additionally, it should be noted that the optimal balance obtained for the
pattern recognition and classification problem is somewhat different from the optimal
balance for linear algebra problems [11] in the direction of more GPU calculations.

The use of combined parallelism has also reduced the calculation time. With
each subsequent added thread, you can observe a proportional decrease in the
program's running time. It is also shows that the balance of calculations on the central
and graphics processor remained unchanged with each subsequent added flow, since,
on the one hand, the computing speed increased on the CPU, and on the other hand,
the number of threads of interaction with the GPU increased, which turned into
reduced the idle of GPU cores and idle due to data transfer between the CPU and the
GPU.

So, in all cases, the most effective is the maximum possible use of cores and
threads on the central processor, no matter how much we use the parallel calculations
ob graphics processor.

Based on the foregoing, it can be admitted that the best approach to implement
a text recognition system is to conduct preliminary testing on a target heterogeneous
computer system, which will take extra time, but will ensure that the most effective
proportion of the data distribution on this system is found.
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EXTENDED ABSTRACT

Demchyk Valerii, Tyzun Vitalii,
Rusanova Olga, Korochkin Aleksandr

THE ORGANIZATION OF PARALLEL COMPUTATIONS IN
HETEROGENEOUS COMPUTING SYSTEMS

Relevance of the research. The method of computing in multi-core
heterogeneous CPU+GPU systems using the technology of «combined parallelismy is
considered. The results of research on the effectiveness of the method for text
recognition task using the technology of neural networks are presented.

Target setting. The heterogeneity of the computational elements of a
heterogeneous computer system leads to the problem of a long idle time, when one
element of the system is waiting another to complete its task, which leads to total delay
in the entire system.

Actual scientific researches and issues analysis. Over the past few years,
there are more articles on this topic, but they simply choose between a CPU or a GPU,
and only classical problems of linear algebra and hyperparallel test algorithms are
considered.

Uninvestigated parts of general matters defining. The lack of research on the
optimal distribution of computations between different elements of the system. Lack of
research on solving real problems, such as text recognition with neural network
technologies.

The research objective. The objective is to develop a program for text
recognition based on a neural network and focused on parallel work in a
heterogeneous computer system. The program has to implement combined parallelism,
as well as the ability to adjust the percentage of processing on the CPU and GPU. It is
necessary to test the developed program in various heterogeneous computer systems.

The statement of basic materials. A description of the main ideas and
approaches that were implemented during the research. The extensive testing of the
developed program in several different real heterogeneous computer systems has been
carried out.

Conclusions. The proposed method for organizing -calculations in
heterogeneous computer systems has shown its effectiveness. Also, the hypothesis of
the existence of an effective load distribution for the considered task between the
elements of the target system was confirmed: 40% on the CPU and 60% on the GPU.

Key words: CPU, GPU, core, thread, parallelism, granularity, fork-join.
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