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3AT'AJIBHI HOJIOZKEHHA

[leti HaBYaJIbHHMI TIOCIOHMK SIBJISIE COOOI0 KEPIBHUIITBO 110 J1aOOPaTOPHOTO
MPAKTUKYMY 3 Kypcy «MepexKHi TeXHOJIOT11» Uil BUBYCHHS Ta MPAKTHYHOTO OCBOEHHS
CTYJIEHTaMU HapsMy MiATOTOBKH cremianbHocTi 123 - “Komm'toTepHa iHxeHepis”.

JlaGopaTtopHi poOOTH BUKOHYIOThCS B onepartliiiHiii cuctemi GNU/Linux.

Mera 1mporo mociOHMKa - TMO3HAHOMHUTU CTYJIEHTIB 3 HAWOUIBII TOIIUPEHUMHU
cepBicamMy MPUKIIAIHOTO piBHA cTeKy npoTokoiniB TCP/IP.

[lepen xK0XHOIO pOOOTOIO HABEACHO KOPOTKI TEOPETHYHI BIJOMOCTI, IO MICTATH
JoCcTaTHIN oOcar iHopMartii 1711 BUKOHAHHS JTabOpaTOPHUX POOIT .

OdopmiieHHs 3BITY Ta OPAIOK HHOT0 MOJAHHSA

JI71s1 MO3UTUBHOT OLIIHKY TI0 KOXKHIM POOOTI CTYJIEHT Ha/Ia€ BUKJIaiaqy oopmIIeHUuH
3BIT.

38im mae micmumu.

- TUTYJIbHUM apKy1I (Ha HbOMY BKa3yIOTh Ha3BY MiHICTEPCTBA, HA3BY YHIBEPCUTETY,
Ha3By Kadeapu, TeMy poOOTH, BUKOHABIIS Ta 0co0y, 110 TpUitMae 3BIT, PIK);

- METY, BapiaHT (SKIIIO € HEOOX1THICTh) 1 3aBAaHHS pOOOTH;

- KOPOTKHM OTJISI] TEOPETUUHUX BIJIOMOCTEH;

- 3MICTOBHHI aHAII3 OTPUMAHUX PE3YJIbTATIB T BUCHOBKHU.

3BIT BUKOHYIOTH Ha Oinomy mamepi ¢opmaty A4 (210 x 297 mMMm) Ta momaroThCs
BUKJIAJAYCBl Y €1eKMPOHHOMY dhopmami. TeKCT pO3MINITYIOTh TUTBKHU 3 OJHIET CTOPOHU
nucrta. [Tonst cropinku 3 ycix 60kiB — 20 M. {7151 HAOOPY TEKCTy 3BITY BUKOPUCTOBYIOTh
mpudTt Times New Roman, 12 myHKTiB. MDKpSIKOBUM 1HTEpPBA: MOAYTOPHUN — IS
TEKCTY 3BITY, OJIMHAPHUMN — JIJIs JTICTUHTIB IIporpam, TabJIUIb 1 pO3APYKIBOK JIaHUX.

[Tix gac 3axucty poOOTH CTYICHT MOBUHHUI MPOIEMOHCTPYBATH 3HAHHS TI0 3MICTY
po0OTH, TI0O TEOPETUYHOMY MaTepiany, aHali3yBaTh KOXKEH eTanm poOOTH, BUKOHYBAaTH
3aBIaHHS CYMICHI 3 poOOTOI0, IO BHUKJIAJad MOXKE IMOMPOCUTH BHKOHATH HA MICIIi.
CtyneHT NOBUHHUN BMITH TIPaBUJILHO aHAII3yBaTH OTPUMaHI pe3yJIbTaTH.




ANl S

3micT

JlaGopaTopna po6ota Nel. Cnyx0a nomernHux imex (DNS).
JlaGopaTopHa pooota Ne2. CepBic eIeKTPOHHOT MOIITH.
JlaGopaTopna po6ora Ne3. Cepaic nepenaui ¢aiinis (FTP).
JlaGopaTopna po6ota Ned4. MepesxHa ¢aiinosa cuctema (NFS).
JladopaTopna po6ora NeS. Cepsic noctyny a0 daitnie SMB/CIFS.
JlabopaTopna pooora Ne6. Web cepgic.



JNNabopaTtopHa po6oTa Ne 1

Cnyx6a pomeHHuX imeH (DNS)

1. KopoTki TeopeTHyHI BiJOMOCTI.

1.1. Iepapxist JOMEHiB.

DNS peanizye iepapxiuamii npoctip iMeH i [HTepHeT-00’ekTiB. Ha BinmMiny Big iMeH (aiiniB
Unix, siki 00poOJIsiIOTECS 371iBa HANPaBoO (KOMIIOHEHTH 1MEH BiJIOKPEMITIOIOTHCSI CHMBOJIOM /), iMeHa
DNS 00po6msitoThCs 31paBoO HANIBO 1 BAKOPUCTOBYIOTH CUMBOJI ““.” B SIKOCTI PO3AUTFHUKA. X04a BOHU
00pOOJIIOTBCSL  3MPABO HANIBO, KOPHCTYyBadi BCE III€ YWTAIOTh JIOMEHHI IMEHAa 3J1iBa HampaBo.
[Tpuxiiamom qOMEHHOTO iMeHi A7 By3Jia € comsys.kpi.ua.

JloMeHHI iMeHa BUKOPHCTOBYIOTHCS Uil iMeHyBaHHsI [HTepHET-00’€kTiB. Ilim MM MaeThcs Ha
yBa3i Te, mo DNS He BUKOPUCTOBYETBHCS CTPOTO JUIsl TIEPETBOPEHHS IMEH BY3JIB y aJpEecH BY3JiB.

Tounime cka3atu, mo DNS BigoOpakae momeHH1 iMeHa y 3Ha4eHHs. Ha manuii MOMEHT 111 3HAYSHHS €
IP-anpecamu.

edu com gov ua org mil net
mit google nasa kpi wikipedia navy openvpn
WWW rozklad cComsys campus mail
mail cloud bbb

Mamronoxk 1. Ilpukmnan iepapxii ToMeHiB.

Iepapxist DNS, Tak camo sik iepapxist ¢aitniB Unix, Moxe OyTy Bi3yajli30BaHa y BUTJISIL JepeBa,
Jie KOKeH BY30J1 y JIepeBi BIAMOBIIa€ JOMEHY, a JINCTA Y JACPEBi BIAMOBIAAIOTh iIMEHOBAaHUM By3iaM. Ha
MaJIIOHKY | HaBeJIEHO MPUKIIAJl i€papXii JOMEHIB.

[Tix gac po3poOKu iepapxii JOMEHHUX IMEH BiOynacs 3HaYHa KUTbKICTh JUCKYCIH 1100 TOTO, K1
KOHBEHIIII peryiIoBaTUMYTh IMEHa, SKi TMOBHWHHI BUJaBaTUCs Bropi iepapxii. Ha meprmomy piBHi
lepapxis He ayxe mupoka. /[ KoxKHOT KpaiHH CBITY BUIUIEHE OJIHE JOMEHHE iM's, a TAaKOX ‘‘BeJIMKa



nrictka” momeHiB: .edu, .com, .gov, .mil, .org Ta .net. Yci 1 micTh JOMEHIB CIIOYaTKy 0a3yBaiucCh y
CHIA, nanpuknax;: naumie akpeautoBani B CIIIA HaBuanbpHi 3aKi1a i MOXYTh 3apEECTPYBATH JTOMEHHE
iM’st .edu. 3a ocTaHHI POKM KUIBKICTh JJOMEHIB BEPXHBOTO PiBHS Oyja po3IMMpeHa s BUPIMICHHS
BEJIIMKOTO TIOMATY Ha IMEHa JOMeHiB .com. Jlo HOBHX JOMEHIB BEpXHBOTO piBHA
HaJexXarb .biz, .coop, .info... 3apa3 icuye nonan 1200 1oMeHIB BEpXHBOTO PiBHS.

1.2. CepBepu iMeH.

[ToBHa iepapxisi mOMeHHUX iMeH icHye nwuimie abctpakTHo. I[lepmmM KpoKoM € po3aisieHHS
lepapxii Ha mijAepeBa, Kl Ha3UBAIOThCSA 30HaMu. Ha MamoHKy 2 mokaszaHo, K iepapXxito, moJlaHy Ha
MaJIOHKY 1, MOXKHa pO3inuTH Ha 30HU. KoXXKHa 30Ha MOXe PO3IIISAATUCS AK BIANOBIIHA SKOMYCb
aZIMIHICTpaTUBHOMY OpraHy, sKMH BIJIIIOBiJa€e 3a 110 yacTUHY iepapxii. Hanpukmnan, BepxHiil piBeHb
iepapxii yTBOpIoe 30HY, sikoro Kepye Internet Corporation for Assigned Names and Numbers (ICANN).
VY LeHTpl Ha MaJIIOHKY 3HAXOAUThCS 30HA, KA BiAnoBinae HamioHambHOMY TEXHIYHOMY YHIBEpCUTETY
Vkpainn “KuiBcbkuii mositexHiuHui iHCTUTYT iMeHi Irops Cikopcbkoro”. ¥V mexkax Li€i 30HU AesKi
kKaenpu HEe XOUyTh KEpyBaTH BJIACHOK YACTHHOIO iepapxii (I TOMy BOHHM 3aJMIIAIOTHCS B 30HI
YHIBEPCUTETCHKOIO piBHA), TOJl AK iHIN, K Kadeapa OOUYHMCIIOBAIBLHOI TEXHIKH, KEpPYE BIIACHOIO
30HOI0.

WWW rozklad campus mail

mail cloud bbb
Mamntonok 2. lepapxist TOMEHiB, pO3/IiIeHa Ha 30HH.

BaxnuBicTh 30HM moJIsirae B TOMY, II0 BOHA BiJIMOBiAa€ OCHOBHIN onuHuUIll peamsaiiii B DNS -
cepBepy imMeH. 3o0kpema, iHopmarlis, 1Mo MICTUTBCS B KOXKHIN 30H1, peasii3oBaHa Ha JBOX abo OijbIie
cepBepax iMeH. KokeH cepBep iMeH, y CBOIO 4epry, € MPOrpaMoro, A0 SKOi MOXKHA OTPUMATH JOCTYII
yepe3 Mepexy I[nTepHer. KilieHTH HaJcuiIaloTh 3allUTH Ha CEepBEpU IMEH, a CepBepU IMEH iM
BiJINOBiNat0Th. [HOAI BIAMOBIAR MICTHTH MOBHY iH(OpMaLito, Ky Oa)ka€ KIIE€HT, a 1HOJl BIiAMOBIIb
MICTUTh BKAa3iBHUK Ha IHIIMH cepBep, SIKOMY KIIIEHT MOBHMHEH BIINPABUTH 3alUT. TakuM YMHOM, 3
TOYKH 30py peaiizaiii, TouHime BBaxkaTH, mo DNS mpeacraBieHuii iepapxi€ro cepBepiB iMeH, a HE
iepapxi€ro JOMEHIB, SIK IOKAa3aHO Ha MAJIOHKY 3.



Koxna 30Ha peamizoBaHa Ha JBOX abo Oinbime cepBepax IMEH [UIs 3a0e3MedeHHs
BiMOBOCTIHKOCTI. ToOTO iH(pOpMarls 3 momMeHy Oyne AOCTylHa, HaBiTh SKIIO OJIWH CEpBEp IMEH
BHUXOJIMTH 3 JIay. 3 1HIIOTO OOKY, CEpBEP IMEH MOXKE OOCITYTrOBYBAaTH OiJIbIII€ OJHIET 30HH.

Maitonok 3. Iepapxist cepBepiB iMeH.

Koxxen cepBep iMeH MICTUTh 1H(OpMaIio PO 30HY SIK CYKYNHICTh 3anuciB pecypcis. Ilo cyri,
3aIliC pecypcey - 1€ MPHB’sI3Ka IMEHI /10 3HAYEHHSI, SIKE CKJIAJA€THCS 3 'SITH TOJIIB:

(Name, Value, Type, Class, TTL)

[Tonst Name Ta Value — MicTaTh iH(pOpMalliio, sKa HiKaBUTh KIHIEBUX KOPUCTYBAYiB, TO/I SIK 110JIe
Type Bkasye, Ak 3HaueHHs ciija iHTeprnperyBaTu. Hampuxmnan, Type = A Bkasye, mo Value e IP-
aapecoro. TakuMm YUHOM, 3allMCH A pealli3yloTh BiIOOpakKeHHS IMEHI Ta aapecH. [HIm TUIM 3amnvciB
BKJIIOYAIOTb!
e NS — mnoze Value MiCTUTh JOMEHHE iM's JUIs By371a, Ha SIKOMY 3allyIlleHUH cepBep IMEH, KUl
3Hae€, SIK IEPEeTBOPIOBATH IMEHA B MEKax 3a3HAUCHOTO JOMEHY;

e CNAME — mone Value MICTUTh KaHOHIYHY Ha3By [JIsI KOHKPETHOTO BY3Jia; BOHO
BUKOPHCTOBYETHCS /ISl BA3HAUYCHHS TICEB/IOHIMIB;
e MX — moise Value MICTUTh JJOMEHHE iM's By3ia, Ha SIKOMY 3HaXOIUTHCS TOIITOBHUM CEpBEp,

SIKUH 00p00JTIOE TTOBIIOMIICHHS /1711 BKa3aHOTO JIOMEHY.

[Tone Class Oyno BKIIFOUYEHO, MO0 M03BOJIMTH CYTHOCTSIM, KpiM NIC, BU3HAUaTH KOPUCHI TUIH
3amuciB. Ha cporomuimHid AeHb €IWHAM IUpOKo BukopuctoByBaHuM Class € Internet, ioro
no3HavatoTh IN. Ilone “Yac xxwutrs” (TTL) mokasye, sik 10Bro nei pecypcHuil 3amuc € maiicHuM. Bin
BUKOPHUCTOBYETHCS CEpBEPaMHU, SIKI KeITYIOTh 3allCU PeCypciB 3 iHImuX cepBepiB. Komm vac sxutts TTL
3aKIHYY€TbCS, CEPBEP MOBUHEH BIIIYYUTH 3AIHKC 13 KEllly.

IIpuknan.
Kopeneswii cepBep iMeH MiCTUTB 3anuc NS 1151 KOXKHOTO cepBepa iIMEH JOMEHY BEpXHBOI'O PiBHS
(TLD). Lle Bu3zHavae cepBep, sIKHH MOXKE BIANOBIIATH HA 3aMuTH JUIA 1i€l yactuHM iepapxii DNS (.ua



Ta .com y npukiaai). BiH Takox Mae 3amucu A, siKi IepeTBOPIOIOTH 11l iMeHa y BiamoBiaHi [P-anpecu.
VY cykymHOCTI 111 1Ba 3anucH €PeKTUBHO Peali3yl0Th MOKaKUMK 3 KOPEHEBOT'O cepBepa iMeH Ha OJIUH 13
cepsepiB TLD.

(ua, inl.ns.ua, NS, IN)

(inl.ns.ua, 74.123.224.40, A, IN)

(com, a.gtld-servers.net, NS, IN)
(a.gtld-servers.net, 192.5.6.30, A, IN)

[IpocyBarounch BHU3 MO i€papXii HA OAWH PiBEHb, CEPBEP MAE 3aMUCU JJISI TaKUX JOMEHIB, SIK
LEH:

(kpi.ua, ns.kpi.ua, NS, IN)
(ns.kpi.ua, 77.47.128.130, A, IN)

Hageneni 3anuc NS ta 3amuc A yist cepBepa iIMeH, sIKMH BiATOBIAa€ 3a yacTuHy iepapxii kpi.ua.
Leit cepBep MOXe MaTH MOXKIIMBICTH O€3MOCEPENHBO BIAMOBIAATH HA JEsIKi 3aMuTH (HAPUKIAL,
comsys.kpi.ua), Tozi K BiH MepeHANpaBIATUME 1HII 3alIUTH HA CEPBEP IlIe HAa OJUH PIBEHb B iepapxii
HIOKUe (HalpuKiIaz, Uit 3anuty mnpo cloud.comsys.kpi.ua).

(cloud.comsys.kpi.ua, 10.18.49.190, A, IN)
(comsys.kpi.ua, ns.comsys.kpi.ua, NS, IN)
(ns.comsys.kpi.ua, 10.18.49.2, A, IN)

Hapemiri, cepBep iMeH TpeThOTo PiBHS, SIKUK Kepye JOMEHOM comsys.kpi.ua, MICTUTh 3amucu A
JUISL BCIX CBOIX BY3JiB. BiH Takok Moke BH3Ha4uTH Habip mceBnoHiMmiB (3ammciB CNAME) mis
KOXKHOTO 3 IMX BY3JiB. [IceBIOHIMU 1HOAI € MPOCTO 3pYYHUMHU (HAMPUKIIA, KOPOTIIMMH) Ha3BaMU
koMIT'foTepiB. Hanpukman, www.comsys.kpi.ua € iceBJoHIMOM 117151 By3Jia 3 iMeHeM comsys.kpi.ua. Lle
JI03BOJISIE TIEPEHECTH BeO-CaliTy Ha IHIINK CepBeEp, HE 3MIHIOIOUN HAJIAIITYBAHHS Y KOPUCTYBAYiB; BOHU
MIPOCTO MPOAOBXKYIOTh BUKOPUCTOBYBATH ICEBJOHIM, HE 3Ba)KalOUM Ha T€, HAa SIKOMY CEpBEpi 3apa3s
3HAaXOJUTHCS BEO-CalT oMeHy. 3amucu oOMiHy nomror (MX) ciayxath Tiil camiii MeTi 7Sl Iporpam
€JIEKTPOHHOI TMOIITH - BOHHU JO3BOJISIOTH aJMIHICTPATOPY 3MIHIOBATH BY30JI, SIKHH OTPUMYE TOLITY
JIOMEHY, HE 3MIHIOIOUYH €JIEKTPOHHOI aJpecHu.

(www.comsys.kpi.ua, comsys.kpi.ua, CNAME, IN)
(comsys.kpi.ua, 77.47.192.42, A, IN)
(comsys.kpi.ua, mail.comsys.kpi.ua, MX, IN)
(mail.comsys.kpi.ua, 77.47.193.180, A, 1IN)



Cucrema imern DNS 3a3Buuaii BUKOPHCTOBYETHCS JJIsl IMEHYBAaHHS BY3JIiB (BKJIIOYAIOUH CEPBEPH)
Ta CaiTiB, X04a 3aIIMCH PECYPCIB MOYKHA BU3HAYUTH MPAKTUIHO JJIs Oyib-sKkoro Tuity o0’exta. DNS He
BUKOPUCTOBYETbCS I IMEHYBaHHS OKpeMHX Jitojei abo IHmHMX 0O0’€KTiB, Takux sK Qaitm ado
KaTaJoTH; IHIII CHCTEMU IMEH 3a3BHYaii BUKOPUCTOBYIOTHCS Ui 1leHTHU(IKaIli Takux 00'€KTiB.
Hampuknan, X.500 - ne cucrema imen ISO, npusHauena st crpouieHHs iaeHTudikami grogeit. Le
JI03BOJISIE Ha3BaTU 0co0y, BKa3zaBIIM HaOip aTpuOyTiB: iM’d, Mpi3BUILE, HOMEpP TeaedOHY, MOIITOBY
aapecy tomo. X.500 BUSBHBCS 3aHAATO TPOMIZIKHM - 1, B SKOMYCh CEHCi, OyB Y3ypHOBaHHil
MOTY)KHUMHU TIOIIYKOBUMH CHCTEMaMH, $KI Temep MIOCTynmHiI B IHTepHeTi, - ajme 3 YacoMm BIH
nepeTBopuBcsa Ha Jlerkuit mpotokon goctymy no karanorie (LDAP). LDAP - ne mimmuoxuna X.500,
CHOYaTKy po3poliieHa sk iHTepdeic s nepcoHanbHUX KoMmm'totepiB 10 X.500. CroromHi mupoko
BUKOPHCTOBYETHCS, NIEPEBAXHO HA PIBHI MIJMPHEMCTB, K cHcTeMa 30epekeHHs iHpopMalii mpo
KOpPHUCTYBayiB.

1.3. IlepeTBOpeHHS iMEHI.

BpaxoByroun iepapxito cepBepiB iMEH, HEOOXiTHO PO3TJIIHYTH MHUTAHHSA IMPO T€, K KIIEHT
BUKOPHCTOBYE IIi CEPBEPH ISl IEPETBOPEHHS JoMeHHOro iMeHi B [P-anpecy. Jlns imoctpariii ocHOBHOT
i7ei, MpUImyCcTUMO, KIIEHT XO0Ye MepeTBOPUTH iM's comsys.kpi.ua. KiieHT Mir cnovartky Hajiciatu
3aIllUT, M0 MICTUTH 1€ iM’s, Ha OJHMH 13 KOPEHEBHUX CEpBEPIB (K MH MOOAYUMO HIXKYE, L€ PIAKO
TpaIuUSIEThCS HA TPAKTHIII, ajiec Ha ChOTOHI JIOCTaTHBO IS LIFOCTparii 6a3oBoi omepariii). Kopenesuii
cepBep, KUK He MOXKe 30iraTtucs 3 IMM IMEHeM, MOBEpTae HalWKpamuii 30ir, IKUi y HbOTO € - 3aI11C
NS s ua, sxuit Bkazye Ha cepsep TLD inl.ns.ua. CepBep Takox MOBepTa€ BCi 3alUCH, MOB’s3aHi 3
UM 3alKucoM, y IIbOMY BHMNAAKy 3amuc A ans inl.ns.ua. KimieHT, HE OTpuUMaBIIM BiAMOBITI, Aaii
BiJIIPaBIIsie TOM caMuii 3aruT Ha cepBep iMeH Ha [P-anpecy 74.123.224.40. Lleii cepBep TakoXK HE MOXKeE
30iratucs 3 IiMM iM'siM, Tomy moBeptae NS Ta BiamoBigHi 3anucu A st nomeny kpiua. e pas
KJIIEHT HAJICKJIa€ TOW CaMUil 3amMT, 1110 U paHimie, Ha cepBep Ha By3umi 3 [P 77.47.128.130. L{soro pa3y
JOCSITHYTO cepBepa, SIKK MOXKe MOBHICTIO 00poOuTH 3anmuT. OCTaTOYHUHN 3alHT 10 CEPBEPA 3 aAPECOI0
77.47.128.130 Bumae 3anuc A mis comsys.kpi.ua, 1 KJIIEHT Ii3HAE€THC, 1110 BiAmoBiaHoIo [P-ampecoro €
77.47.192.42.

Ieit nmpuximan Bce mie 3anuiae 0e3 BIAMOBIAI KiUTbKa MHUTAaHb MIOJ0 TMPOIECY MEPETBOPEHHS.
[Tepre muTaHHs NMOJSATAE B TOMY, SIK CIIOYATKY KIIIEHT 3HAWIIIOB KOPEHEBUH cepBep, a00, MO-1HIIIOMY, SIK
BiH IITyKa€ iM’sl cepBepa, KU 3Ha€, K nepeTBoputH notpioue iM'a? Lle dpyngamentanbaa npobiaema
OyIp-sIKO1 CHUCTEMH IMEHYBaHHSA, 1 BIANOBIAb IOJSTa€ B TOMY, IO CHCTEMY NOTPIOHO SKOCHh
3aBaHTAXKHUTH. Y [IbOMY BUIAJKY BiJOOpakKeHHS IMEHI Ta aJpecH I OJHOTO a00 JACKIJTbKOX KOPEHEBUX
CepBepiB 100pe B1IOMO; TOOTO BiH MyOJIIKYEThCS SKUMOCH YAHOM 11032 CAMOIO CHCTEMOIO 1IMEH.

OnHak Ha TIPAKTUIIl HE BCl KIIEHTH 3HAIOTh MPO KOPEHEBI cepBepu. HaTomicTh Kii€HTChKa
mporpama, 1o Ipairoe Ha KOKHOMY By3Ji [HTepHeTy, iHIIiami3yeThCsl aIpecoro JOKaIbHOTO cepBepa
iMeH. Hanpukman, yci By3nu kadeapu 00UnCIOBaIbHOT TEXHIKK 3HAIOTh PO cepBep ns.comsys.kpi.ua.
Lleti nmokanpHUI cepBep IMEH, y CBOIO Yepry, Ma€ 3alluCH PEeCypCiB s OAHOTO abo JEKUTBKOX
KOPEHEBUX CEepBEPIB, HAIIPUKIIA:

('root', a.root-servers.net, NS, IN)
(a.root-servers.net, 198.41.0.4, A, IN)

Takum ynHOM, TIEpETBOPEHHSI iIMEHI HacIpaB/i niependavyae 3anuT KIlEHTa Ha JIOKAJIbHUHN cepBep,
KWW, y CBOIO 4Yepry, i€ sSK KIIEHT, SKUH 3amuTye BiIJaJieHI cepBepu Bij iMeHi kimieHta. Lle
MPU3BOJUTH 10 B3a€EMOJI1 KJIIEHT/CepBep, MPOITIOCTPOBaHY Ha MamioHKy 4. OnHiel0 3 mepeBar 1€l



MOJIeJi € Te, IO BCi By3,M B [HTepHETI HE MOBUHHI MOCTIITHO OHOBIIOBATHC. [[e po3TamoBaHi MOTOYHI
KOpeHeBl cepBepu mNoBWHHI 3HaTH Jwmmie DNS-cepBepu. Jpyra mepeBara mojsira€ B TOMY, IO
JIOKaJIbHUH cepBep OauMTh BIJMOBIII, SKI MOBEPTAIOTHCA 13 3aMMTIB, BIANPABICHUX YCiMa JIOKAJTbHUMU
kiieHTaMu. JIoKaJlbHMIA cepBep KeIye IIi BIAMOBIAL 1 1HO/II MOXKe TIEpEeTBOPIOBATH MaOyTHI 3allUTH, HE
Buxoagun 3 Mmepexi. [lonme TTL y 3amucax pecypciB, IO MOBEPTAIOTHCS BiIAJICHUMU CEpBEpaMH,
BKa3ye, SIK JIOBrO KOXKEH 3aluc MOXKHa Oe3medHo kenryBatu. Lleil MexaHi3M KemryBaHHS MOXe OyTH
BUKOPHUCTAHUH 1 JaJl Bropy 1O l€papxii, 3SMEHIITyIOYH HaBaHTa)KeHHA Ha kopeHeBuil 1 TLD-cepBepu.
Jlpyre mUTaHHS TOJIATaE B TOMY, SIK MPAIOE CHCTEMA, KOJIH KOPHCTYBad MOAA€ YaCTKOBE iM’s
(HampukIam, comsys), a HE TIOBHE JIOMEHHE iM’s (Hampukian, comsys.kpi.ua). Bignosiaes mossirae B
TOMY, IO KJIIEHTChbKA MpOrpaMa HajalllTOBaHA Ha JIOKAJbHHUHA JIOMEH, B SIKOMY 3HaXOJHMTHCS BY30J
(mampuknan, kpi.ua), i BOHa 04a€ 1ei pSAIOK 10 OyAb-IKHX MPOCTUX IMEH Mepe i HaJICUIIAHHSIM 3aUTy

Root
NS
KinieHT
1: comsys.kpi.ua 4: comsys.kpi.ua
\ 5: ns.kpi.ua ua
8: 77.47.192.42 \ 77.47.128.130 NS
X
kpi.ua
NS

Mamtonok 4. [lepeTBOpeHHsI IMEH Ha TPAKTHIIL.

1.4. JlomeHHa TepMIHOJIOTIS.
1.4.1. Cucrema IOMEHHHX IMEH.
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Cucrema JOMEHHUX iMeH, Oinbin Bigoma sk "DNS" - me mMepekHa cuctema, sKa J03BOJISE
MIEPETBOPUTH 3pYyUHI JUIs JIFOAMHU (CUMBOJIbHI) iIMeHa B yHiKasbHI [P-aapecn.

1.4.2. JloMeHHE iM's.

JlomMeHHe iM’4 - 1€ IPY>KHE I JIIOJIUHU 1M 5, sSIKe MU 3BUKJIM TOB’A3yBaTH 3 [HTepHET-pecypcoMm.
Hampuknan, "google.com" - 1ie nomenne im's. [leski moam ckaxyTs, 0 yacTHHa "google" - 11e JoMeH,
ajie 3araJloM MM MOXEMO Ha3MBaTH KOMOIHOBaHY (popMy IMEHEM IOMEHY.

URL-anmpeca “google.com” moB’s3aHa i3 cepBepamu, mo HamexaTh Google Inc. Cucrtema
JOMEHHMX IMEH JI03BOJIIE HaM OTPUMYBATH JOCTym 10 cepBepiB (Google, kKoM MU BBOJUMO
“google.com” y BeOOpay3epi.

1.4.3. IP-ampeca.

[P-ampeca - me Te, mo MM Ha3uBaeMo aapecoro mepexi. Koxna IP-agpeca moBuHHa OyTh
YHIKaJIBHOIO B CBOii Mepesxi. Komu Mmu roBopumMo npo BeOcaiiTh, 1151 Mepesxa - e Bech [HTepHeT.

[Pv4, naiinommpenima ¢opma aapec, 3anucyeTbesl IK YOTHPU HAOOpHW 4Ymcen, KOKeH Habip mae
70 TpbOX IM]p, IpUYOMY KOXKEH HaOip BimokpemieHWi kparnkor. Hanpukmam, “111.222.111.222”
Moxke OyTu aiiicHoto [P-angpecoro IPv4. 3a momomororo DNS mu nmpus'sizyemo im'st 10 1i€i agpecu, moo
BaM He MOTpiOHO Oylo 3amam'sITOBYBaTH CKJIAJHUI HAOIp YMCEN Ui KOXKHOTO MICIIs, SIKe BU XOYETe
BIJIBIIaTH B MEpEXKi.

1.4.4. JloMeH BEpXHBOTO PiBHS.

Jomen Bepxuboro piBHs (TLD) € HalOunbII 3araapbHOI0 YaCTHMHOIO JOMEHY. /IoMeH BEpXHBOTO
piBHS - 1I€ HalBiAJaJeHIIa YacTUHA MPaBOpYY (BIAOKpEMIIEHA KpAIKOI0). 3aralbHUMHU JIOMEHAMU
BEpPXHBOTO piBHA € "com", "net", "org", "gov", "edu" Ta "io".

JloMeHu BEpXHBOTO DPIBHS 3HAXOISATHCS HA BEPIIMHI i€papxii 3 TOYKU 30py JOMEHHHUX IMEH.
ICANN (InTepHer-kopmopaiiisi 3 TPUCBOEHMMHU IMEHAMH Ta HOMEpaMH) MEBHUM CTOPOHAM HAJa€e
YOPaBIiHCHKUN KOHTPOJb HAJ JOMEHAMH BEPXHbOTO piBHA. [loTiIM 11l CTOPOHM MOXYTh
PO3MOBCIOIKYBATH IOMeHH1 iMeHa 3rijgHo TLD, sik mpaBuiio, yepe3 peectparopa JOMEHiB.

1.4.5. Byznu.

B Mexax moMeHy BIaCHUK JIOMEHY MOKE€ BU3HAYUTH OKPEMi BY3IIH, SIKi MOCHUIIAIOTHCS HAa OKpeMi
KOMIT 10TepH ab0 cyk0u, JOCTYyMHI yepe3 nomMeH. Hanpukinaa, OUIbIIICTh BIACHUKIB JOMEHIB POOIISITH
CBO1 BeO-cepBepH JOCTYITHUMHU uYepe3 BIAKPUTHH TOMEH (example.com), a TakoX Yepe3 BU3HAUCHHS
“By3na” “www” (www.example.com).

Bu Moxere Matu iHIII BU3HAYEHHS BY3JIB TMiJ 3arajJbHUM JOMEHOM. Bu MoxeTe oTpumMmartu
noctyn g0 API depes By3onm “api” (api.example.com), abo MoxeTe oTpuMmaTd goctyn 1o ftp,
BU3HAYMBIIKM BY30JI, SKUW HasuBaeThecs “ftp” abo “files” (ftp.example.com abo files.example.com).
Imena By3:1i1B MOKYTh OYTH JOBUIBHUMH, SIKIIIO BOHHM YHIKQJIbHI JIJISI IOMEHY.

1.4.6. IlinnomeH.

[IpeameTomM, 110 CTOCY€EThCS BY3JIiB, € MiJIOMEHH.

DNS mnpairtoe B iepapxii. JJomeHr BEpXHBOTO PiBHS MOXKYTh MaTH Oarato jgoMeHiB. Hampukmasn,
"com" TLD mae sik "google.com", Tak 1 "ubuntu.com" mig HUM. "TiyIOMeH" 03Havae Oy/b-sIKUA TOMEH,
SIKUW € YaCTMHOIO OUTBIIOro JOMeHy. Y IIbOMY BHIAJKy ~ubuntu.com’ MOKHa CKa3aTH SK MiJIOMEH
“com”. 3a3BHuail IIe MPOCTO HA3MBAETHCS JOMEHOM, a00 yacTuHa ‘“‘ubuntu” HasuBaethcss SLD, mio
03HAYa€ JIOMEH JPYroro PiBH.

Tak camM0 KOXeH JOMEH MOXe€ KOHTPOJIOBATH "TiIOMeHN", sIKi 3HAXOATHCS IM1J1 HUM. 3a3BHuai
e Te, 0 MU MaeMO Ha yBasi miJ mignomeHamu. Hampukian, Moxe OyTH MiJJOMEH IS ICTOPUYHOTO
BIJILTY IIKOJIM 3a ajpecoro “www.history.school.edu”. Yactuna "history" € mignoMeHOM.
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PisHnns Mixx iMeHeM By3Jia Ta MiJIOMEHOM TOJISTae B TOMY, 11O By30J BU3HAYAa€ KOMIT IOTep a00
pecypc, TOl SIK MiITOMEH po3IITUpPIoe 0aThKIBChKHI 1omeH. Lle MeTos moiny caMoro JoMeHy.

Hesanexno Big Toro, uM HAETHCS MPO MIAJOMEHH YW BY3JIM, MOXKHA MOOAYMTH, IO cami JIiBi
YaCTHHHM JOMEHY € HaiOutein kKoHKpeTHUMH. Ochb sk mpamtoe DNS: Bin HalOuIbII 10 HaMEHII
KOHKPETHOT0, KOJIM YUTA€ETE 3]11Ba HAIIPABO.

1.4.7. IloBHE TOMEHHE 1M'sl.

IloBHEe moMeHHe iM’s, ke YacTo HaszuBarOTh FQDN, - 1e Te, 0 MM Ha3UBA€EMO aOCONIOTHUM
noMeHHUM M’ M. [lomenu B cuctemi DNS MoxyTh OyTH HajgaHi BITHOCHO OJMH OJHOTO, 1 SIK Taki,
MOXYTh OyTH Je110 HeogHo3HaUHUMH. [nenTudikariine nomenne im’st (FQDN) - mie abcomothe 1M’
SIK€ BKa3ye HOro po3TallyBaHHS 1010 a0COTIOTHOTO KOPEHS CHCTEMH JIOMEHHHX 1MEH.

[le o3Hayae, Mo BiH BU3HAYA€ KOXKEH OaThbKIBChbKUW qOoMeH, BKItodatoun TLD. [IpaBuibHe moBHE
JOMEHHE IM’sl 3aKiHUYEThCS KPAIKOI, IO BKa3zye Ha Kopinb iepapxii DNS. IlpukiagoM moBHOTO
noMeHHoro imeHi € "mail.comsys.kpi.ua.". [Hoai mporpamHe 3abe3mneuyeHHs, iK€ BUMAarae MOBHOTO
JIOMCHHOT'O 1MEHI, He BUMAarae KiHIIEBOi KpamKd, ajie KiHIIeBa Kpamka IMOTpiOHa, mo0 BiaMoBigaTH
crangaptam ICANN.

1.4.8. CepBep iMeH.

CepBep IMEH - 11e KOMITIOTEp, IPU3HAYEHHI ISl IEPETBOPEHHS ToMeHHUX iMeH B [P-anpecu. 1li
cepBepH BUKOHYIOTH Oumblly 4vacTuHy poOotu B cuctemi DNS. Ockinbku 3arajibHa KUIBKICTB
MIEPETBOPEHb JIOMEHIB € 3aHAATO BEJIHMKOI ISl OyIb-SIKOTO OJHOTO CEepBepa, KOXKEH CepBEpP MOKE
MEPEeHANPABUTH 3alUT Ha 1HIII cepBepu iMeH abo JAeneryBaTH BiANOBIAAIBHICTH 3a MiJAMHOXHHY
MiI0MEHIB, 3a sIKl1 BOHM BiJMOBIJAIOTh.

CepBepu iMeH MOXYTh OyTH "aBTOPUTETHUMH', TOOTO BOHM JArOTh BIAMOBiAI Ha 3alUTH IPO
JIOMEHH, IO 3HAXOMATHCS MiJl iX KOHTposieM. B iHIIOMy BHNaJKy BOHM MOXKYTh BKa3yBaTH Ha 1HIII
cepBepH a0o 1M01aBaTH KENIOBAH1 KOMii JaHUX 1HIIUX CEPBEPIB IMEH.

1.4.9. ®aiin 30Hu.

®daiin 30HM - 11€ MPOCTUHN TEKCTOBUM (aiii, SKU MICTUTh 31CTaBJICHHS MK IMEHAMH JJOMEHIB Ta
[P-agpecamu. Och sik cucrema DNS napemTi 3’sicoBye, 3 sikoro [P-ampecoro ciin 3B’s3aTHCS, KOJIU
KOPUCTYBay 3alUTYe MIEBHE JOMEHHE 1M L.

®daitnm 30H 3HAXOATHCSA Ha cepBepax IMeH 1, sIK MpaBWiIO, BU3HAYAIOTh PECYPCH, OCTYITHI i1
MIEBHUM JIOMEHOM, 200 MicIie, Ky MOKHa 3BEpPHYTHUCH, 100 OTPUMATH 1110 1H(POpMAIIiTO.

1.4.10. 3anucwu.

VY (aitni 30HM 30epiraroThbes 3anmucy. Y CBOIM HaWmpocTimid Gopmi 3amuc B OCHOBHOMY SIBIISIE
co0010 €aMHE BIIOOPAKEHHS MK pecypcoMm Ta iMmeHeM. BoHHM MOXyTh 3icTaBUTH JOMEHHE iM s 3 IP-
a/Ipecoro, BU3HAYUTH CEPBEPH IMEH JUIs JJOMEHY, BU3HAYUTH MOILITOBI CEPBEPHU IS JOMEHY TOLIO.

1.5. Sk mpairoe DNS?

1.5.1. Kopenesi cepsepu.

Sk mu Bxe roopuiu Buiie, DNS 3a cBO€IO CYTTIO € iepapXiuHoio cuctemoro. Ha BepmmHi 1miei
CHUCTEMHU 3HAXOJWTHCS TaK 3BaHI «KOpeHeBi cepBepu». Lli cepBepu KOHTPOIIOIOTHCS PIZHUMHU
oprasizamismMu Ta aeneryroTscs moBHoBakeHHAMH [CANN (IaTepHeT-kopmopailis 3 MPUCBOEHHS IMEH
Ta HOMEPIB).

B nmanmii wac mpairoe 13 xopeneBux cepBepiB. OpHaK, OCKUIbKH ICHYE HEHMMOBIpHA KUIBKICTh
iMeH, sIKl IOTPiOHO MEePEeTBOPIOBATH MIOXBUIIMHH, KOXKEH 13 IIMX CEPBEPIB HACTPaBIi BiJOOpaxaeTbes
n3epkanbHo. L{ikaBuM y 1iif yCTaHOBII € Te, 10 KOXHE J[3ePKAJI0 JJIsi OJJHOTO KOPEHEBOTO CepBEpa Ma€e
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onHakoBy IP-ampecy. Komm HajcunmaroThCsi 3amuTH Ha TEBHUH KOPEHEBUU cepBep, 3amuT Oyje
NepEeHaIPaBIeHO JJO HAHOIMKYOro J3epKalia Iboro KOPEHEBOTO CepBepa.

[Ilo poGnsaTe 1i kKopenesi cepBepu? KopeHeri cepepu 00poOIstOTh 3aMUTH HA 1HGOPMAIIIIO TTPO
JIOMEHH BEPXHBOTO piBHA. OTXKE, SKIIO HAJAXOAUTh 3aMUT Ha IIOCH, III0 CepBEP IMEH HUKYOTO PIBHS HE
MO’K€ BUPILIUTH, 3aIIUT HAIXOJUTH JJO KOPEHEBOT'O CEPBEPA JIOMEHY.

KopeneBi cepBepu HacmpaBai HE 3HATUMYTh, A€ po3MilieHUH nomeH. OgHAK BOHU 3MOXKYTh
HaIlpaBUTHU 3alUTyBaya Ha CEPBEPU IMEH, SIKI 0OpOOJIAIOTH CHEIiaIbHO 3alUTaHUN JOMEH BEPXHBOTO
piBHSL.

OTxe, AKIIIO HA KOPEHEBUI CepBep MOIAEThCs 3anmuT Ha “www.wikipedia.org”, kopeHeBuii cepBep
HE 3Haiijie pe3yNbTaT y CBOiX 3amucax. BiH mepeBiputh cBOi (haiiji 30H Ha HASBHICTh CIUCKY, KU
Bignosinae “www.wikipedia.org”. He 3naiine.

HartomicTe BiH 3Haiije 3amuc Juis JAOMEHY “org” BEpXHBOTO pIiBHSA 1 JacTh KIEHTY, SIKUH
3alUTyBaB, apecy cepBepa iMeH, BiIMOBIAAIBLHOTO 32 “org” aapecu.

1.5.2. Cepepu TLD.

[Totim 3anuTyBau HaJCHiIa€ HOBHIA 3anUT Ha [P-anpecy (Hagany HoMy KOPEHEBHM CEPBEPOM), sIKa
BiJINIOBi/1a€ 32 JIOMEH BEPXHBOTO PiBHSI.

OTtxe, 100 MPOJOBKUTH HAII MIPUKIIAJI, BIH HAJIIILIE 3aIIUT HA CEPBEP IMEH, BIAMOBITAIILHUH 32
3HaHHS TPO “org” AOMEHH, 00 MEepPEeBIPUTH, YU 3HAE BiH, 1€ 3HaXOIUThC “Www.wikipedia.org”.

[Ile pa3 3anuTyBau mykarume “www.wikipdia.org” y cBoix ¢aiinax 30ouu. Bin He 3Haiine e
3aImc y cBOiX (haiinax.

Opnak BiH 3Haiime 3amuc i3 mepermikom [P-ampecu cepBepa iMeH, BiINOBiaIbHOTO 32
“wikipedia.org”. Lle HaOmmKae KiIi€HTa 10 MOTPIOHOT BiMOBI L.

1.5.3. CepBepu iMEH Ha piBHi JIOMEHY.

Ha panuii momeHT 3amutyBau Mmae [P-ampecy cepBepa iMeH, SIKMW BIiIINOBia€ 3a 3HAHHS
¢daktuunoi IP-agpecu pecypcy. BiH Hajcunae HOBUH 3almMT HAa CepBEp IMEH, € pa3 3alUuTyIOUYH, YH
MOJKe BiH miepeTBopuTH “www.wikipedia.org”.

CepBep iMeH mepeBipsie CBOi (aiiir 30H 1 BUSBIISAE, IO y HHOTO € (pailn 30HM, MOB'A3aHUMN 3
“wikipedia.org”. YcepenuHni nporo ¢ainy € 3anuc g By3na “www’. Lleit 3ammc nosigomisie IP-
ajipecy, Jie 3HaxX0uThcs Lel By30i. CepBep IMEH OBEpTa€ OCTATOYHY BiJNOBIAb 3aIUTyBayy.

1.5.4. 1o Take cepBep nmepeTBOPEHHS iIMEH?

YV HaBezieHOMY BUIIIE ClIEHApii MU Ha3UBaJM ""3anmuTyBaya'.

Maibke y BCIX BHMaaKax 3amuTyBadeM Oyae BY30J, SKUW MH Ha3MBAEMO 'cepBepoM
nepeTBopeHHs iMeH". CepBep MepeTBOPEHHS IMEH HAJIAlITOBAHWM Ha 3alMUTaHHS 1HIIUX cepBepiB. B
OCHOBHOMY 1I€ TOCEpEIHHUK /sl KOpPHCTyBaua, SIKUM Kellye TMOINepeIH] pe3yJbTaTH 3aluTiB IS
301IIBIIIEHHS IIBUAKOCTI Ta 3HA€ aJpecu KOPEHEBUX CEpPBEpPiB, OO MaTH 3MOTY NIEPETBOPUTH 3aIUTH,
3po0JIeH1 /I BY3JIiB, MPO SIK1 BiH III€ HE 3HAE.

B ocHOBHOMYy, KOpHCTyBau, $K TIpaBWJIO, Ma€ KiJIbKa CEpBEpIB TMEPETBOPEHHS 1MEH,
HaJAIITOBAaHUX Yy CBOi KOMITIOTepHIi cuctemi. CepBepu NMEPETBOPEHHS IMEH 3a3BHuYail HAJAIOThCA
npoBaitnepom abo iHmMMH opranizamismu. Hampukian, Google mpornonye cBoi cepBepH MepeTBOPECHHS
iMEeH, fKi BM MOXKET€ 3aluTyBaTH. BoHM MOXyTb OyTH HaJalITOBaHI Ha BalIOMy KOMII'FOTEpi
aBTOMAaTUYHO a00 BPYUHY.

Konu Bu BBoguTe URL-anpecy B aapecHuii psiiok BeOOpay3epa, KOMIT FOTEP CIIOYATKy MepeBipsie,
Yyl 3MOXKE BIH JIOKaJIbHO 3’sICyBaTH, JI€ 3HAXOAMThCS pecypc. Bin mepeBipse dain “hosts” Ha
komn’totepi. [loTiM BiH HaJCWIIa€ 3amUT Ha CEpBEp IMEPETBOPEHHS IMEH 1 4YeKae BiAMOBib, 1100
3'sicyBatu [P-agpecy pecypcey.
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[ToTiM cepBep mepeTBOpPEHHsI IMEH MEpeBipsie CBil Kell Ha BiAMOBiAb. SIKIIO BiH HE 3HAXOIUTH
HOTO0, BiH BUKOHYE OMUCAH1 BUIIE Jii.

1.6. ®aiisn 30HHU.

®daitnm 30H - 11€ cMOCiO, SKUM CepBEpHU IMEH 30epiraroTh iHGpOpMaIIito PO TOMEHH, PO SKi BOHH
3Hat0Th. KOJKeH MOMEH, Mpo KU 3HA€ cepBep iMeH, 30epiraeThcs y (aityii 30HU. BUTBIIICT 3aMuUTIB,
10 HAJIXOJISITh HA CEpeIHiIN cepBep IMEH, HE € TUM, I YOTO cepBep Oyie MaTH (aii 30H.

Slkmo BiH HaJaMITOBaHWKM Ha OOpOOKY PEKYpPCHBHHUX 3allMTIB, TAKHX SK CEPBEP MEPETBOPEHHS
1MEH, BiH 3HaWJIe BIAMOBI/b 1 IOBEpHE ii. B iHIIOMY BUIaaKy BiH MOBIAOMUTH 3aMUTYIOYYy CTOPOHY, /€
IIyKaTy Jali.

Yum Oinbie QaiisiiB 30H Mae cepBep iMEH, TUM Ha OUTbIIE 3alUTIB BiH 3MOXE aBTOPHTETHO
BIJITOBICTH.

@aiin 308 onmcye "30HY" DNS, sika B OCHOBHOMY € MiJIMHO>KHHOIO Bei€l cuctemMu imen DNS.
3a3BU4aii BiH BAKOPUCTOBYETHCS JUISl HATIAIITYBAHHS JIMIIEC OJHOTO JOMEHY. BiH MOXke MICTUTH KijlbKa
3aInCiB, SIKI BU3HAYAIOTh, JI€ 3HAXOAATHCS PECYPCH IS BIATIOBITHOTO JOMEHY.

$ORIGIN 30HM - mapamerp, SKUil 3a 3aMOBYYBAaHHSM JIOPIBHIOE HAWBHUIIOMY PIBHIO
MMOBHOBaXCHb 30HHU.

OTmxe, SIKIIO A HAJAIITYBaHHS «example.com» BUKOPHUCTOBYETHCS (hailyl 30HU JAOMEHY, IS
$ORIGIN Oyze BcTaHOBIEHO example.com .

Ile abo HamamrToBaHO y BEepXHii 4yacTuHi ¢airy 30HH, a00 HOro MO)KHA BU3HAUMUTH Yy (aimi
KoHirypamii cepepa DNS, sxuii mocunaeTscst Ha Qaiis 30HU. Y Oyb-SKOMY BHIIAJIKY, IeW MapaMeTp
OIUCYE, ISl 4OTO 30Ha Oy/ie MOBHOBAYKHOIO.

Amnanoriuno, $TTL nanamToBye "wac xwutrs" iHdopMmanii, siky BiH Hagae. B ocHOBHOMY Iie
taiimep. Kenryrouuii cepBep iMeH MOXe€ BHKOPHCTOBYBATH MOIEPEJAHBO 3alpOIIEHI pe3ylbTaTH s
BIZIIOBII HA 3amuTaHHs, TOKK 3HaueHHsA TTL He 3aKkiHUUTHCS.

1.7. Tunu 3amucis.

1.7.1. SOA 3anmuc.

3anmc aBtropm3arii, a0o SOA, € 000B’I3KOBUM 3amucoM y Bcix (ainax 3oHu. lle mae Oytu
NIEPIINI SBHUH 3anuc y daini (xo4a Buie MOXyTh OyTH BKa3aHi cienugikarii SORIGIN a6o $TTL).
[ToyaTok aBTOPUTETHOTO 3aIKCY BHUTIISAAE TPHOIH3HO TaK:

domain.com. IN SOA nsl.domain.com. admin.domain.com. (
12083 ; serial number
3h ; refresh interval
30m ; retry interval
3w ; expliry period
1h ; negative TTL

)

[TosicarMO, U1 9OTO MPU3HAYCHA KOJKHA YaCTHHA:
¢ domain.com.: Ile xopinb 30HU. Bkasye, mo ¢daiin 3001 npu3HaYeHH 1711 JoMeHy domain.com.
Yacro Bu Oaumre, IO 1€ 3aMiHEHO Ha (@, IO € MPOCTO 3alIOBHIOBAYEM, KU 3aMiHIOE BMICT
sminHOi SORIGIN.
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e IN SOA: Yactuna “IN” o3nauae IntepHer (i BoHa Oyne npucyTHs y 6arateox 3anucax). SOA €
MOKa3HUKOM TOTO, 1110 11e 3anuc Start of Authority.

¢ nsl.domain.com.: BU3Ha4Yae OCHOBHUI cepBep IMEH I 1IbOro foMeHy. CepBepu iMEH MOXKYTh
OyTH SIK OCHOBHUMH, TaK 1 BTOPUHHUMH, 1 SIKIIIO HanamroBaHo nuHamiuauid DNS, onuH cepsep
MOBHHEH OyTH “OCHOBHHUM”. SIKIIO BU He HajamTyBanu AuHamiyHui DNS, To 1e nume oauH i3
BalllMX OCHOBHHX CEPBEPIB iMEH.

¢ admin.domain.com.: [le enexTpoHHa ajpeca amMmiHicTpaTopa ais miei 30HH. "@" 3aMiHEHO
Kparkow B €JIeKTPOHHIM azapeci. SIKIIO B IMEHHIA YacTHHI aJpecHu eNEeKTPOHHOI MOIITH, SK
MpaBuiIo, € Kpamka, BOHa 3aMmiHioebTca Ha "\" B il yactuHi (your.name@domain.com crtae
your\name.domain.com).

o 12083: Ile cepiitauii Homep daiury 30Hu. KokHOTO pasy, Koiu BU peaaryere ¢aiiin 30HU, BU
MOBUHHI 30UIBIIYBATH 11€ YHMCIIO, 00 (ailyi 30HU PO3MOBCIOHKYBABCS MPaBUILHO. BTopHuHHI
CepBepHU MEpPeBIpsATh, YA HE € CEpIMHUI HOMEp MEePBUHHOTO cepBepa UIsl 30HU O1IBIINM, HIXK
TOM, SIKM1 BOHM MalOTh y CBOIH cucTeMi. SIKIO 11e Tak, BOHHM 3alUTYyE HOBUH (pailsl 30HH, SKIO
Hi, IPOJIOBXKYIOTh 00CIIYyTOBYBAaTH OPUTIHATBHUHN (aii.

o 3h: [arepBan oHOBIEHHS i 30HU. Lle KITBKICTh Yacy, sIkuid BTOpPUHHHNA cepBep Oyze dekaTu
nepe]] OMUTYBAHHSAM EPBUHHOTO JUIsS 3MiHU (haiiily 30HH.

e 30m: Ile inTepBanm mMOBTOpHOI cripoOW yig 1i€i 30HU. SIKIIO BTOPUHHUN CEpBEp HE MOXKE
MIKITIOYUTUCS IO OCHOBHOTO, KOJIM 3aKIHYMBCA TIEP10]] OHOBJICHHS, BiH 3a4€Ka€ CTUIBKH Yacy i
crpoOye OMUTaThH OCHOBHUH.

o 3w: lle Tepmin npumaTHOCTI. SIKIIO BTOpUHHUN CepBEp IMEH HE 3MIT 3B’S3aTHCS 3 OCHOBHUM
MPOTATOM TAKOTO TEPIOy 4yacy, BiH OlJIbllle HE TMOBEPTAE BIMAIMOBIJI K aBTOPUTETHE KEPEIo
JUIA 11i€l 30HMU.

e 1h: Crinbku yacy cepBep iMeH OyJe KellyBaTH NMOMMWJIKY IMEHi, SIKIIO BiH HE MOXXE 3HAWTH
3anuTaHe iM’s y 1iboMy Gaiiii.

1.7.2. Ata AAAA 3anucu.

O6uzaBa 11 3amucu BimoOpaxaroTh By3osl Ha [P-ampecy. 3amuc "A" BHUKOPUCTOBYETBHCS IS
3icraBieHHs BysJna 3 [P-agpecoro IPv4, Tomi sik 3amucu "AAAA" BUKOPUCTOBYIOTHCS [UIS 31CTaBJICHHS
By3J1a 3 ajpecoto IPv6.

3aranpHuUl PopMaT KX 3aIUCIB TAKUH:

host IN A IPv4 address
host IN AAAA IPv6 address

Otox, ockibku Hami 3anmuc SOA BKazaB OCHOBHUM cepBepoM By3os “nsl.domain.com”, Ham
HEOOXITHO BKa3aTH MOro ajapecy, ockiabku ‘“nsl.domain.com” 3HaXoAuTHCS B 30H1 “domain.com”, 1o
el (haia € BU3HAYaJIbHUM.

3anuc MOKe BUTJISIIATH PUOJIU3HO TaK:

nsl IN A 111.222.111.222
3BEpHITH yBary, 110 MU HE NMOBHWHHI BKa3yBaTH MOBHE iM . MU MOXEMO MPOCTO BKa3aTH BY30.I
0e3 MOBHOro J0MeHHOro imeHi, a cepep DNS 3anoBuuth perity 3HaueHHsSIM $ORIGIN. Opgnak mu

MOTJIK O TaK camo JIETKO BUKOPHUCTOBYBATH TIOBHE JIOMEHHE 1M’ 51

nsl.domain.com. IN A 111.222.111.222
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VY GinbIIocTi BUNAAKIB TYT BH BU3HA4Ya€Te CBill BeOcepBep SIK “Www’”:

WWW IN A 222.222.222.222

Mu Takox TOBUHHI CKa3aTH, SIK IEPETBOPIOETHCS 0a30BUiT ToMeH. MU MOYKEMO 3pOOHTH 11e TaK:
domain.com. IN A 222 .222.222.222

3aMicTh IBOTO MU MOTJIM BUKOPUCTATH “(@” JUII TOCUJIAHHA Ha 0a30BHUIl JOMEH:

@ IN A 222.222.222.222

Mu TakoX MaeEMO MOXKJIUBICTh IIEPETBOPUTH BCE, 110 B [IbOMY JIOMEHI HE BU3HAUEHO SIBHO IS
BOTO cepBepa. Mu MokeMO 3poOUTH 1€ 33 JOTIOMOTOI0 CUMBOJTY "*'":

* IN A 222.222.222.222

VYci BoHU Tak camo 100pe mpaioioTh i3 3amucamMu AAAA s aapec [Pvo.

1.7.3. CNAME 3anucu.

3amucu CNAME Bu3HauawOTh TIICEBJOHIM KAaHOHIYHOTO 1MEHI cepBepa (Takwid, SKWi
BHU3HAYA€ThCA 3anrcoM A abo AAAA).

Hampuxman, moxemo wmartu 3ammc iMeHi A, 1m0 BH3HA4Yae BY30J1 ‘“‘serverl”, a moTIM
BUKOPUCTOBYBATH “WWW’’ SIK TICEBJIOHIM JIJIS ITLOTO By3J1a:

serverl IN A 111.111.111.111
WWW IN CNAME serverl

Maiite Ha yBa3i, IO IIi TICEBAOHIMH MarOTh MEBHI BTpPAaTH MPOJAYKTHBHOCTI, OCKIJIbKM BOHHU
NMOTpeOyIOTh JA0JATKOBOTO 3allUTy JI0 cepBepa. 31MeO1IbIIOro TOro camMoro pe3ysibTaTy MOKHa Oyiio
JOCSITTH, BUKOPUCTOBYIOUHM JIOJIATKOBI 3ancu A abo AAAA.

OpuauM 13 BUnNanakis, ko pekomenayerbes CNAME, € HagaHHs TICeBAOHIMA U pecypcy Imo3a
MOTOYHOO 30HOIO.

1.7.4. MX 3anucu.

3anucu MX BUKOPHCTOBYIOTHCS Ul BU3HAUEHHS IOIITOBHX CEPBEPIB, sIKI BUKOPUCTOBYKOTHCS
i gomeny. Lle nonomarae eneKTpoOHHUM MOBIAOMIIEHHSM MPAaBUIBHO HAJIXOAUTH HA Ball MOIITOBUNA
cepsep.

Ha BigMiHy Bij 0aratbOxX I1HIIMX THITIB 3aMKCiB, TIOMITOBI 3alUCH 3a3BHYail HE BiJOOPaKalOTh
BY30J1 JI0 YOTOCh, OCKIJIbKM BOHHU 3aCTOCOBYIOThCS 10 BCi€l 30HU. BoHM 3a3Bu4aii BUTIIAIAI0Th TAK:

IN MX 10 mail.domain.com.

3BEpHITH yBary, 110 Ha MOYaTKy HEMae iMeH1 By3Ja.
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Taxo 3BEpHITH yBary, 10 TaM € JOJaTKOBHi HoMep. Lle Homep HanmamTyBaHHsI, SKU JOMIOMarae
KOMII'FOTepaM BHpIIIWTH, HA SKUM cepBep HAACHIATH MOUITY, SKIIO BHU3HAYEHO KUIbKAa MOIITOBUX
cepBepiB. MeHini 1ugpu MarOTh BULITUHN TIPIOPUTET.

3anuc MX, sk TpaBWIiIO, TOBUHEH BKa3yBaTH Ha BY30JI, BU3HAUYCHH 3anucoM A abo AAAA, a He
Ha Takui, sxkui Bu3HaueHuii CNAME.

OTxe, CKaXiMO, y HAcC € JBa MOITOBUX cepBepH. [loBUHHI OyTH 3amucH, sKi BUTJIANAIOTH
MpUOJIM3HO TaK:

IN MX 10 maill.domain.com.

IN MX 50 mail2.domain.com.
maill IN A 111.111.111.111
mail?2 IN A 222.222.222.222

VY npomy mpukiiai By3oa “maill” € Halikpamum cepBepoM 0OMiHY €JIEKTPOHHOIO MOIITOTO.
Mu Takox MOTJM O HAIUCATH 1€ TaK:

IN MX 10 maill

IN MX 50 mail2
maill IN A 111.111.111.111
mail?2 IN A 222.222.222.222

1.7.5. NS 3anucwu.

[eii Tvm 3amucy BU3HAa4Ya€e cepBEPH IMEH, SIKI BUKOPUCTOBYIOTHCS JIJIS 111€1 30HMU.

MoxnuBO, BaM IiKaBo, "SKIIO (ailsl 30HM 3HAXOIUTHCS Ha CepBepl IMEH, YoMy HOMY HOTPiOHO
nocusnatucsa Ha cebe?". YactuHoro Toro, mo podbuts DNS Takum ycmimmauM, € iioro OaratopiBHEBe
kemryBanHsa. OJHIE€I0 3 MPUYMH BU3HAYCHHS CEPBEPIB IMEH y (ailii 30HU € Te, mo (ailil 30HH MOKE
(axTUYHO 0OCITYrOBYBaTHUCS 3 KEILIOBAHOI KOMI{ HA 1HIIIOMY cepBepi iMeH.

Sk 1 3anmcn MX, 1e 3arajabHO30HOBI MapamMeTpu, TOMY BOHHM TaKOX HE MPHUUMAIOTH BY3JIH.
3arajaom BOHM BUTJISIAIOTh TaK:

IN NS nsl.domain.com.
IN NS ns2.domain.com.

Bu moBuHHI MaTu TpuHAiMHI JBa cepBepU IMEH, BH3HAYCHI y KOXXHOMY aiiai 30HHU, A
3a0e3MnedeHHs BiIMOBOCTIHKOCTI. binmbiricts mporpam DNS-cepBepa BBaxkae (ailyi 30HU HEICHUM,
SIKIIO ICHY€E JIUIIE OJNH CepBEp IMEH.

Sk 3aBK/1, BKIIIOYITh BiIOOpaXkeHHs /7S BY3JIiB 13 3anucamu A a6o AAAA:

IN NS nsl.domain.com.
IN NS ns2.domain.com.
nsl IN A 111.222.111.111
ns2 IN A 123.211.111.233

1.7.6. PTR 3ammcwu.
BuxopucroByBani 3amucu PTR Busnauarote im's, mos's3ane 3 IP-ampecoro. 3ammucu PTR e
ob6epuenumu 110 3amuciB A a6o AAAA. 3amucu PTR yHikalbHI THM, 110 TOYHHAIOTHCS 3 KOPEHS .arpa i
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neneryoTthes Bnacaukam [P-aapec. Perionaneshi peectpu [ntepuety (RIR) kepyrots neneryBanusim IP-
aZpec OpraHizamisiM Ta TocTadaldbHHKaM mociyr. Jlo perioHanbHuUX [HTEpHET-peecTpiB BXOISATH
APNIC, ARIN, RIPE NCC, LACNIC ta AFRINIC.

Ocsb npukian 3anucy PTR mns 11.22.33.44:

44.33.22.11.in-addr.arpa. 33692 IN PTR host.example.com.

Leit npuknax 3anucy PTR ms agpecu [Pv6 mokazye hopmar peBepcHoro 3anucy DNS-cepBepa
Google IPv6 2001: 4860: 4860 :: 8888.

8.8.8.8.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.6.8.4.0.6.8.4.1.0.0.2.1
p6.arpa. 86400IN PTR google-public-dns-a.google.com.

2. 3aBgaHHs Ha POOOTY.

2.1. BcTaHoBuTH Ta HajalTyBaTW NMEPBUHHUI Ta pe3epBHUM cepBepH JUJIsl ABOX MNPAMHUX Ta
3BOPOTHOI 30H, SIKi BIAMOBIIaI0Th HACTYITHUM BUMOTaM:

- B mpsMHX 30HaxX oOOB'sI3k0BO MaroTh Oytu 3amucu TtumiB: SOA, NS, A, CNAME, sxi
BiJINIOBI1al0Th BapiaHTy 3aBJAaHHS;

- B 3BOPOTHIi 30H1 000B's13k0BO MaroTh OyTH 3anucu tumiB: SOA, NS, PTR, siki BignosinawoTh
BapiaHTy 3aBJaHHSA.

2.2. TlepeBiputu pe3ynbTaT nepeaadi (transfer) 30H Ha pe3epBHOMY CepBepi.

2.3. TlepeBiputu mpaie3gaTHICTh MEPBUHHOTO Ta PE3EPBHOTO CEpPBEPIB A BCIX 30H 3a
JIOTIOMOT OO JIIaTHOCTUYHUX YTHIIIT, Hanpukiam: nslookup, dig, host.

2.4. PekOMEHIye€ThCSl BUKOPUCTOBYBATH HACTYITHE TIpOTpamMHe 3a0e3MeueHHs:

- DNS-cepsep: bind9.

Bapiantu 3aBaaHHS.

. Pecypcu 30Hu
BapianT Im's1 30H
Im'st Anpeca IlceBnonim
alpha 172.20.1.10 wsl
beta 172.20.1.20 wWs2
1 letter.net | o a 172.20.1.30 ws3
zone(Ol.com
delta 172.20.1.40 ws4
omega 172.20.1.50 wsb
mercury 192.168.11.21 srvl
venus 192.168.11.22 sSrv2
2 planet.edu [ iy 192.168.11.23 |srv3
zone(02.org
saturn 192.168.11.24 srvi
Jjupiter 192.168.11.25 srv5
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Pecypceu 30Hu

Bapiaurt Im's1 30H :
Im's Anpeca IIceBaonim
tiger 192.168.1.11 WWW
lion 192.168.1.12 ftp
cat.com

3 zone03 . net lynx 192.168.1.13 ssh
leopard 192.168.1.14 pop3
jaguar 192.168.1.15 imap
rose 172.20.1.31 pcl
gerbera 172.20.2.32 pc2

flower.org .

4 2one04 . edu tulip 172.20.3.33 pc3
aster 172.20.4.34 pcéd
peony 172.20.5.35 pcS
ubuntu 172.25.11.10 nodel
debian 172.25.11.20 node?

5 linux.net centos 172.25.11.30 node3

zone05.com
gentoo 172.25.11.40 node4
fedora 172.25.11.50 nodeb
red 192.168.22.10 wsl
green 192.168.22.20 |ws2

6 color.edu 1y, o 192.168.22.30 |ws3

zone(06.net
black 192.168.22.40 ws4
white 192.168.22.50 wsh
gold 172.30.10.31 srvl
silver 172.30.10.32 sSrv2

7 metal.com o 172.30.10.33  |srv3

zoneQ7.o0rg
copper 172.30.10.34 srvi
zinc 172.30.10.35 srvb
london 192.168.33.1 WWW
tokyo 192.168.33.2 ftp
capital.org .

8 zone0s .edy |PRTis 192.168.33.3 ssh
rome 192.168.33.4 pop3
berlin 192.168.33.5 imap
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Pecypceu 30Hu

Bapiaurt Im's1 30H :
Im's Anpeca IIceBaonim
dollar 192.168.55.10 |pcl
dinar 192.168.55.20 |pc2
currency.ne
9 t lira 192.168.55.30 |pc3
zonel3. com peso 192.168.55.40 |pc4
real 192.168.55.50 |pcS
nile 172.21.11.10 nodel
amazon 172.21.11.20 node?
river.edu
10 zonel0.net |€ON9O 172.21.11.30 node3
amur 172.21.11.40 node4
mekong 172.21.11.50 nodeb5
apple 172.31.50.1 wsl
orange 172.31.50.2 wWS2
fruit.com
11 zonell.org grape 172.31.50.3 ws3
banana 172.31.50.4 ws4
lemon 172.31.50.5 ws5
one 192.168.77.11 srvl
two 192.168.77.22 srv2
12 digit.org  [ip ee 192.168.77.33 |srv3
zonel2.edu
four 192.168.77.44 srvié
five 192.168.77.55 srv5
march 192.168.99.10 |www
april 192.168.99.20 ftp
13 month.net — 192.168.99.30 |ssh
zonel3.com
june 192.168.99.40 |pop3
July 192.168.99.50 imap
maria 172.16.70.1 pcl
tomas 172.16.70.2 pc2
14 name . edu tereza 172.16.70.3 pc3
zoneld.org
stefan 172.16.70.4 pc4
sara 172.16.70.5 pcS
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Pecypceu 30Hu

Bapiaurt Im's1 30H :
Im'st Anpeca IIceBaonim
france 192.168.88.11 |nodel
china 192.168.88.12 node2
15 country.com [ in 192.168.88.13 |node3
zonelb.net
italy 192.168.88.14 |node4
germany 192.168.88.15 |nodeb

3. KoHTpoJbHI 3anUTaHHs.

3.1. IlpuzHauenns Ta npuHIUU podot DNS.
3.2. Turmu DNS-cepBepiB Ta iX npu3HaueHHS.
3.3. Tunu pecypcuux 3anuciB B DNS Ta iX nmpu3HadeHHS.

3.4. Po6oTa cepBepa B iTepaTHBHOMY Ta PEKyPCUBHOMY PEKUMAX.
3.5. 3aranbHa nporeiypa nepeTBOpeHHs JOMEHHOTo iMeHi B [P-anpecy.
3.6. KemyBanns B DNS.

4. Jliteparypa.
https://web.archive.org/web/20210412192956/https://book.systemsapproach.org/applications/
infrastructure.html
https://web.archive.org/web/20210330175027/https://www.digitalocean.com/community/

tutorials/an-introduction-to-dns-terminology-components-and-concepts
RFC1034 https://tools.ietf.org/html/rfc1034
RFC1035 https://tools.ietf.org/html/rfc1035
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JNlabopaTopHa po6oTta Ne 2

CepBic eNneKTPOHHOI NoWTH

1. KopoTki TeopeTHyHI BiJOMOCTI.

Enexrponna nomra (email abo e-mail) - ne mMeTon oOMiHY MOBIZOMJICHHSAMH (IIOIITOK) MiX
JIOABMH, SIKI BHKOPHUCTOBYIOTh €JIEKTPOHHI mpucTpoi. Y 1960-x pokax eNneKTpoHHa TMOIITa
BUKOPHCTOBYBaJIacsi OOMEXKEHO, KOPUCTYBauli MOTJHM HAJICWIATH ii JIMIIE KOPUCTYBadaM OJHOTO
KoM toTepa. Jleski CucTeMu TakoX MiATpUMYyBaId (HOPMY MUTTEBUX MOBIAOMIICHb, KOJIA BiIPABHUK 1
OJIep)KyBad TOBHHHI 3HAaXOAWTUCS B PEXKHUMI OHJAWH oxHOYacHO. Peil TOMIIIHCOH BBaXKaeThCs
BHUHAX1IHUKOM €JIEKTPOHHOI momTH; y 1971 poui BiH po3poOHUB Mepiry CHCTEMY, 3JaTHY HaJICHUIATH
MOLITY MiX KOpUCTyBauaMH Ha pi3HHX By3iax no ARPANET, BUKOpUCTOBYIOUH 3HAK (@ Ui 3B’SI3KY
iMeHl KopucTyBaua 3 cepBepoM mpu3HaueHHs. [lo cepeaunu 1970-x pokiB mio (opMy BH3HAIU
€JIEKTPOHHOIO TOMITOIO.

EnexTponHa momiTa mpaiitoe yepe3 KOMIT I0TepHI Mepexi, Hacammepen yepes [Hrepuer. CydacHi
CHUCTEMH EJIEKTPOHHOI MOITH 0a3ylThcs Ha Mojeli 30epiranHs Ta nepecuwianHs. [lomToBi cepBepu
MpUIMalOTh, MEPECUIal0Th, JOCTABISAIOTh Ta 30epiraroTh moBimomieHHs. Hi kopucrtyBawi, HI iXHI
KOMIT'IOTepH HE 3000B’s3aHi repedyBaTh B MeEpeKi OJHOYACHO; iM MOTPIOHO MIAKIIOYUTHUCS, K
MpaBuJIO 70 TOIITOBOTO cepBepa abo dYepe3 BeOiHTepdeiic, mo0 HaacwiaTu abo OTpUMyBaATH
MOBIJIOMJICHHSI 200 3aBaHTaXyBaTH iX.

CnoyaTky sk TeKCTOBUM KoMyHikamiiauit Hociii ASCII, enexTpoHHa momTa Oyna po3ImHpeHa 3a
JIOTIOMOT 010 OaraToIiiboBux posmupens [Hrepuer-nomtu (MIME) s nepeHeceHHs TEKCTY B 1HITUX
Ha0opax CHMBOJIIB Ta BKJIAJEHHSIX MYJIbTUMEIIHHOTO BMICTy. MiKHapoaHa €JIeKTpOHHA TMOIITa 3
IHTEpHAIIOHATII30BaHUMH  aJjpecaMl  €JIEKTPOHHOI  TOmTH, 1m0 BUKOpHCcTOBYI0Th  UTF-§,
CTaHJapTU30BaHa, aje He Ha0yJa MHUPOKOro MOUIUPEHHS.

1.1. ®opmaT noBiIOMJICHHS.

RFC 822 Bu3Hauae mmoBigoMIIEHHS, SIKI MAIOTh JBI YaCTHHM: 3aroJIOBOK Ta TiJ10. OOHIBI YaCTUHU
npenctasieHi B Tekcti ASCIL [lepBuHHO Tino moBigomMieHHs Oyino mpoctuM TekctoMm. Lle Bce me Tak,
xoua RFC 822 6yB nonoBuennit MIME, 1106 103BOJIUTH TiJTy MOBIJOMJICHHS HECTH Pi3HOMAHITHI TUITH
nanux. Lli mani Bce me mpexacrasieni y Burisigi Tekcty ASCII, ane oCKiibkM BOHM MOXYTh OyTH
KOJIOBAHOIO BEpCi€l0, CKaxkiMo, 300paxxeHHs JPEG, BoHH HE 000B’I3KOBO YHTAIOTHCS KOPUCTYyBauYaMHU.

3aroJoBOK IMOBIJOMJICHHS SIBIISIE COOOKO PsJI PAIKIB, sIKi 3aKiHUYIOTbCs cuMBosiamMu <CRLF>.
(<CRLF> mno3nayae MOBEpHEHHS KapeTKH IUTIOC MOAa4y PAIKa, SKi € Mapor0 KEePYHUUX CHUMBOJIB
ASCII, sixi 9acTO BUKOPUCTOBYIOTHCS JJIsl IO3HAYCHHS KIHIIS PSJIKA TEKCTY.) 3aroJIOBOK BiIOKPEMIICHHIA
BiJI T1J1a TTOBIJOMJICHHS TIOPOXKHIM psiikoM. KoskeH psJIoK 3aroJioBKa MiCTUTh THII 1 3HAUCHHS, PO3IIJICH]
JIBOKparko. barato 3 mux psjakiB 3arojioBKiB 3HAOMi KOPUCTyBayaM, OCKUIBKH iX TPOCSATH
3aIIOBHUTH, KOJIM BOHHW CKJIQJIAalOTh TOBIJOMJICHHS CIICKTPOHHOI IOIITH, HANPHKIA], 3arojOoBOK
ineHTu(ikye onep>KyBada MOBIJTOMJICHHs, 3ar0J0BOK TOBOPHUTH IIOCH MPO METy MOBimoMIIeHHs. [HmIi
3aroJIOBKM 3aIllOBHIOIOTHCS 0a30BOI0 CHUCTEMOIO JOCTABKM MOIITH. [IpuKkiIaaw BKIHOYAIOTH (SKIIO
MOBIIOMJICHHS TIepelaHe) iM'ss KOPUCTYBaya, [0 HaJICJIaB MOBIIOMJICHHS Ta KOXKEH IMOILITOBUI cepBep,
SIKUH 0OpOOJIAB 11 MOBIJIOMJICHHS. 3BUYAHO, € 0araTo 1HIIMX PSJIKIB 3arojoBkiB ommcanux B RFC
822.
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RFC 822 6yno posmupero B 1993 pomui (i 3 THX mHip HEOJHOPA30BO OHOBIIOBAIOCH), MO0
JO3BOJIUTH TIOBIJOMJICHHSIM €JIEKTPOHHOI MOIITH HECTH 0arato pi3HMX THUIMIB JaHHUX: ayJlio, BIJ€O,
300paxkenHs, AokyMeHTH PDF Tomo. MIME cknamaethcsi 3 TppOX OCHOBHMX uacTuH. [leprimit
(dbparMmeHr siBisie co0010 HAOIp PSAAKIB 3ar0JIOBKIB, SIKi IONOBHIOIOTH BUXITHUN HaOip, BUu3HaueHunii RFC
822. i psiaku 3aroI0BKa pisHUMU CIIOCOOAMH OMTUCYIOThH JIaH1, 10 IEPEHOCATHCS B TLTI TOBITOMIJICHHS.

Bonu BruttouaroTs: Bepcito MIME, 1110 BUKOPHUCTOBYETHCS, 3pYYHHM JIJIs1 YUTAHHS OMUC TOTO, IO € B
MOBITOMJIEHHI, TUIIN JaHUX, IO MICTSITHCSA B ITIOBIJIOMJIEHHI, 1 SIK JaHI B TiJI HOB1OMJIEHHS 3aKO0JIOBaHi.
Hpyra yacTuHa - 1le BU3HauYeHHs Habopy TumiB BMmicTy (Ta miarumiB). Hanpuxmax, MIME
BHU3HAYA€ KiJIbKa PI3HUX THUMIB 300pakeHb, BKIIOUaloun image/gif Tta image/jpeq, KOXeH i3
OUYEBUJHHMM 3HAUCHHSM. B sKoCTI iHIIOro mpukiany, text/plane MOCHIAETHCA HA MPOCTUN TEKCT,
AKMA BM MOXXETE 3HAMTH y 3BMYAHOMY MOBIJIOMJEHHI, ToAl sIK text/richtext mno3Hayae
MOBIIOMJICHHSI, III0 MICTUTB TEKCT 13 «PO3MITKOIO» (TEKCT 13 BUKOPUCTAHHSIM CIEIiaTbHUX MPHUPTIB,
KypcuBy To1mo). Sk Tperiidi npuknaa, MIME Bu3Hauae Tun mporpamu, e MiATUIU BiANOBIAAIOTH
pe3yabTaTaM poOOTH PI3HUX MPUKIAIHUX MporpaMm (Hampukian, application/postscript Tta
application/msword).

MIME Takox Bu3Hauae Tl multipart, SKUM TOBOPUTH MPO TE€, SK CTPYKTYPOBAaHO
MOBIIOMJICHHSI, 1110 MIiCTUTH O1JIbIIIEe OJTHOTO TUNY AaHuX. L{e ik MOBa mporpaMyBaHHsI, SIKa BU3HAYAE SIK
0a30Bi TUNH (HATPUKJIIAJL, 1T YMCTIa TA YMCIIA 3 TUIABAFOUOI0 KOMOIO), TaK 1 CKJIaJIeH] TUIK (HAIIPHUKIIA/,
CTPYKTYpH Ta MacuBH). mixed OAMH i3 MOXJIMBHX multipart miATHMIB, SKUA TOBOPUTH, IO
MOBIJIOMJICHHSI MICTUTh Ha0lp HEe3aJeKHUX (PparMEeHTIB IaHUX Yy BU3ZHAUYCHOMY MOpsAAKY. [oTiM KoxeH
(¢bparMeHT Mae BIIaCHUH PSAJIOK 3arojI0OBKa, sIKUH OMUCYE THII LHOTO (pparmMeHra.

Tpers yacTuHa - 11€ C1IOCIO KOAYBaHHS PI3HUX THIIB JaHUX, 1100 BOHW MOTJIM OyTH BiANpaBiieHl B
enexktponHomy mnoBigomaeHHi ASCIIL. IlpoGnema mossirae B TOMy, IO JJIs JESKUX THITB JaHUX
(manpukinan, 300paxenns JPEG) Oynp-skuii 8-6iToBHil 6aiiT 300pakeHHs] MOXKE MICTHUTH OJlHE 3 256
pi3HHMX 3HaudeHb. Jlumie miaAMHOXWHA IUX 3Ha4YeHb € aiiicHuMu cumBosiamu ASCII. BaxmmBo, 106
MOBIJIOMJICHHSI €NIeKTpOHHOI momTu MicTuiu jmie ASCII, ocKiIbKM BOHHM MOXKYTh MPOXOJUTH Yepe3
HU3KY MPOMDKHHUX CHCTEeM (IILTIO3H, SK OMHMCAHO HIDKYE), SKI IependadyaroTh, IO BCS €JIEKTPOHHA
moira € ASCII, 1 e Mo)ke TTOIIKOANTH MOBIAOMIIEHHS, KO BOHO MICTUTh CUMBOJIH, 1m0 He € ASCII.
Jna Bupimenus i€l npooaemu MIME BukopucToBye mpsiMe KOAYBaHHS JBIMKOBUX JaHUX y HaOIip
cumBouiB ASCII. KonyBanns Ha3zuBaeTbes base64. Ines nosnsirae B Tomy, 00 BiToOpa3UTH KOXKHI TPU
Oaiitn BUXigHUX ABiMiKOBMX nMaHuX y 4oThupu cumBosd ASCII Lle poOHUTbCA NUISIXOM TPYITyBaHHS
NBIMKOBUX JaHUX y 24-0iTOBI OAMHHUINI Ta PO3OUTTS KOXHOI Takoi OJWHHIN HAa 4OoTUpH 6-0iTOBI
yactuHu. KoxkeHn 6-po3psiaHuii ¢pparMeHT BimoOpaxkaeTbess Ha ogHoMYy 3 64 miiicaux cumBoniB ASCII;
Hanpukiaa, 0 BimoOpaxkaerbcss Ha A, 1 Ha B 1 Tak mami. SIKIIo NMOJAMBUTHCH Ha TOBIJIOMJICHHS,
3aKO0/I0BaHE 3a JIOIIOMOIOI0 CXEMH KOJyBaHHS base64, To MO)kHa MoOayuTy juiie 52 BeNuKi Ta Maii
mitepu, 10 uudp Big 0 10 9 Ta cnemwianbHi cumBosM + Ta /. Lle nepii 64 3HaueHHsI B HAOOP1 CUMBOJIIB
ASCII.

OxpimM TOro, mo6 3poOWUTH YUTAHHSA TOMITH SKOMOra Oe300JICHIMINUM IJIsi TUX, XTO BCE I
HamOJIsiTa€ HAa BUKOPHUCTAaHHI JIMIIE TEKCTOBHUX 34YMTYyBauiB momTH, nosimomuieHHs MIME, ske
CKJIaJIa€ThCs JINIIIE 31 3BUYAHHOIO TEKCTY, MOXe KOyBaTucs 3a fornomororo 7-6irooro ASCII. Takox €
yurabenabHe KoayBaHHs st qanux ASCIL

[ToemnaBmum Bee 11€, MOBIIOMIICHHS, 110 MICTUTh 3BUYaliHUI TekcT, 300paxkeHHst JPEG ta ¢aiin
PostScript, Burnsgatume npuOIM3HO TaK:
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MIME-Version: 1.0

Content-Type: multipart/mixed;
boundary=" ------------ 417CA6E2DE4ABCAFBCS"
From: Alice Smith <alice@cisco.com>
To: bob@comsys.kpi.ua

Subject: test message

Date: Mon, 06 Sep 2021 19:45:19 +0200

————————— 417CAGE2DE4ABCAFBCS
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

Bob,
Here are the jpeg image and draft report I promised.
--Alice

————————— 417CAGE2DE4ABCAFBCS
Content-Type: image/jpeg
Content-Transfer-Encoding: base64
unreadable encoding of a jpeg figure
————————— 417CAGE2DE4ABCAFBCS
Content-Type: application/postscript; name="draft.ps"
Content-Transfer-Encoding: 7bit
readable encoding of a PostScript document

VY 1ipoMy TpHKIIaal psAOK Y 3aroJ0BKY MOBITOMJICHHS TOBOPHUTH, IO 11€ TTOBIJOMIICHHS MICTUTh
pi3HI (pparMeHTH, KOXKEH MO3HAYECHHUH PSIAKOM CHMBOJIB, KM HE BIMOOpaXaeThCsl B CaMHUX JIaHUX.
[ToTim koxeH pparmenT Mmae BiacHi psaku Content-Type ta Content-Transfer-Encoding.

1.2. Tlepenayua moBiIOMJICHb.

[IpoTsirom GaratboX poOKiB OUIBIIICTH €IEKTPOHHHUX JIUCTIB MEPEMIIIYBAINCH 3 By3Jia Ha BY30J,
BukopuctoByroun e SMTP. He3paxaroun Ha Te, mo SMTP nponoBxye BimirpaBaTé IEHTPaIbHY
pOJIb, 3apa3 1ie JIMIIIE OJIMH 13 IEKUIBKOX MPOTOKOJIB EIEKTPOHHOI MOMITH. [HTEpHET-MPOTOKOI AOCTYITY
no nosigomiieHb (IMAP) ta Ilporokon momroBoro BimauieHHs (POP) e me aBoma BaxIMBUMHU
MPOTOKOJIAMH OTPUMAaHHS MTOIITOBUX MOBiZJIOMJICHb.

[Ilo6 3po3ymitu posb SMTP y mnpaBuiabHOMY KOHTEKCTI, HEOOXITHO BHU3HAYUTU KIFOYOBHX
rpasiiB. [lo-mepiie, KOpuUCTyBadi B3a€MOJIIOTH 13 MPOTPamMoOI0 pelaryBaHHs TOIITH, KOJW BOHHU
CKJIQJIat0Th, 30€piraroTh, MIYKAIOTh Ta YUTAIOTh CBOi E€JEKTPOHHI JIMCTU. ICHy€ BelWKa KUIBKICTh
penakTopiB TomTH, AK 1 Oarato BeO-OpaysepiB. Ha mouaTky craHoBieHHsS Mepexi I[HTepHer
KOPHUCTYBaui, K MPaBWIO, BXOAWIM Ha BY30J], Ha SKOMY 3HaXOAWJIAch iX IOINTOBA CKPUHBKA, a
mporpamMa 34YMTYBaHHSA TIOMITH, SKy BOHHM BHUKJIHMKaIHM, Oyla JIOKAJbHOK MPOrpamoro, ska
3aBaHTaXKyBajia MOBiJOMIIeHHS 3 (ainoBoi cuctemu. ChOronHi, 3BMUAHO, KOPUCTYBadi BiJaalieHO
OTPUMYIOTB JIOCTYII JIO CBOET MOIITOBOI CKPUHBKHU 31 CBOTO HOYTOYKa un cMapT(hoHa; BOHU HE BXOJATH
Ha BY301, IO 30epirae ixHio nomTy (MomToBuii cepsep). Apyruii npoToko nepenadi NOMmTH, TAKUH K
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POP a6o IMAP, BUKOPUCTOBYETBCS JUIS BiIAJICHOTO 3aBAHTAXKECHHS €JIEKTPOHHOT MOIITH 3 MOIITOBOTO
cepBepa Ha IPUCTPiil KOpHCTyBayYa.

[To-npyre, Ha KOKHOMY BY3JIi, IO MICTUTh MOIITOBY CKPUHBKY, MIPAIIOE MOMITOBHUM JeMOH (200
npouiec). Lleit nemoH HazuBaeThcsi areHTOM Tmepenadi mosimomieHb (MTA), skuil Bimirpae poib
nomroBoro BiaaiieHHa. KopucryBaui (abo ix penakTopu MOIMITH) MEepeaaroTh AEMOHY MOBIIOMIICHHS,
SIK1 BOHM XOUYTh HaJIICIaTH 1HITUM KOPHUCTYyBadaM, IeMOH BUKOpHCTOBYe 3anmymennit SMTP uepe3 TCP
JUIsL TIepefiadl TIOBIJIOMJICHHSI JEMOHY, IO TpAIfo€ Ha I1HIINN MalMHi, 1 JIeMOH pPO3MIIlye BXigHi
MOBIJIOMJICHHSI B TIOIITOBIA CKPUHBIII KOpPUCTYyBaya (7€ peJaKkTop MOIITH IIbOTO KOPUCTYyBadya MOXE iX
ni3Hime 3HaiTh). Ockinbku SMTP - 11e mpoToko, KMl MOXKe pealizyBaTu KOKEH, TEOPETUIHO MOKE
icHyBaTh Oe3miu pi3HHX peami3amii MOmTOBOTO JAeMoHa. Ha mpakTuii mIMpOKO BUKOPHUCTOBYETHCS
T JIKiTbKa MOMYyJIIPHUX peasi3aliil, IpuioMy HaWMOMIUPEHIIINMHE € cTapa nporpama sendmail Bix
Berkeley Unix, postfix Ta exim.

[TomToBUM
LIJTIO3
ITouwToBUM ITouwToBUM
cepBep cepBep
SMTP SMTP

Mamtonox 1. Ilepecunants NoBiAOMIIEHB €JIEKTPOHHOT MOIITH.

Xouya, MoxsuBO, 0 MTA Ha mamuHi BianpaBHuka BctaHoBioe SMTP/TCP-3'eqnanns 3 MTA
Ha TIOIITOBOMY CEpBEpi 0JIep>KyBaya, y 0araTb0X BHITaJIKax IMOIITa MEPEAAEThC Yepe3 OJIMH a0 KiJibKa
MOIITOBUX IIUIIO31B HA CBOEMY IIUISAXY BiJ By3Jia BiIpaBHUKA JI0 By3ja oJep)KyBada. K 1 Ha KIHIIEBUX
By3J1ax, Ii IUIIO3M TaKOXX BUKOPHCTOBYIOTH JIEMOH areHTa mepeaadi mosijomieHb. He BuUmaakoBo i
MPOMDXKHI BY3JIM HA3MBAIOTHCS MUTKO3aMH, OCKUIBKU iX poOOTa mossirae y 30epiraHHi Ta NmepecuiIaHHi
MOBIJIOMJICHb  €JIEKTPOHHOI MOWITH, MOAIOHO 10 Toro, sk ‘“muio3 I[P” (axuit Ha3uBaeTbes
MapIpyTu3aTopoM) 30epirae Ta nepecuiae maketu [P. €1uHa pi3HHI NOJISITa€ B TOMY, 1110 TOIITOBUN
[UTI03 3a3BHUail Oydepu3ye MoBiJOMIICHHS HAa AUCKY 1 TOTOBUI CIpoOyBaTH MOBTOPHO MepeaaTu ix Ha
HACTYITHUI BY30J1 IPOTATOM JIEKUIBKOX JTHIB, TO1 K [P-mapmpyruszarop Oydepusye naketu B mam'sti i
TOTOBHI MOBTOPUTH cIpoOy iX mepenadi JMIIe 3a JOJI0 CeKyHaAu. MairoHOK 1 UmrocTpye muisx i3
OJTHUM TPOMDKHUM BY3JIOM Ha IIISIXY BiJ BiATIPaBHHUKA JI0 OJEPIKyBaya.
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Jus doro morpiOHi momToBi nu03u? YoMy BY30J BiINpaBHUKA HE MOXE HaJICIaTH
MOB1IOMJIEHHS B3Iy ojiepkyBada? OiHa 3 IPUYMH IOJISATae B TOMY, 1110 O/IEP)KyBad HE XO0ue BKa3yBaTu
KOHKPETHUH BY30J1, Ha SIKOMY BIH YHMTa€ €JIEKTPOHHY IOIUTY, 110 HAJAXOJIUTh Ha Horo aapecy. [Hma
MpUYMHA - 1€ MaciiTad: y BEJIMKUX OpraHi3amisiXx dYacTo TpaIULIEThCS, IO Ha PIZHUX BY3JIax
30epiraroThCsi TOIITOBI CKPUHBKM oOpranizamii. Hampukmaa, momTa, 10 HaJICWIAE€TbCS Ha
bob@comsys.kpi.ua, couaTky Mo)ke HaJcHUJIaTHCS Ha MOMITOBUN NUTO3 mail.comsys.kpi.ua, a motim
MEPECHIIAETHCS - 3a TOTIOMOTOI0 JIPYTOTo 3'€IHAHHS JI0 KOHKPETHOTO BY3J1a, Ha sIKiii bob Mae momroBy
ckpunbKy. lllmo3 nmepeaapecarii marpumye 0a3y naHUX, sika BioOpaskae KOPUCTYBaAdiB y BY3JIH, Ha
SIKUX 3HAXOJSATHCA 1X IMOIITOBI CKPUHBKHU. BillpaBHUK HE MOBHHEH 3HATH I[OTO KOHKPETHOTO 1MEHI.
(Criicok  3aroJioBKIiB PSAKIB Yy TOBIOMJICHHI JOMOMOXKE MPOCTEKUTH MUTIO3M TMOIITH, MO SKHX
nponuio neBHe moBimomuieHHs.) Ille oaHi€l0 MpUUMHOIO, OCOONMBO HA pPaHHIX eramax PO3BUTKY
€JIEKTPOHHOI TOIITH, € Te, IO BY30JI, HAa SIKOMY PO3MIIIYETbCSA TOIMITOBA CKPUHBKA OYyab-SKOTO
KOpHUCTYBada, HE 3aBXKIU MOXe OyTH JOCTYIMHHUN 1 B IIbOMY BHIIAJKy MOINTOBHHA U3 30epirae
MOBIIOMJICHHSI JI0 MOMEHTY HOT'O JJOCTaBKH.

HesanexxHo Bix KiMBKOCTI TMOMITOBMX IUIIO31B HA MNUIAXY, He3anexHe 3'enqHanHs SMTP
BUKOPHCTOBYETHCS MK KOXXHHM BY3JIOM JUIS TIEPEMIIICHHS TIOBITOMJICHHS OJIMKYE IO OJIEp)KyBaya.
Koxen ceanc SMTP Bxirouae gianor Mixk JBOMa JAEMOHAMH MOIITH, MPUYOMY OJHH BUKOHYE POJIb
KITIIEHTA, a 1HIUK - cepBepa. [1ix 4ac ogHOro ceancy MiXk JBOMa By3JIaMU MOXKE NepeaBaTHCs KiJibKa
noBigomiieHb. Ockinbku RFC 822 Bu3Hauae moBigoMieHHs, 0 BUKOPUCTOBYIOTH ASCII sik 6azoBe
npenctasienss, SMTP takox 6azyetbest Ha ASCIL. Lle o3Hauae, 0 KOPUCTYBa4 MOXKE BHIaBaTH cebe
KIIIEHTCHKOIO mporpamoro SMTP.

SMTP maiikpamie 3po3yMmiTH Ha MpocToMy mpukiam. Jlami HaBOAUTBCS OOMIH MiX
BiJIIPABIISIIOYUM JIOMEHOM comsys.kpi.ua Ta MpUMaruuM JOMEHOM cCisco.com. Y IIbOMY BUIAJIKY
KopuctyBad bob 3 comsys.kpi.ua HamaraeTbcs HajaiclaTH TOWTY KopucTyBadam alice Ta tom B
cisco.com. J[oaHO 101aTKOBI MOPOXKH1 PSIAKH, 10O 3pOOUTH Jiajior O1IbII YUTAOETHFHUM.

HELO pc.comsys.kpi.ua

250 mail.comsys.kpi.ua Hello pc.comsys.kpi.ua [10.18.51.101]

MAIL FROM:<bob@cs.comsys.kpi.ua >
250 OK

RCPT TO:<alice@cisco.com>
250 OK

RCPT TO:<tom@cisco.com>
550 No such user here

DATA

354 Start mail input; end with <CRLF>.<CRLF>
Hello Alice and Tom!

<CRLF>.<CRLEF>

250 OK

QUIT
221 Closing connection
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SAx Buano, SMTP nependauyae mociiJOBHICTh OOMiHIB MiXK KIIIEHTOM Ta CEPBEPOM. Y KOKHOMY
oOMiHi kimieHT yonikye komanay (Hanpukian, QUIT), a cepBep Bianosigae kogom (Hampukiag, 250,
550, 354, 221). CepBep TakoX MOBEpTac 3py4yHE JJISI YUTAHHS TMOSICHEHHA Koay (Hampukianm, "No
such user here"). ¥ npoMy KOHKPETHOMY MPHUKJIAAlI KIIEHT CHOYATKy ieHTU(iKye cebe Ha
cepsepi 3a gonomororo komauan HELO. B sikocTi aprymeHnTty BiH Hazae cBoe nmomeHHe im’s. CepBep
nepeBipse, mo e im's Bignosimae IP-aapeci, mo BukopuctoByeThesi TCP-3'eqnanHsM (cepBep
noBigomiisie 1m0 [P-ampecy wimienty). IloTiM KITIEHT 3amuTye y cepBepa, YM TOTOBHM BiH MPUHHATH
MOIITY /ISt ABOX PI3HUX KOPHUCTYBAdiB; CEpBEp BIANOBiAae, Kakyuu "Tak" ogHOMy, a "HI" IHIIOMY.
[ToTim KITIEHT HAJCWIIA€ TTOBITOMIJICHHS, SIKE 3aKIHUY€EThCS PAIKOM 13 €auHO0 Kpankoto ("."). Hapemri,
KJIIEHT PO3pPHUBAE 3'€THAHHSI.

3Bu4aifHO, icHye Oe3Jiu IHIMMX KOMaHJI 1 KOJiB TOBEpHEHHsA. Hampwukmanm, cepBep Moxe
BianmoBicth Ha komaHay kiieHTa RCPT komom 251, skuii BKazye Ha Te, IO KOPUCTYBad4 HE Mae€
MOIITOBOT CKPUHBKM Ha IIbOMY BY37i, aje M0 cepBep oOilse mepeciaTd MOBIJOMIICHHS HA 1HIIHA
MOIITOBUN JIEMOH. [HIIMMU clioBaMH, BY30J (PYHKIIIOHYE SIK TMOIITOBHM IIIH03. B sSKOCTI 1HIIOrO
MpUKJIaAY, KIIEHT MOe 3a1icHuTr oniepaiiito VRFY nis mepeBipku e1eKTpOHHOT aipecy KOpUcTyBaya,
asne (paKTUIHO HE HAJCHIIAI0YX TTOBIJOMIICHHSI KOPUCTYBAyUEBI.

1.3. PegakTop nomrtu.

OcTtanHill KpOK - IIe Te, M0 KOPHCTYyBad ()aKTUYHO OTPUMYE CBOI MOBIJIOMJICHHS 3 TOIITOBOL
CKPUHBKH, YHTAE 1X, BIAMOBIAA€ HA HUX 1, MOXKJIMBO, 30epirae KOMito /IS MOJAIBIIOT0 BUKOPUCTAHHS.
VYci mi gil KOpUCTyBad BHKOHYE, B3a€MOJIIIOYHM 3 MPOrPaMOI0 peAaryBaHHs MOMITH. SIK 3a3Havanocs
paHile, CroyaTKy Led 3uuTyBad OyB MPOCTO MPOrpaMoro, IO MpAIloe Ha Tild camiil MammHi, Mo i
MOIIITOBA CKPUHBKA KOPHCTYBaya, i B I[bOMY BUMAJAKY BiH MIl IPOCTO YHTATH Ta MUCATH (aiis, SKUi
peai3ye TMOIITOBY CKpPHHBKY. lle Oyno mommpeHuM BHITAIKOM B €moxy 10 HOyTOykiB. ChorojHi
HaliyacTile KOPUCTYBad OTPUMYE JIOCTYI IO CBOEI IOINTOBOi CKPUHBKH 3 BiJJIAJICHOT MAaIIHHHU,
BUKOPHCTOBYIOUH I1I€ OJIMH MPOTOKOII, Takuit sk POP a6o IMAP.

IMAP 6arato B uomy cxoxuii Ha SMTP. Ile nmpoTokon kiieHT/cepBep, o npaitoe uepe3 TCP, ne
KIIIEHT (SIKUH MpaIfoe Ha KOMITIOTEepi KOpUCTyBava) Buaae komanau y Burisini <CRLF> -tepminoBaHmnx
tekcToBuX psiikiB ASCII Ta momtoBoro cepsepa (Iparitoe Ha By3JIi, SKa MiITPUMYE MOIITOBY CKPUHBKY
KopuctyBada). OOMiH MMOYMHAETHCS 3 TOTO, IO KIIEHT aBTEHTH(]IKye ceOe Ta iIeHTU(IKYE TOIITOBY
CKPHHBKY, JI0 IKOi BiH X0ue OTpuMaTH A0CTym. Lle Moxke OyTH mpeAcTaBiIeHO MPOCTOIO JiarpaMoro
Nepexoly cTaHny, 300pakeHor0 Ha mamoHky 2. Ha miit miarpami LOGIN 1 LOGOUT - ne mpuknanu
KOMaH/I, SKi MOXE BHAaBaTH KIi€eHT, Toal sk OK - omHa 3 MOXIMBUX BiAmoBined cepsepa. [Himi
3araibHi koMaHau BKIoudaroTh i1 EXPUNGE, 3 odeBugHuME 3HaueHHAMH. Jl0JaTKOBI BiAMOBiAi
cepBepa BkIOuUaloTh NO (KITI€EHT HE Ma€e JI03BOJy BUKOHYBATH I0 omepariito) Ta BAD (komanma
HeIpaBWIbHO chopMOBaHa).
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Connection
established

I

\j

Server greetings

y 1 2 3

Not
authenticated

b

Authenticated

Selected

Logout

!

Closed
connetction

Mamonok 2. Jliarpama nepexoay ctany IMAP.

Konu xopuctyBau Bimmpasisie komanay FETCH, cepBep MmoBepTae MOBIIOMIIEHHS Yy (opmarti
MIME, a mporpamy penaryBanHs mnomtH aekoaye. OkpiMm camoro mnoBigomiieHHsa, IMAP Takox
BU3Havyae Habip arpuOyTiB TMOBIAOMJICHHS, SKUMH OOMIHIOIOTHCS SK YacTHHA IHIIUX KOMaH],
HE3aJIeKHO BiJl Tepeaadi camMoro MOBIIOMIJICHHS. ATpUOYTH TOBIAOMJICHHS BKIIOYAIOTh TaKy
iHpopMarito, SIK pPO3Mip TOBIIOMJICHHS Ta, IO 1€ MiKaBille, pi3HI Mpamnopw, IOB’sA3aHl 3
MOBIJOMJICHHSAM (Hampukiag, Seen, Answered, Deleted Ta Recent). Ili mpanopii
BUKOPHCTOBYIOThCS JJISi CHHXPOHI3allii KJII€HTa Ta cepBepa; TOOTO, KOJM KOPUCTYBAa4d BUJAIISE
MOBIJIOMJICHHSI y TIPOTPaMi 34MTYBaHH TOIITH, KIIEHT MIOBUHEH MOBIIOMHUTH PO 1eH (aKT MOMITOBUNA
cepBep. [li3Himie, SKII0 KOPUCTYBad BHPIIINTh BUAAIUTH BCI BUAAJEHI IMOBIAOMJICHHS, KIIE€HT
Biamnpasisie komMmanay EXPUNGE cepBepy, KU 3Ha€, 110 HACTIPaB/il BUJAJISIE BC1 paHillle TOMIYEHI Ha
BUJIAJICHHS TIOB1JIOMJICHHS 3 MOIITOBOI CKPUHBKHU.

HapemTi, konu kopucTyBad BiAIOBiJa€ HA MOBIIOMIICHHS a00 HAJACHIAE HOBE IMOBIJOMJICHHS,
mporpama pelaryBaHHS HOINTH HE TEpEecHiae MOBIIOMIICHHS BiJ KIII€HTa Ha IOINTOBUI cepBep 3a
nornomororo IMAP, a 3amicte mporo BukopucrtoBye SMTP. lle o3Hayae, mo NOMITOBUI cepBep
KopucTyBada € ()aKTUYHO MEPIIUM TOMITOBUM IUIIO30M, MPOHICHUM M0 NUISAXY BiJl KOMI'TOTEpa
BiJIIPaBHUKA JI0 MOIITOBOI CKPHHBKH OJIepKyBaya.
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2. 3aBaaHHs Ha pOOOTY.

2.1. CtBoputu nentp ceprudikarii (CA) issuer i subject SKOTo BiJIMOBIIAIOTh BapiaHTy 3aBIaHHS.
CeptudikaTi A1 MOMITOBUX CEPBEPIB MAIOTh MiAMUCYBATHCHh CEPTU(]PIKATOM Ta KIFOYEM CTBOPEHOTO
CA. Ceprudikar ctBopenoro CA He0OXITHO J0JaTH B CIHMCOK JOBIPEHMX HA BCIX By3jlax, SKi
BUKOPUCTOBYIOTHCS B POOOTI.

2.2. BcTaHoBHUTH Ta HajalITyBaTH 2 MOMITOBUX cepBepu (mail/message transfer agent - MTA)
JUTSI TIEPECUIIKU TIOB1IOMJIEHB €JIEKTPOHHOT MOIITH 3a A0MOMOTror0 potokoiry SMTP, siki BiIOBi 1al0Th
HACTYITHUM BHMOTaM:

- KOKHUU TIOIITOBHI CEpBEpP € KIHIIEBUM OTPUMYBA4YeM IMOBITOMJICHb IS JIOMEHY, iM's SIKOTO
BIJINIOBi/1a€ BapiaHTy 3aBJIaHHS;

- IOMEHHE iM'sl TIOIITOBOTO CEpBEPY Mae BiAmoBigaT opMaTy: mail.<iMm's jomeny>;

- B KOXXHOMY JIOMEHI CTBOPEHI IMOINTOBI CKPUHBKH 3 IMEHAMH, SIKi BiAIOBIJAIOTh BapiaHTY
3aBJIaHHS;

- 000B's13K0Ba aBTeHTHU (KAl KOPUCTYBAYiB IIPH BIAMPABJICHHI MTOBiJOMJICHb Ha 30BHIIIHI MTA;

- marpumka TLS ns mepegadi moBiioMIICHb;

- BUX17H1 HOBiOMIIEHHS MicTATh mianuc DKIM;

- TIepeBipKa BX1IHUX MOBIJOMJICHb Ha HasIBHICTH Ta KOpeKTHicTh mianucy DKIM, noigomiieHHsS
3 HEKOPEKTHUM MiAMKUCOM BiIKHIAIOTHCS;

- TIepeBipKa JIOMEHY BiJIpaBHUKA MOB1IOMIICHHS Ta 00pOOKa MOBIIOMJICHHS Y BiJIIOBITHOCTI 3
SPF, sika BiAmoBigae BapiaHTy 3aBJaHHS;

- epeBipKa MOBiIOMJICHb HA HAsSIBHICTH IIKIIJTMBOT'O IIPOTPAMHOTO 3a0e3eUeHHST;

- KOHTEKCTHHUH aHaIi3 MOB1IOMJICHb JIJI1 BUKOHAHHS CIiaM-(iIbTparii.

2.3. JIns KO’KHOTO cepBepa 10AaTh (PyHKIIOHA JOCTABICHHS MTOBIJOMIICHb 3aC00aMU MPOTOKOJIIB
POP3 ta IMAP 3 migrpumkoro TLS.

2.4. BUKOHATH aHaJIi3 MPOTOKOJIHHOI0 OOMIHY MK BY3JIaMH 1111 4ac BiANPABIICHHS, TIEPECUIIKU Ta
JIOCTaBIICHHS MOIITOBUX MOBiOMJIEHB. [IpoaHaizyBaTH 3arojIOBKH JIUCTIB.

2.5. PexoMeHIyeThCSl BUKOPUCTOBYBATH HACTYITHE TIpOTpamMHe 3a0e3MeueHHS:

- MTA: exim a6o postfix;

- JocTaBiieHHs noBigomiieHs 3acobamu POP3 ta IMAP: dovecot;

- anTuBipycHa inprparis: ClamAV;

- cmtaM-(utbTparis: SpamAssassin.

2.6. KoxHMi1 MOMTOBHI cepBep PEKOMEHIYEThCS BCTAHOBIIIOBATH Ta HAJIAIITOBYBATH HA OKPEMiit
BipTyaJIbHIM MammuHi. /{75 mepeBipku poOOTH MOIyJIiB TIOIMITOBOTO CEpBEpa Ta aHaJI3y MPOTOKOIHHOTO
00OMiHY pEKOMEHIYETHCSI BUKOPUCTOBYBATH YTHIIITH: telnet, openssl, swaks.

2.7. Homatm neoOximui 3amucu TumiB: MX ta TXT mma 3abesnedeHHs (PyHKIIIOHYBaHHS
MOIITOBUX CEPBEPIB 3T1IHO 3 BapiaHTOM 3aBJaHHSI.

BapianTu 3aBaHHs.

. Issuer i Subject . MousiTuka
Bapiant CA J domen 1 Jomen 2 IMowmToBi cCKpUHbKH SPF

C=UA alpha@letter.net v=spfl mx
ST=Ukraine betalletter.net -all
L=Kyiv gamma@letter.net

1 O0=KPT letter.net zone0l.com delta@zone0l . com
OoU=0T omegal@zonell.com
CN=letter CA
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. Issuer i Subject . MouiTuka
Bapiant J Hdomen 1 Jdomen 2 IlomToRI CKPHHBKHU
CA SPF
C=UA mercury@planet.edu v=spfl mx
ST=Ukraine venus@planet.edu ~all
L=Kyiv earth@planet.edu
2 O=KPI planet.edu zone02.o0rg saturn@zone02.org
OU=0T jupiter@zonel2.o0rg
CN=planet CA
C=UA tiger@cat.com v=spfl a mx
ST=Ukraine lion@cat.com -all
L=Kyiv lynx@cat.com
3 O=KPI cat.com zone03.net leopard@zone03.net
OU=0T jaguar@zone03.net
CN=cat CA
C=UA rose@flower.org v=spfl ptr
ST=Ukraine gerbera@flower.org mx —-all
L=Kyiv tulip@flower.org
4 O0=KPT flower.org zone(04.edu aster@zone04 . edu
OU=0T peony@zone04.edu
CN=flower CA
C=UA ubuntu@linux.net v=spfl a mx
ST=Ukraine debian@linux.net ~all
L=Kyiv . centos@linux.net
5 1 .net 05.
O=KPI Lhux.ne zone com gentoo@zone05.com
OU=0T fedora@zone05.com
CN=linux CA
C=UA red@color.edu v=spfl ptr
ST=Ukraine green@color.edu mx ~all
L=Kyiv blue@color.edu
6 O=KPI color.edu zone(06.net black@zone06. net
OU=0T white@zoneO6.net
CN=color CA
C=UA gold@metal.com v=spfl mx
ST=Ukraine silver@metal.com -all
L=Kyiv iron@metal.com
7 O=KPI metal.com zone(07.0rg copper@zone07 .org
OU=0T zinc@zoneO7.0rg
CN=metal CA
C=UA london@capital.org v=spfl mx
ST=Ukraine tokyol@capital.org ~all
L=Kyiv . paris@capital.org
8 O=KPI capital.org |zoneO8.edu rome@zone0s . edu
OU=0T berlin@zone08.edu
CN=capital CA
C=UA dollar@currency.net v=spfl a mx
ST=Ukraine dinar@currency.net -all
L=Kyiv lira@currency.net
9 O=KPI currency.net |zone09.com peso@zone09. com
OU=0T real@zone09.com

CN=currency CA
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. Issuer i Subject . MouiTuka
Bapiant CA J Hdomen 1 Jdomen 2 IlomToRI CKPHHBKHU SPF

C=UA nile@river.edu v=spfl ptr
ST=Ukraine amazon@river.edu mx -all
L=Kyiv . congol@river.edu

10 O0=KPT river.edu zonelO.net amur@zonell.net
OU=0T mekong@zonelO.net
CN=river CA
C=UA apple@fruit.com v=spfl a mx
ST=Ukraine orange@fruit.com ~all
L=Kyiv . grape@fruit.com

11 f . 11.
O=KPI ruit.com zone org banana@zonell.org
OU=0T lemon@zonell.org
CN=fruit CA
C=UA one@digit.org v=spfl ptr
ST=Ukraine two@digit.org mx ~all
L=Kyiv . three@digit.org

12 O=KPI digit.org zonel2.edu four@zonel2.edu
OoU=0T five@zonel2.edu
CN=digit CA
C=UA march@month.net v=spfl mx
ST=Ukraine april@month.net -all
L=Kyiv may@month.net

13 O=KPI month.net zonel3.com june@zonel3.com
OU=0T july@zonel3.com
CN=month CA
C=UA maria@name.edu v=spfl mx
ST=Ukraine tomas@name.edu ~all
L=Kyiv terezalname.edu

14 O=KPI name . edu zoneld.org stefan@zoneld.org
OU=0T sara@zoneld4.org
CN=name CA
C=UA france@country.com v=spfl a mx
ST=Ukraine china@country.com -all
L=Kyiv spain@country.com

15 O0=KPT country.com |zonel5.net italy@zonel5.net
OoU=0T germany@zonel5.net

CN=country CA

3. KoHTposbHI mATaHHS.

3.1. ApxiTekTypa eJIeKTPOHHOI IMOIITH.

3.2. IlpuzHadeHHs Ta npuHIUIH poOoTH potokonis SMTP, POP3 ta IMAP.
3.3. ®opmaT nomTOBOro MOBIIOMJICHHS.
3.4. MapupyTu3aiiii oBiJJOMJIEHb €JIEKTPOHHOT MOIIITH.

3.5. Metoau aBrenTudikaii nomroBux nosigomieHs DKIM Tta SPF.
3.6. Texnomnorisst DMARC.
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4. Jliteparypa.

https://web.archive.org/web/20210412192955/https://book.systemsapproach.org/applications/
traditional.html

https://en.wikipedia.org/wiki/Email

RFC5321 https://tools.ietf.org/html/rfc5321

RFC1939 https://tools.ietf.org/html/rfc1939

RFC3501 https://tools.ietf.org/html/rfc3501

RFC6376 https://tools.ietf.org/html/rfc6376

RFC7208 https://tools.ietf.org/html/rfc7208
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JNNabopaTtopHa po6ota Ne 3
Cepsic nepenadi caunis (FTP)

1. KopoTki TeopeTHyHI BiJOMOCTI.

File Transfer Protocol (FTP) - e cranmapTHUl MEpEX)HHI MPOTOKOJI, IKUH BUKOPHCTOBYETHCS
ISt 06M1Hy daitnamMmu 4yepe3 KOMI'IOTEPHY Mepemy, Hanpuknaa [arepuer. FTP HO6yI[OBaHI/II/I Ha
apX1TeI<Typ1 KJIIIEHT-CEPBEP 1 BUKOPHUCTOBYE OKPEMi 3'€THAHHS IS KepyBaHHs Ta nepenavi JaHUX MK
KIIIEHTOM Ta cepBepoM. KIlieHTChKI MporpaMu CrodaTky Oyl IHTEPaKTMBHHMHU IHCTPYMEHTAMHU
KOMaHJHOTO psaKa 31 CTaHJApPTU30BaHUM CHHTAaKCUCOM KOMaHia, aine Trpadiuni iHTepdeiicu
KopucTyBada Oyiu po3poOJieH] sl BCIX HACTIIBHHUX OIEPALIMHUX CHCTEM, IO BHKOPUCTOBYIOTHCS
cvorofHi. FTP Takok 4acTo BUKOPUCTOBYETHCS SIK KOMIIOHEHT MPOTPAMHM JIJIsl aBTOMATUYHOI 1epeaadi
dainiB s BHYTpimHIX QyHKHOid nporpamu. FTP MokHa BHKOPHCTOBYBaTH 3 BHKOHAHHSIM
aBTeHTHU(IKAIlll HA OCHOBI MMapoJIsi KOPUCTyBaya ab0 aHOHIMHO.

1.1. CnocoOu miAKIIOYEeHHSI.

FTP mpamtoe depes mporokon ynpasiminHg nepenadetro TCP. 3asuuaii cepBepu FTP
MPOCIyXOBYIOTh mopT Homep 21 (3apesepBoBanmii [ANA) mis BXigHUX 3'€lHaHb BiJ KIIEHTIB.
[Tinkmrouenns 1o 1poro nopty 3 FTP-kmienta hopmye kepyroue 3'enHaHHs, 3a SKUM MEpPEalOThCs Ha
nepenarThes nepenaroThes 1 Bignoimi. FTP BigkpuBae crierianbHi 3'€IHaHHS U Tiepeadi JaHUX Ha
1HII11 HOMepu NopTiB. [TapameTpu MOTOKIB JaHUX 3aJIeKaTh BiJl KOHKPETHO PEXXUMY TPAHCIIOPTYBAHHSI.
Jlng mepenadi JaHUX 3a3BHYail BUKOPUCTOBYETHCS OPT HOMeED 20).

VY aktuBHOMY pexumi kimieHt FTP BinmkpuBae nopt, Haacunae cepsepy FTP Homep niboro mopty
yepes 3'€IHAHHS JaHuX, 1 yekae 3'eqHanHs 3 cepBepa FTP. Konu FTP-cepBep iHimiro€e migKIOYeHHS
nauux 1o FTP-xmienra, Bid npuB'a3ye Buxigauii nopt ao nopty 20 na FTP-cepsepi.

st Toro, mo6 BUKOPUCTOBYBATH aKTUBHHM pekuM, KiieHT Haacuiae komanay PORT 3 IP Ta
noproM sik aprymentom. @opmat IP ta mopty - "hl, h2, h3, h4, pl, p2". Koxxue nose € aecITKOBUM
noxanHsM 8 6itiB [P-aapecu Bysna, 3a sskuM ciigye oOpanuii mopT gaHux. Hampuknan, kiient 3 1P-
aapecoro 192.168.0.1, mpociyxoBytoun nopt 49154 nns 3'enHaHHA NaHWX, HaAiNIe KomMaHay "PORT
192,168,0,1,192,2". Ilons mopty ciuig iHTepnperyBaTu sk pl x 256 + p2 = mopt (y upomy
npukiazi, 192 x 256 + 2 =49154).

V nacuBnomy pexxumi FTP-cepBep BimkpuBae nopt, Hancuiae FTP-kimienty [P-anpecy cepepa,
JI0 SIKOTO BIH MIJKJIIOYAETHCS, Ta TIOPT, HA SIKOMY BiH MpociiyxoBye (16-0iToBe 3HaYeHHS, po30uTe Ha
CTapImuid Ta MOJOIIINK OaiiTH, SIK MOKa3aHO BuIIE) 1 dekae 3'eqHaHHs 3 FTP-kmienTtom. YV 1pomy
Bumnaaky FTP-kiieHT BcTaHOBIIOE 3'€ THAHHS TaHUX HA MOPT, BKA3aHUI CEPBEPOM.

st BUKOpWCTaHHSI TIACUBHOTO PEXUMY KIIEHT Hajacuinae komanny PASV, nHa siky cepsep
BiAMOBICTH YUMOCh o1 0HUM hiCo} "227 Entering Passive Mode
(192,168,0,1,192,52)". Cunrtakcuc IP-agpecu ta mopTy Takuii camuii, K 1 JJi1 apryMeHTy
koMangu PORT.

VYV posmmupenomy nacuBHoMy pexumi FTP-cepBep mpartoe TOyHO Tak camo, SIK 1 MMacUBHHM,
MpoTe BiH TMepeaae JUIle HOMEP MOpTy (He po30MTHIl Ha CTapIIMii Ta MOJIOAMMNA OalTH), 1 KIIEHT
MMOBUHEH MPHUITYCTUTH, 1110 BiH IMiIKJIIOYAETHCA 10 Ti€i camoi IP-aapecu cepBepa, 10 sIKOi BCTAHOBIIEHO
Kepytoue 3'eqHanHs. Po3mmpenuit nacuBuuii pesxkum 0yB goganuiit RFC 2428 y Bepechi 1998 poky.
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[Toxu naHi mepear0Thes Yepes3 MOTIK JaHUX, MOTIK KepyBaHHs He Tpaltoe. Lle Moxke cripuuuHuTH
MpoOJIeMU 3 BEJIMKOIO TIeperadyero JaHuX depes OpaHaMmayepH, siKi OYiKYIOTh CEaHCH IICJs TPUBAIUX
nepio/iB  mpocTor. Xoya ¢aia MmUIKoM Moe OyTH YCHIIIHO TepenaHuil, OpaHaMmayep MOXKe
BIJIKJIFOYMTH CE€aHC KEPYBaHHs, 1110 CIIPUYMHUTH T€HEPYBAHHS ITOMUIIKH.

[Ipotokon FTP miaTpumye BiTHOBJICHHS TEpEepBaHUX 3aBAHTAXEHb 3a JOMOMOTOI KOMAaHIU
REST. Kmient nepenae KinbKicTh OaiTiB, SIKy BiH BXXe OTpuMaB sk apryMmeHTt, koMmanmi REST i
nepesarnyckae nepenauy. Hanpuknaza, y n1eskux KiIi€HTax KOMaHIHOTO psijiKa ICHY€ 4acTo IrHOPYBaHa,
ane 1miHHa KomaHma 'reget" (mo o3Hayae "oTpuMarh 3HOBY'), sIKa TMpPHU3BENE M0 TMPOJOBKEHHS
rnepepBaHoi komauu "get".

BimnoBuTH 3aBaHTa)keHHS He Tak mpocTto. Xoua npotokod FTP miarpumye komanny APPE s
J0JlaBaHHs JaHuX 10 (aiiny Ha cepBepi, KIIEHT HE 3HAE€ TOYHOI MO3MIIii, B SIKii MepepBaHa nepeaaya.
Bin nmoBuHEH oTpuMartu po3Mip (aiiny iHIMM criocoO0M, HAPUKIIAI, 33 JOMOMOTOI0 CIIMCKY KaTaJIOTiB
a6o 3a monomororo komanau SIZE.

VY pexxumi ASCII (nuB. Hwkue) BiAHOBJIECHHS mepenadi Moxe OyTH MpoOIeMATUYHHM, SKIIO
KITIIEHT 1 CEpBEP BUKOPUCTOBYIOTH Pi3HI CUMBOJIHM KiHIIS Psi/IKa.

1.2. ITpoGiiemu 3 Ge3neKo}ro.

Opurinanena cnenudikarmiss FTP € 3a cBo€to cyTTIO He3axXUIEHUM CIIocoOoM repenadi Qaiiis,
OCKUIBKH HE ICHYE JXOJIHOTO CIOCOOy mepemaui naHuxX i1 KomaHn B 3ammdpoBanomy Burisimi. Lle
O3Hauae, m0 B OUIBIIOCTI MEpeXHHX KOHQIrypamiid iMeHa KOpUCTyBadiB, mapodii, komanau FTP Tta
nepenadi ¢aian MoXyTh OyTH 3axOIuleHi Oy/Ib-sIKOIO JIFOJMHOIO 3a JI0NOMOroro cHidepa makeris. Lle
npobiiema, 3aranbHa Al OaraTbox crienudikaiiii mpoTokoiB [HTepHETY, HaMMCaHUX J0 CTBOPEHHS
piBHs 3axumeHux cokeTiB (SSL), takux sk HTTP, SMTP ta Telnet. 3aranbHum pimeHHSIM Ii€i
npobnemu € Bukopuctanus SFTP (mporokon nepenaui daitnie SSH) a6o FTPS (FTP nosepx SSL),
sxuit nogae 1o FTP mmdpysanus SSL a6o TLS, sik 3a3naueno B RFC 4217.

1.3. Konu noBepuenus FTP.
Konu nosepuenns cepsepa FTP BkazyroTh ix cratyc nudpamu, mo 3HaxoasIThest B HUX. KopoTke
MOSICHEHHS 3HAY€Hb PI3HUX KOJIB HaBEJIEHO HIKYE!
o Ixx: [lo3uTuBHA MOTIEpEeIHS BIAMOBIAb. 3ampoIICHa JIisl iHIMIIOETHCS, aje mepesa il moYaTKoM
Oyze HajiclaHa 1HIIa BiAMOBIIb.
o 2xx: [lo3uTHBHA BIAMOBiAb HA 3aBEepIICHHs. 3anmuTaHy Jit0 3aBepiieHo. KiieHT Ternep mMoxe
BUKOHATH HOBY KOMaH/y.
o 3xx: [losutuBHa mpomixkHa BianmoBias. Komanna Oyna ycmimHow0, ane HeoOXigHa Mmojaliblia
KOMaH/1a, IepIl HiXK CepBep 3MOKE ISITH 32 3aITUTOM.
o 4xx: [lepexigHa BiZANOBIAb HETATUBHOTO 3aBepiieHHs. Komanaa He Oyina yCHiniHo¥o, ajie KIE€HT
MO’K€ BUIBHO CIIpOOyBaTH KOMaHy III€ pa3, OCKIJIbKY MOMUJIKA € JTUIIIE TUMYACOBOIO.
e 5xx: Ilocriiina HeratuBHa BianoBigs. Komanaa He Oyna yCHINIHOIO, 1 KII€HT HE MOBHHEH
HaMaraTucs IOBTOPHTH 11 1Ie pa3.
x0x: [Tomuika cranacst yepe3 CHHTaKCHYHY ITOMUJIKY.
x1x: g BiAMOBIAb € BIAMOBIA/IIO HA 3aMUT Ha 1HGOPMAITITO.
x2x: 11g BiAMOBI b € BIATIOBIIIO, IO CTOCYETHCS 1HGOpMAIIii PO 3'€THAHHSL.
x3x: g BiAMOB1 b € BIATOBIIIO, IO CTOCYETHCS OOJIIKY Ta aBTOPHU3AILIii.
X4X: TIOKU HE BKa3aHO
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e x5X: i BIJMOBIJI BKa3ylOTh Ha CTaH (aillIoBOi CUCTEMH cepBepa 100 3aMUTYyBaHOI mepenadi
4M 1HIIO01 Ai1 (aiIoBOi CUCTEMHU.

1.4. Anonimuwuii FTP.

Byson, sxuit Hamae nmocinyry FTP, moxe momatkoBo 3abesneuuTd aHOHIMHUK goctyn g0 FTP.
3a3Buuail KOpUCTYBadi BXOJSTH 1O CIY)XOM 3a JOTIOMOTOI0 aHOHIMHOTO OOJIIKOBOTO 3amucy, KOJIH
3’ABJISIETBCS 3alUT Ha 1M’ KOpHCTyBaya. Xoda KOPUCTYBAYiB 3a3BHYAM MPOCSITh HAJICIATH CBOIO
EJIEKTPOHHY aJIpECy 3aMiCTh MapoJisl, HaKTUYHO NepeBipKa HAJAHUX JaHUX HE BUKOHYETHCS.

Ockinbkn  cydacHi FTP-ximieHTH 3a3BM4Yail TPUXOBYIOTH AHOHIMHMI TIPOIIEC BXOMY BIJ
KopucTyBaua, ftp-kiIi€HT HagacTh (IKTUBHI JaHi Ha 3amUT maposs (OCKUIBKH ajapeca eJIeKTPOHHOI
MOIITH KOPUCTyBada MOXxe OyTH HEeBiJjoMa 3acTOCYHKY). Hampukinan, Taki areHTH KopucTyBaua ftp
BKa3yIOTh MEPeIiueHi Mapoi Ui aHOHIMHUX BXOJIIB:

e Mozilla Firefox (3.5.2) -mozilla@example.com
¢ KDE Konqueror (3.5) - anonymous@

o wget(1.10.2) - wgeta@

o Iftp(3.44)-1ftpa

e Opera (9.6.4) - opera@

[Iporokon Gopher mpomnonyeThcsi sik anbTepHaTuBa aHoHIMHOMY FTP, a Takoxx mpoTokos
Ciryk00BHX (haiiB.

1.5. IlapameTtpu nepenayi.
Bigmosinno no cranmapty FTP RFC959 nepenava nanux BU3HAYAETHCS YOTHPMA OCHOBHUMHU
napameTpamH:
® CTPYKTypa JaHUX: OpIEHTOBaHa Ha MOTIK, Ha 3amkC a00 Ha CTOPIHKY
o Tun nanux: TekctoBi Tunmu ASCII, EBCDIC, 3 miatumamu 1y pi3HUX BapiaHTIB KepyBaHHS
KapeTKO; OiHApHI TUIIM OPi€EHTOBaHI HA OAalT a00 TOBUIBHY JTIOBXKHUHY CIIiB
® KOHTPOJb BepTUKambHOrO (Gopmary: mais TekctoBux TumiB ASCII Ta EBCDIC, sikimo BkazaHO
BEPTHKAJILHE YIPABIiHHS (hOpMATOM
* peXHM Nepeladi: mepeaaya, OpiEHTOBaHA Ha TOTIK, HECTUCHYTA Iepelnada, Opi€HTOBaHA Ha
010K, abo mepegava, OpieHTOBaHA HAa CTHCHEHUH OJI0K
o 1990-x pokiB Bukopuctanus FTP 3ocepemxyBaiiocst Ha CTpyKTypi ¢ailiiB, Opi€HTOBaHUX Ha
MOTIK, Ta PEKUMI Tiepeiadi, OpiEHTOBAaHUX Ha MOTIK; OinbmIicTe FTP-cepBepiB Ta KITi€HTIB, MOYUHAIOYN
3 1990-x pokiB, HE MIATPUMYIOTH iHIII (HAaKIOBI CTPYKTYpH ab0 pEXKUMHU Nepeadi.

1.6. CtpyKTypa 1aHUX.
CrtpykTypa maHuX BU3HA4YaeThes 3a ponoMoroto komanaun STRU. Hacrynni daiinoBi cTpykTypu
Bu3Ha4eHi B po3auti 3.1.1 RFC959:

o Crpykrypa F abo FILE (opientoBana Ha moTik). Pailnm po3risiialoTbCsi SK JIOBUIbHA
HOCJIIIOBHICTH OaiiTiB, cuMBOIIB abo ciiB. Lle 3Buyaiina ctpykrypa daitnis y cuctemax Unix Ta
iHmMX cuctemax, Takux sk CP/M, MSDOS Tta Microsoft Windows. [Po3min 3.1.1.1]

¢ R a6o RECORD crpykrypa (opieHToBaHa Ha 3ammc). Daiiau po3risIaloThes K pO3IiieH] Ha
3amucH, SIKI MOXYTh MaTu (ikcoBaHy abo 3MiHHY JoBkHHY. Llg opranizamis ¢aiinis €
3araJIbHOIO JIJIsl CUCTEM MeH(ppeiMiB Ta cepeTHOTo Kiacy, Takux sk MVS, VM/CMS, 0S/400
ta VMS.
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¢ P a6o PAGE crpykrypa (opieHTOBaHa Ha CTOPiHKY). Daiinu po3aiieHi Ha CTOPIHKH, SKi MOXKYTh
MICTUTH JaHi a00 MeTaJaHl; KOXHa CTOpiHKa MOXE€ TaKO)X MaTH 3arojoBOK 13 pIi3HUMH
atpubytamu. Lls daitnoBa cTpykrypa Oyna crnenianbHo po3pobnena mis cucteM TENEX 1, ax
MpaBuIIo, HEe MATPUMYEThCs Ha 1HmuUX wiargopmax. RFC1123, po3ain 4.1.2.3, pekomeHaye He
3aCTOCOBYBATH IO CTPYKTYPY.

1.7. Tunu nanux.

Tun naHux BU3Ha4YaeThes 3a gornomororo komanau TYPE. BusnaueHo Taki TUIH JaHUX:

o A (ASCII). TekcroBi aaHi, nepenani uepe3 Mepexxy B Habopi cumBosiB NVT ASCII.

¢ E (EBCDIC). TekctoBi aaHi, mepenaHi uepe3 Mepexxy B Habopi cumBodiiB EBCDIC.

e [ a6o IMAGE (opienToBanuii Ha Oaiftn). [IBIHKOBI JaHI MEpearOThCS Yy BUIJISAI MOTOKY 8-
0iToBUX OAMTIB.

e [ abo LOCAL (opienTroBanmii Ha cioBa). J[BiiikoBi aaHi, mepenaHi sk MOTIK ciiB. KinbKicTh
OITiB y CIIOBI BKa3yeThCs SIK apryMeHT, Hanpukiaaa: 132 nns 32-po3psaauux ciis, L36 ams 36-
PO3PSATHHX CIIIB.

IcropuyHOo mommpeHow mpobdiemoro Oynm kiieHTH Ta cepBepu FTP, ski 3a 3aMoBuyBaHHSIM
matoTh Tun ASCII, ane He 3a0e3meuyroTh KOJHOTO 3aXMCTy BiJ Iepefaui ABIHKOBUX (aiiniB. B
pe3ynbTaTi ABIMKOBI (hailin MOIIKOKEH], HANPUKIIAI, 3aMiHa CUMBOJIIB HOBOTO psjka. Y OUIBIIOCTI
CYy4aCHMX KJIIEHTIB IIbOI'O MOKHA YHUKHYTH, SKILO aBTOMAaTHYHO BCTAHOBUTH TUII 300pakeHHs. [HIIUM
nigxonom Oyae Bubip FTP TYPE na ocnoBi Tuny (aiiny, 3anucanoro y QaitnoBiii cuctemi (s THX
(haioBUX cUCTEM, SIKI POOIIATH 11€), 200 EBPUCTUIHO.

L8 daxtuuno exsiBanmeHnTHuit I, 1 6umbmiicte FTP-cepBepiB abo kiIi€HTIB HE NMPUIMAIOTH 1HIII
po3mipu cmiB, kpiMm 36-po3psaHux Mmiargopm. Jlani moBuHHI OyTH TepeqaHi B YHaKOBAaHOMY
IBiiKOBOMY (hopMaTi.

3BepHITh yBary, TN JaHUX BKa3ye TUI IS TIEpeadi, a He THII, B IKOMY JlaHi 30epiratoThCsi B
cucTeMax BiAmpaBHUKa a00 oTpMmyBauda. KiieHT Ta cepBep MOXKYTh BITbHO NEPETBOPIOBATH JaHi y
dbopmy, sKa € HAWOLIBII 3py4YHOIO Ha iX Tutatdopmi. Hanpuknaza, TekcToBi Tunu nanux A ta E MoxyTh
migmaBatucs TpaHcisinii Ha6opy cumBodiB (Hampukian, ASCII mporu EBCDIC), 3aMin cumBOIIiB
HoBoro psnka (Hanpukian, CRLF npotu LF) abo TpaHCHsIIisi TEKCTOBUX JAHUX MIXK OPIEHTOBAaHHUMH Ha
MOTIK Ta OPIEHTOBAaHWMU Ha 3amuc (Gopmaramu (TOOTO OAMH 3aMUC HA PSAIOK, MOKIIMBO, 3alIOBHEHUN
npobiiaMu IO MaKCHMAalbHOI JIOBXXMHHU PsAKa NMPOTH OPIEHTOBAHOTO HA IMOTIK CMMBOJIAMH HOBOTO
pAIKa JUIS PO3ILICHHS PSJIKIB).

Yacto FTP-xmienTn BUKOPUCTOBYIOTH ciioBo "MODE" nnst mo3HadeHHs THUMY JaHUX, X04a I
MOMMITKOBO, OCKUIbKH ¢10BO "MODE" Bxke NpUIHATO 1711 TO3HAYECHHS PEKUMY TMepeiadi.

1.8. Pexum nepenadi.
Pexxum nepenadi BuzHauaeTsest komannoto MODE. BuzHauaroThbest HACTYIIHI PEKUMU:

e S abo STREAM MODE: naHi npeictaBieHi y BUTJISIAL TOTOKY 8-0iToBUX OaifTiB. [ daiinis,
OpIEHTOBAHUX Ha 3aITMC, BU3HAYEHO MEXaHI13M €KpaHyBaHHS, SKUH 4ITKO BKa3ye MEXI1 3aI1CIB Ta
SIBHUH KiHeIb (aiiiy. J{J1s MOoTOKOBO-OpieHTOBaHUX (DaiiyliB HE BU3HAYECHO >KOJAHOTO MEXaHI3MY
eKpaHyBaHHS, a KiHEIb (aiily MpeacTaBIeHUN 3aKPUTTAM 3'€THAHHS.

e B a6o BLOCK MODE: pani npencraBieHi y BHUIISAI MOTOKY OiokiB. KoxkeHn 00k mae
3arojIOBOK, SIKMM BKa3zye HOro JOBXHMHY, a TaKOX MpParopu Ui MO3HAYEHHs KIHII 3aIllucy Ta
KiHis Qaity. [Ipanopu Takok MOXKYTh BUKOPHCTOBYBATHUCS JJIs1 IO3HAYEHHS IT1/103P1JI0TO OJIOKY
JAHUX, HANpUKIaa OJOK [aHMX, 3UYUTYBAaHUW 3 MAarHiTHOI CTPIUKH, SIKHH MaB MOMWIKY
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KOHTPOJIbHOI CyMHU, aJle BCE O/IHO IIEPEIAETHCS, X0Ua BIH MOXE MICTUTH CIIOTBOPEHI AaHi. Takox
MIATPUMYE MapKepH Tepe3anycKy, Kl J03BOJSIOTH TMEPEe3anyCTUTH Tepeaady MaHuX 3 Iiel
TOYKH.

C a6o COMPRESSED MODE: noaiOHMii 10 MOTOKOBOTO PEXHMY, ajie J0JA€ MiATPUMKY
KOJIyBaHHS JIOBXKWHU ITUKITY, & TAKOXK MPANOpPH, BU3HAYEHI B OJIOUHOMY PEKHUMI.

3apa3 Oinbmicte FTP-kitieHTIB Ta cepBepiB miaATpuMyIoTh juiie pesxkxum STREAM.

1.9. FTP komangu.
Komannu, siki mounHaroThCs 3 JiTepu X, 3a3BUYail 3ape3epBOBaHI JJIs €KCIIEPUMEHTAIBHUX

PO3IIKPEHb, X04a 3aMiCTh IILOTO CJTiJ1 BUKOpucToByBaTy migkomanau SITE.

RFC959 Buznauae Taki komanau FTP, siki Takox Oynu npucythi B RFC765:

USER: Hanae iM’ g KoprcTyBaua Jijisi BXOJY.

PASS: nanae nmaposs 175 BX0y.

ACCT: nagae o6mikoBy iH(popmarito. Hampukian, KopucTyBad MOKe MpaIfoBaTH HaJl KUTbKOMa
MPOEKTaMH; OOJIIKOBUH 3amuc MOK€ OyTH BUKOPHCTAHHWH Ui TOTrO, MO0 CTATHYTH TUIATy 3a
30epiraHHs TaHUX 3a MPABHJILHUM MPOEKTOM. (3a3BU4aii HE 3aCTOCOBYETHCS ).

CWD: 3MmiHI0€ poOOUnii KaTajaor Ha BKa3aHH.

REIN: Bupanse Bcro iH(opMmalio Tpo aBTEHTH(IKAIIIO Ta MapamMeTpu; Mae BijOyBaTucs
noBTopHa peectpaitis yepe3 USER.

QUIT: po3puBae 3'eqHaHHS.

PORT: Bka3zye By30J/TIOPTY IS TIepeadl JaHuX.

PASV: yBiliTH B TaCUBHUHN PEXKUM.

TYPE: Bka3ye TuI 1aHUX Ta BEPTUKAIBLHUI KOHTPOJIb (hOpMATy.

STRU: Bka3ye cTpyKTypy JaHHX.

MODE: Bka3ye pexum nepenaui.

RETR: iHinitoe mepenady JaHUX 13 cepBepa Ha KIEHT 13 3a3HAYCHHsAM iMeHi ¢aimy ans
OTPUMAaHHS.

STOR: iHimitoe mepemady NaHUX 3 KII€HTAa HAa CEepBEp, BKa3aBIIM iM's dailly, SKUA CIif
30epiraT Ha cepBepi.

APPE: noni6no no STOR, 3a BuHATKOM TOTO, 10 (haiii BXKE iCHYE, J0/a€ OTpUMAaHi AaHi JI0
KiHIIS, @ HE CTBOPIOE HOBUH.

ALLO: Buainsge micue aist dainy. HeoOoB’3k0BO BKazye MaKCHUMajbHUH pO3MIp KOXKHOTO
3ammucy.

REST: Bu3zHauae Mapkep mepesamycKy, 3 SKOro CIiJ BiJHOBHUTH Tepenady. CrouaTky
NPU3HAYEHUM JIUIs1 BAKOPUCTAHHS 3 MapKepaMHU MEepe3aIycKy, HaaiCIaHUMK CEPBEPOM Y PEXUMI
B a6o C, ane 3rogom posmupenuit y RFC3659 no 3mimenns 6aiiTiB, 3a3HaUYCHUX Y PEKUMI S.
RNFR: 106 nepeiimenyBaTu (aiis1, BKaxiTh (aii, sskuii Oyze nepeiiMeHoBaHo.

RNTO: mo6 nepeiimenyBatu Qaiin, Bka3ye HOBY Ha3By (ailily Ta BUKOHYE NepeiMeHyBaHHS.
Yacto Takok BUKOPUCTOBYETHCS JIJIsl TIEpEeMIIlieHHs (aitiiB.

DELE: Bunanse daiin.

PWD: npykye notounuii po6ouunii KaTasor.

LIST: BimkpuBae 3'eqHaHHsl NaHUX 13 TUTIOM daHuX A abo E mis mepenmaui crimcky ¢aimis y
MOTOYHOMY Kartajiosi. dopmar mgaHux cnenudivyHUN I CHUCTEMH, aje MPU3HAYEHUH IS
YUTaHHS JIIOJIUHOIO.
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NLST: moni6uuit no LIST, ane nepenae 6e3 po3mitku iMmeHa ¢aitniB 3a qonomororo CRLF a6o
NL.

SITE: Hanmae migKoMaHI1 JUTsi BAKOHAHHSI IEBHUX CUCTEMHHX MOCIYT. XapakTep HUX MOCIyT He
BU3HAUYCHHM.

STAT: 6e3 aprymeHTiB, MOTOYHUN CTaH 3'€HaHHS. 3 aprymeHToM, ekBiBasieHTHHUM LIST, ane
CIHCOK MEePEAcThCs Yepe3 KOHTPOJIbHE 3'€THAHHS, IHKAICYJIOBAHE B IMTOBIJJOMJICHHSX.

HELP: nanae noBinky, HEOO0B I3KOBO apryMEHT Il BKa3iBKH KOHKPETHOT KOMaHIH, 32 SIKOFO
3aIUTYETHCS JTOIIOMOTa.

NOOP: HivoT0 HE POOUTH.

RFC959 nonae taki HOBI komaHau, sikux He 0yno B RFC765:

CDUP: 3minHtoe poOounii KaTaJior Ha O0aTbKIBCbKUI. B manuii yac mo3HadyeHHs OAThKIBCHKOTO
KaTaJoTy Pi3HATHCS 3aJIe)KHO BiJ muatGopmu (xoua HaHYaCTIIIE .. B CUCTEMAX, IO MOXOMAATH 3
Unix a6o MS DOS).

SMNT: niaxmodits iHmy ¢aitnoBy cuctemy abo Tom. Ilpu3HaueHuil 1 CUCTEM, TaKHUX K
DOS a6o VMS, ne icHye pi3HHL MK TOMOM Ta KaTaJIOTOM y iIMEHax IIISIXiB; ajie 3a3BU4ail He
BUKOHYIOTHCS HABITh Ha TAKUX CHCTEMaX.

STOU: yHikaibHU# 3aBaHTaKEHHS HA CEpBEp - 1HILIIOE Tepeady JaHuX 3 KII€HTa Ha CepBep;
cepBep MOBMHEH BHOPATH yHIKaJIbHE iM's 1711 paiiny, Skuid moTpiOHO OTpUMATH.

RMD: Bunasie xaTaior.

MKD: cTBOpIOE Karaor.

SYST: Bu3Havae onepariiHy CUCTEMY cepBepa.

RFC765 onmcas psn komans, siki Oynu BunaneHi B RFC959. Bouu ve Oynu yacTHHOTO pearizaliii

FTP 3 mouatky 1980-X, OCKIJIbKH iX (YHKIIIOHAJIBHICTD Mi3HilIEe (4acTKOBO) Oyia 3amineHa SMTP:

MLFL: BUKOPHCTOBY€ETHCS 7Sl HAJICUIIAHHS €JIEKTPOHHOT MOIITH uepe3 3'€THaHHs IS epenadi
JTaHUX.

MAIL: BUKOPUCTOBYETHCS JJIs1 HAJICHJIAHHS €JIEKTPOHHOI IMOIITH Yepe3 KOHTPOJIbHE 3'€THAHHS.
MSND: sk MAIL, ane Hancunae maaHi 0e3mocepeHb0 Ha TepMiHAJd KOPUCTyBauya, a HE Ha iX
MIOIITOBY CKPUHBKY.

MSOM: noBoautbest sk MAIL a6o0 MSND - HajacuiaTH Ha TepMiHa, SKIIO II€ JO3BOJICHO,
1HaKIIe Ha TIOMITOBY CKPUHBKY.

MSAM: noai6uuii 1o MSOM - 3a BUHATKOM Toro, 110 MSOM Hajicuiiae Ha NOIITOBY CKPUHBKY
JHIIE B TOMY BUMAJKY, SKIIO JOCTaBKa Ha TepMiHaJ HeMoxJuBa, aie MSAM Hancunae Ha
MOIITOBY CKPUHBKY HE3aJEeKHO BiJ TOro, YW YCIHIINIHO 3[iiiCHEHa crpoba JOCTaBKUA Ha
TepMiHaJL.

MRSQ: no3Bosisie mepenaBaTH OJHE €ICKTPOHHE IMOBIAOMIICHHS JIEKIJIBKOM KOPUCTyBadaM Ha
OJTHOMY BY3IIi.

MRCP: micist MRSQ inenTH(iKy€e 0HOTO 3 TaKUX OJEP>KYyBadiB; OBTOPIOETHCS JIJIsi KOKHOTO
oJIep>KyBaya.

RFC2228 nonae psin koMaH[, OB’ I3aHKX 13 IU(PPyBaHHIM Ta aBTEHTH(IKAIIEIO TOBIIOMIICHb:

AUTH: Bu3Hauae MexaHi3M aBTeHTU(]iKallii/3aXUCTy, SIKUH Oy/1e BUKOPUCTOBYBATHUCH.
ADAT: Bu3Havae nani 6e3neku, xapakTepHi st oopanoro mexanizmy AUTH.
PBSZ: BHMKOpHUCTOBYEThCS Ul Y3TOJDKEHHS MaKCHUMalbHOrO po3Mmipy Oydepa s
3amu@poBaHUX JTaHUX.
PROT: Bu3Hauae piBeHb 3aXUCTy KaHATy 1aHUX. BusHaueHi Taki piBHi:
o C (Clear) - xanan nepeadi JaHUX HE MISATAE Hi IUPPYBAHHIO, Hi 3aXUCTY IIJTICHOCTI.
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¢ S (Safe) - 3axucT HUTICHOCTI, 1110 32CTOCOBYETHCS 10 KaHATY JAaHHX.
¢ E (xoH(ineHmiitHO) - mudpyBaHHs, II0 3aCTOCOBYETHCS JI0 KAHATY JTAaHHX.
o P (Private) - ax mudpyBaHHs, TaK 1 3aXUCT IUTICHOCTI, IO 3aCTOCOBYIOTHCS /IO KaHAIY
JTAHUX.
CCC: BuMHKae 3aXUCT LUIICHOCTI AJIs1 HACTYITHUX KOMaH]| B KaHaJll yIpaBJliHHS.
MIC: Haacunae KOMaHy 13 3aXUCTOM HLTICHOCTI.
CONF: nancunae koMmaHay 13 3aXHUCTOM KOH(1ICHIIHHOCTI.
ENC: nagcunae komanay i3 3aXUCTOM IITICHOCTI Ta KOH(DIIEHIIITHOCTI.
RFC1639 nonae nmintpumky FTP uepe3 noBisibHI TpaHCTIOPTHI TPOTOKOIH, Taki sik [IPX/SPX. [lns
[ILOTO BiH BU3HAYAE J[BI HOBI KOMaH/IH:
o LPRT: cxoxwuit Ha PORT, ane miarpumye noBiIbHI (popmMaTH aapec Ta mopTiB.
e LPSV: noni6ue posmmupenus 1o PASV.
RFC2389 Bu3Hauae 1BI HOBI KOMaHAM, L0 BHMKOPUCTOBYIOTHCS SK 3arajbHUN MeXaHi3M
posmnpenns ansa FTP:
o FEAT: otpuMye criucok 1o01aTKOBHUX (PyHKIIIH, 1m0 miarpumytothest FTP-cepsepom.
. OPTS: 3aranpHUI MeXaHI3M I KIIE€HTA JUIsl BKa31BKU TTapaMeTpiB JOBUIBHUX
koMang FTP. RFC2428 nonae nBi HOBI komaH i1, o 1i0H1 B ipuHImi 10 RFC1639, ane
pi3HI B A€TANAX:
e EPRT: nmoni6uuit o PORT, ane mintpumye noBUTBHI ciMmelicTBa anupec, a He ymmie [Pv4;
cremianbHO pu3HadeHui 1 [Pvo.
¢ EPSV:noni6ue posmmupenus 1o PASV
LPRT naxacumae aapecu y BUTIISAI AOBIIBHOTO PSIIKA-OKTETY (X04a i B AECATKOBOMY KOJYBaHHI),
EPRT - y ¢opmaroBanomy psiaxy, hopMat psiaka 3anexxkuTh Big popmary aapecu. EPRT nependauae
BUKOpHCTaHHS 16-po3psinaux HOoMmepiB moptiB y ctmwii TCP, tomi sik LPRT € Gimbmn rHydkuwm i
HiATPUMYE TPAHCHIOPTHI MPOTOKOIHN 3 HOMEPAMHU MOPTIB, IO MEPEBUITYIOTH 16-01TOBI.
RFC2640 nonae oqny HOBY KOMaHy:
° LANG: BukopucToByeThCs AJisi BuOOpYy MoBu it FTP-
nosiomiienb RFC3659 Bu3Hauae Kibka HOBUX KOMaH/I:
¢ MDTM: otpumye uac moaudikamii aitry
o SIZE: otpumaru po3mip daitry
e MLSD: orpumanHsa cnucky ¢aiiniB y katanosi. Ha Bimminy Big NLST, moBeprae He TiinbKu
iMeHa (aiinmiB, a W arpuOyrtu; anme Ha BimMiny Bim LIST, BiH moBeprae arpubytu y
PO3IIMPIOBAaHOMY CTaHAapTU30BaHOMY (dopmarti, a HE B JOBUIBHOMY, CHEIM(PIYHOMY IS
IaTOPMH.
e MLST: te came, mjo MLSD, ane oTpumye cIucok i okpemoro Qaiiny, a He katajory. s
KaTaJoriB OTPUMYE BJIACHI aTpuOyTH, a He iX nepenik. MLST He Bumarae 3'efHaHHS TaHUX, alie
MOBEPTAE OJIUH PAJIOK, 1[0 MICTUTH CIIUCOK JIJIsl 3aITUTYBAHOTO HUIAXY.

1.10. FTPi NAT.

[Ipencrasnenns [P-aapec Ta Homepis noptiB y komanai PORT ta Bignosigi PASV ctBOpioe mie
OJIHYy Tipo0JsIeMy i IPUCTpOiB TpaHcii Mmepexxuux aapec (NAT) mpu o6po6iti FTP. [Tpuctpiii NAT
Ma€ 3MIHUTH 11l 3HaueHHs, 100 Bonu mictuiau [P-agpecy NAT-kmienta ta mopt, BuOpanuii NAT-
NPUCTPOEM IS 3'€IHAHHS JaHuX. HoBa azpeca Ta MOPT, MOXIIMBO, 32 CBOEIO JIECSTKOBOKO TOAAYCIO
BIJIPI3HATUMYTBCA BiJl TOYATKOBOI ajjpecu Ta mopry. Lle o3navae, 1o 3MiHa 3Ha4€Hb HA KOHTPOJIBHOMY
nigkimoueHHl npuctpoeM NAT nmoBuHHa BUKOHYBaTtHCca oOepexHo, 3miHtoroun nosst TCP Sequence 1
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Acknowledgment g BCiX HAacTyHmHMX NakeTiB. Taka TpaHCIALiSA 3a3BHYail HE BUKOHYETHCS B
oibmocTi mpuctpoiB NAT, ane ais 11p0oro iCHYIOTh CHeIliaibHI MIJTFO3H MPUKIIATHOTO PiBHS.

1.11. FTP uepe3 SSH.

FTP uepe3 SSH inoai nazuBaroth 6e3neunum FTP; iioro He cimijx mulyTatd 3 1HITUMU METOJaMU
3axucty FTP, takumu sik SSL/TLS (FTPS). [ami meroan nepenadi ¢aiiniB 3a gormomoror SSH, siki He
noB'sizadi 3 FTP, Bxmouarote SFTP Ta SCP; y ko)HOMY 3 HMX Bechb 0OMiH (OOJIKOBI JaHi Ta JaHi
(aiiiB) 3aBK I 3aXHIleHa MPoTokoiaoM SSH.

2. 3aBnaHHs Ha poOOTY.

2.1. CTBOpUTH 3aKpUTHUN KIIOY Ta 3alHUT Ha cepTU(IKAT JUIs JOMEHHOTO IMEHi, sIKe BiJMOBITAE
BapiaHTy 3aBaanHs. [liqnucaty 3anut Ha cepTUdikaT, BUKOPUCTOBYIOUM CePTH(RIKAT 1 3aKPUTUN KITFOY
ueHtpy ceprudikanii (CA), cTBOpeHOTO B J1abopaTtopHiii poooTi No 2.

2.2. BcTaHoBUTH Ta HamamTyBatu GaiioBuil cepsep, skuil peamizye npotokonu FTP, FTPS Ta

SFTP Tta BianoBijia€ HACTYITHUM BUMOTaM:
- aHOHIMHHMH JTocTyn (KopucTyBad ftp abo anonymous);

- B JJOMallHhOMY KaTajo3i aHOHIMHOTO KOPHCTyBada CTBOPEHI 2 KaTajoru: pub Ta incoming,
Kartajor pub Mae mpaBa TUIBKH YMTaHHS, KaTaJor incoming Mae mpaBa Ha YHTAaHHS Ta 3aIluC;

- CTBOpPEHI KOPHUCTYBayi 3 iIMEHaMH, IOCTYIIOM Ta MPaBaMH, SIKi BiIIIOB1Ial0Th BapiaHTY 3aBJaHHS;

- JUI1 CTBOPEHHMX KOPHUCTYBadiB 3a0€3MEUyeThCS JOCTYI IO MPOTOKOJIAM, SKi BiIMOBIAAIOTH

BapiaHTy 3aBJaHHA.

2.3. BukoHatu aHai3 MPOTOKOJBHOTO OOMIHY MDK KIIEHTOM Ta CEpPBEpOM IIiff dac
aBTeHTU(DIKAIIIT Ta IepecuiiKy (aiiis.
2.4. PekoMeHIy€EThCS BUKOPUCTOBYBATH HACTYITHE MPOTpaMHe 3a0e3MeueHHs:
- FTP-cepBep: vsftpd + openssh a6o proftpd;

- FTP-xmient: Iftp.

2.5. Jlna mepeBipku poOOTH (PalIoBOrO cepBepy Ta aHami3y MPOTOKOJIBHOTO OOMiHY
PEKOMEHIye€ThCS BUKOPUCTOBYBATH yTUIITH: ftp, telnet, netcat, openssl, Iftp.
2.6. Honmatu 3amuc tumy A 1y 1oMeHHoro iMmeHi (aitmoBoro cepepy B DNS. Jlogatu
ceprudikar BamacHoro CA y crucok JOBIpeHHX Ha BY3Ji, Jie 3amyckaeTbes FTP-kimieHT.

Bapianrtu 3aBnanHs.

. Kopucrysaui
Bapiant | Im'a FTP-cepBepy
Im'st IIporokou HJoctyn IIpaBa

alpha FTP, FTPS OO BCBLOTO IepeBa KaTajloTis RW
beta SFTP TiMbKM OOMAMHiM KaTajoT R

1 ftp.letter.net gamma FTP, FTPS, SFTP | TinbkM OoMamHIiM KaTajioT RW
delta SEFTP 0O BCBLOT'O IepeBa KaTaJIoTiB RW
omega FTP, FTPS TiJbKM JOMAIIH1M KaTajioT RW
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Kopucrysaui
Bapiant | Im's FTP-cepBepy
Im's IIpoToxoJ Hocryn IIpaBa
mercury |FTP,FTPS TiJIbKM IOMAIIH1M KaTajoT R
venus SETP OO BCBLOT'O IepeBa KaTaJjloTiB R
2 ftp.planet.edu earth FTP,FTPS, SFTP | Tinbky IJoOMamHiM KaTajor RW
saturn SETP TiJIbKM OOMalH1M kaTajorn R
jupiter |FTP,FTPS OO BCBLOTO IepeBa KaTajloTis RW
tiger FTP, FTPS OO BCBLOTO IepeBa KaTajloTis R
lion SETP TiJIEKYM OOMalWHiM KaTajor RW
3 ftp.cat.com lynx FTP, FTPS, SFTP |TinbkM OOMAmHiM KaTajor RW
leopard |SFTP OO BCHOT'O IepeBa KaTaJjloTiB RW
jaguar FTP, FTPS TiJIbKM OOMAIH1M KaTajor R
rose FTP, FTPS TiJbKM IOMAIIH1M KaTajioT RW
gerbera |SFTP 0O BCBLOT'O IepeBa KaTaJIoTiB RW
4 ftp.flower.org tulip FTP, FTPS, SFTP | TinbkM OoMamHIiM KaTaJoT R
aster SFTP TiJIBEKM OOMaWHiM KaTaJjor RW
peony FTP,FTPS OO BCBHOT'O IepeBa KaTaJjloTiB R
ubuntu FTP, FTPS OO BCBHOT'O IepeBa KaTaJjloTiB RW
debian SETP TiJIbKM OOoMalH1M kaTaJjorn R
5 ftp.linux.net centos FTP, FTPS, SFTP |TinbkM OOMAWHiM KaTajor R
gentoo SETP OO BCHOT'O IepeBa KaTaJjloTiB R
fedora FTP, FTPS TiJIbKM OOMAMH1M KaTaJioT RW
red FTP, FTPS TiJIbKM IOMAIIH1M KaTajioT R
green SETP OO BCBLOT'O IepeBa KaTaJloTiB RW
6 ftp.color.edu blue FTP, FTPS, SFTP |TinbkM OOMAmHiM KaTajor RW
black SFTP TiJIBEKM OOMaWHiM KaTajor R
white FTP, FTPS OO BCBHOT'O IepeBa KaTaJjloTiB RW
gold FTP, FTPS OO BCBHOT'O IepeBa KaTaJjloTiB RW
silver SETP TiIbKM OOoMalH1M kaTajorn RW
7 ftp.metal.com iron FTP,FTPS, SFTP | Tinbky IOMamHiM KaTajor R
copper SEFTP OO BCBLOTO IepeBa KaTajloTis R
zinc FTP, FTPS TiJIbKM OOMAMH1M KaTaJioT RW
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Kopucrysaui
Bapiant | Im's FTP-cepBepy
Im's IIpoToxoJ Hocryn IIpaBa
london FTP, FTPS TiJIbKM IOMAIIH1M KaTajoT RW
tokyo SETP OO BCBLOT'O IepeBa KaTaJjloTiB R
8 ftp.capital.org |paris FTP,FTPS, SFTP | Tinbky IJoOMamHiM KaTajor RW
rome SETP TiJIbKM OOMalH1M kaTajorn R
berlin FTP, FTPS OO BCBLOTO IepeBa KaTajloTis RW
dollar FTP, FTPS OO BCBLOTO IepeBa KaTajloTis R
dinar SFTP TiJIEKM OOMaWHiM KaTajor R
9 ftp.currency.net lira FTP, FTPS, SFTP |Tisnbpky OoMamHili xaTajor RW
peso SETP OO BCBHOT'O IepeBa KaTaJjloTiB RW
real FTP, FTPS TiJIbKM IOMAIIH1M KaTajioT R
nile FTP, FTPS TiJbKM IOMAIIH1M KaTajioT RW
amazon SFTP 0O BCBLOT'O IepeBa KaTaJIoTiB RW
10 ftp.river.edu congo FTP, FTPS, SFTP | TinbkM OoMamHIiM KaTaJoT RW
amur SETP TiJIEKM OOMaWHiM KaTajor R
mekong FTP,FTPS OO BCBHOT'O IepeBa KaTaJloTiB R
apple FTP,FTPS OO BCBHOT'O IepeBa KaTaJjloTiB RW
orange SFTP TinbKM OOMAWHiM KaTajyor R
11 ftp.fruit.com grape FTP, FTPS, SFTP |TinbkM OOMAmHiM KaTajor R
banana SETP OO BCHOT'O IepeBa KaTaJjloTiB R
lemon FTP, FTPS TiJIbKM OOMAMH1M KaTaJioTr RW
one FTP, FTPS TiJIbKM IOMAIIH1M KaTajioT RW
two SETP OO BCBLOT'O IepeBa KaTaJjloTiB R
12 ftp.digit.org three FTP, FTPS, SFTP |TinbkM OOMamHiM KaTajor R
four SETP TiJIEKM OOMalHiM KaTajor RW
five FTP, FTPS OO BCBHOT'O IepeBa KaTaJjloTiB RW
march FTP, FTPS OO BCBHOT'O IepeBa KaTaJjloTiB R
april SFTP TinbKM IOOMAWHiM kKaTajor RW
13 ftp.month.net may FTP,FTPS, SFTP | Tinbky IOMamHiM KaTajor RW
june SFTP 0O BCBLOT'O IepeBa KaTaJIoTiB RW
july FTP, FTPS TiIBKM OOMAWIH1M KaTaJoT R
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Kopucrysaui
Bapiant | Im's FTP-cepBepy
Im's IIpoTokou Hocryn IIpaBa
maria FTP, FTPS TiJbKM JOMAIIH1M KaTajioT RW
tomas SEFTP OO BCBLOT'O IepeBa KaTaJjloTiB R
14 ftp.name.edu tereza FTP,FTPS, SFTP | Tinbky IoMamHiM KaTajor RW
stefan SFTP TiIbKM IOMAWIH1M KaTajor R
sara FTP, FTPS OO BCBLOTO IepeBa KaTaJloTis RW
france FTP, FTPS OO BCBLOTO IepeBa KaTajloTis RW
china SFTP TiJBKM OOMAWIH1M KaTaJjor RW
15 ftp.country.com | spain FTP, FTPS, SFTP |Tisnbpky OoMamHili xaTajor R
italy SFTP OO BCBLOTO IepeBa KaTaJjloTiB RW
germany |FTP,FTPS TiJIbKM OOMAIH1M KaTajor R

3. KoHTposbHI IUTaHHS.
3.1. Ilpotoxon FTP npusnaueHHs ta 0co6IuBOCTI poOOTH.

3.2. IlacuBHui Ta akTUBHUI pexumu podbotu FTP-cepsepa.
3.3. Komanau npotokoiny FTP.
3.4. Ilpotoxon FTPS (FTP 3Bepxy SSL/TLS).
3.5. Ilpotokon SFTP.

4. Jliteparypa.
https://web.archive.org/web/20210410193501/http://wiki.gis.com/wiki/index.php/
File Transfer Protocol
RFC959 https://tools.ietf.org/html/rfc959
SSH File Transfer Protocol https://tools.ietf.org/html/draft-ietf-secsh-filexfer-13
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JNNabopaTopHa po6oTta Ne 4

MepexHa channoBa cuctema (NFS)

1. KopoTki TeopeTHyHI BiJOMOCTI.

1.1. Bepcii NFS.
[Iporoxon NFS po3pobnenuii kommaniero Sun Microsystems.
NFSv1 6yna po3pobsiena B 1989 pori i Oyina excriepuMEHTaIbHOO, TpalfoBaja Ha MPOTOKOJII

UDP. Bepcis 1 ormucana B RFC 1094.
NFSv2 Oyna Bumymena B tomy X 1989 poui omucysamaca tum xe RFC 1094 1 tak camo

6a3yBasiacst Ha ipotokoii UDP.
NFSv3 noomnpamboBana B 1995 pori i onucana B RFC 1813. OcHOBHMMH HOBOBBEICHHSIMU

TPETHOI Bepcii cTano miarpuMKa GaisiiB BEIUKOro po3Mipy, AoJaaHa miaTpuMka npotokoiy TCP.
NFSv4 noomnparsoBana B 2000 porii i onmucana B RFC 3010, B 2003 porri neperyisiHyTa i onvcaHa
B RFC 3530. YerBepTa Bepcis BKIOUWiA B ceO€ MOJIMIICHHS MPOAYKTHBHOCTI, MIATPUMKY Pi3HUX

3aco0iB.
NFSv4.1 6yna cxamena IESG B 2010 pomi, i orpumana Homep RFC 5661. BaxmuBum

HOBOBBeZIeHHSIM Bepcii 4.1, € cienudikartis pNFS - Parallel NFS.

1.2. Bigmosiguictes NFS mozem ISO OSI.

PiBHi ISO OSI IIporokosau NFS
[Tpuknamauit NES
[IpeacraBneHHs XDR
CeancoBuit RPC
TpancnopTHHIA UDP/TCP
Mepexuui P
Kananpanit
p— IEEE 802.3

1.3. Limi ctBopenns NFS.

[ToTenmiina miaTpuMka pizHUX onepaniifaux cucteM (He Tutbku UNIX), o6 cepBepu 1 KIIi€HTH
NFS MoxnmBo 0ymo 0 peanizyBaTtu B pi3HHX OMEpaliifHUX CUCTEMaXx.

[IpoTokon moBuHEH OyTH HE3aJIEKHUM Bij] Oy/Ib-SKHX arapaTHUX 3aco0iB.

[ToBuHHI OyTH peasi3oBaHi MPOCTI MEXaHI3MH BIJHOBJIEHHS y BHITaJIKy BiIMOB cepBepa abo
KJIIEHTA.

JlonaTku MOBUHHI MaTH TIPO30PHMA TOCTYI J0 BUAUICHHUX (haiiiiiB 6e3 BUKOPUCTAHHSI CTICIIAIbBHUX
iMeH abo 610110TeK 1 6€3 TePEKOMITUIALLII.

Jst UNIX-kmmienTiB moBUHHA miaTpuMyBaTHcs ceManTtuka UNIX.
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[IponykruBnicts NFS noBuaHa OyTH MOPiBHSIHHA 3 MPOTYKTUBHICTIO JIOKAJTBHUX JTUCKIB.
Peanizariis He moBMHHA OyTH 3aJIEKHOIO BiJl TPAHCTIOPTHHUX 3aCO01B.

1.4. Kommnonentu NFS.

Peamizamis NFS cknamaeTbes 3 JOEKUIBKOX KOMITOHEHTIB. Jlesiki 3 HUX JIOKadi3oBaHI ab0 Ha
cepBepi, a00 Ha KITIEHTI, a IeSKI BAKOPUCTOBYIOTHCSA 1 HA 000X CTOpOHAX 3'€THAHHS. J{esaKi KOMIOHEHTH
He MOTPiOHI AJis 3a0e3MeyeHHs] OCHOBHUX (YHKIIIOHATHHUX MOKJIMBOCTEH, ajle CTAHOBJISITh YACTUHY
posmmpenoro intepdeiicy NFS.

[Tpotokon NFS Busnauae HabOip 3anuTiB (omepartiii), iki MOXXYTb OYTH CTIPSIMOBaHI KJIIEHTOM JI0
cepBepa, a TAKOXK Habip apryMeHTIB 1 3HaY€Hb, SKi IOBEPTAIOTHCS i1 KOXKHOTO 3 IMX 3aIUTIB.

[Iporokon Bimmanenoro Buxiuky mnpouenyp (RPC) BusHauae Qopmar Bcix B3aeMoOmAiil Mix
kiieHToM i cepBepom. Koxxen 3anut NFS nocunaerses sik maketr RPC.

3oBHimHe npenctasienHs ganux (XDR - External Data Representation) 3abe3nedye MamimHHO-
HE3aJIOKHUU METOJ KOAYBaHHS JaHUX JUIsl TepecwsiaHHs depe3 Mepexy. Bcei 3amutm RPC
BUKOPHCTOBYIOTh KonayBaHHa XDR mns mepemaui manmx. XDR i RPC BHKOpPHCTOBYHOTBCS st
peauizanii 6araTeox iHIUX cepriciB, kpim NFS.

[Iporpamumii xon cepepa NFS Bimmoimae 3a oOpoOKy BCiX 3amMTIB KIi€HTa 1 3a0e3redye
JOCTYTI 10 €KCOpTOBaHUX (ainoBux cucteM. [Iporpamumii ko kiienta NFS pearizye Bci 3BepHEHHS
KIIIEHTCHKOI CUCTEMH JI0 BiialieHuX (aililiB MUITXOM MTOCUIIKK CEPBEPY OJTHOTO a00 JEKIJIbKOX 3aMUTIB
RPC.

[IpoTokon MOHTYBaHHS BU3HAYa€ CEMAaHTHUKY MOHTYBAHHs Ta BIAKIIOUEHHS (DailylOBUX cHCTEM
NFS. NFS BukopuctoBye kibka (oHOBUX TporieciB-neMoniB. Ha cepsepi HaOip nemoHiB nfsd ouikye
3anuty BiA kiieHTiB NFS 1 Bianosimae Ha Hux. Jlemon mountd oOpobise 3amutu MoHTyBaHHsS. Ha
KITieHTI HaOip AeMoHiB biod 06po0iisie acHHXpOHHUI BBOA-BHBi OoKiB (haiiniB NFS.

Menemxkep 6okyBanb Mepexi (NLM - Network Lock Manager) 1 monitop crany mepexi (NSM -
Network Status Monitor) pa3zom 3a0e3neuyroTs 3aco0u s 610kyBaHHs (aiiniB B Mepexi. Li cepsicu,
xoua (opmanbHo He moB's3aHi 3 NFS, moxkna 3naiitu B Olnbinocti peanmizanii NFS. Bouu
3a0e3neuytoTh (GyHKIII, HEe MOxiauBI B 0azoBomy mporokoini. NLM 1 NSM peanizyioTh
¢dbyHKIIOHYBaHHS cepBepa 3a nonomororo nemoHiB lockd 1 statd, BigmoBigHO.

1.5. OcnosHi npouenypu NFS.

lookup (dirfh, name) moseprae (th, attr).

create (dirfth, name, attr) moBeprae (newfth, attr).
remove (dirth, name) noseprae (status).

read (fh, offset, count) moBeprae (attr, data).
write (fh, offset, count, data) moBeprae (attr).

1.6. HanamryBanus cepepa NFS.

/etc/exports - oCHOBHUHM KoOHIrypauiiHuii aiin, skumii 30epirae B coOi KoH]irypariito
€KCIIOPTOBAHMUX KaTaJIOTiB.

/var/lib/nfs/xtab - MICTUTE CIIMCOK KaTajoriB, SMOHTOBAHHUX BiJJaI€HUMH KIII€HTAMH.

/var/lib/nfs/etab - circok KaTajioris, SKi MOXYTb OyTH 3MOHTOBAaHI Bi/IJIaJICHUIMHU CUCTEMaMH 13
3a3HAYCHHSIM BCIX MapaMeTpiB €eKCIIOPTOBAHMX KaTaJoTiB.

/var/lib/nfs/rmtab - ciMcok KaTaJioriB, 110 HE BiAKIIOYEH] B JaHUH MOMEHT.

/proc/fs/nfsd - cnenianpHa aiinosa cucrema (siapo 2.6) ans ynpasiinas NFS cepsepom.
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/proc/net/rpc - MicTHTB "cupy" (raw) CTaTUCTHKY, SIKY MOKHA OTPUMATH 3a IOTIOMOTot0 nfsstat.
/var/run/portmap mapping - inpopmariist npo 3apeectpoBati B RPC cepsicu.

1.7. ®aiin /etc/exports.

®aiin /etc/exports € enuHUM (haiisiom, IO BUMarae peaaryBaHHs uisi HanmamrtyBanHs NFS-
cepBepa, (hailn yrpaiisic HACTYITHUMH TTapaMeTPaMH:

- SIki KITl€HTH MOXKYTh 3BEpTaTHCA 10 (haiiIiB Ha cCepBepi.

- Jlo sikuX iepapxiit KaTajgoriB Ha CEpBEPl MOYKE 3BEPTATUCS KOXKEH KITIEHT.

- Slk iMeHa KOpHCTYBaviB KJIEHTIB OyIyTh Bi0OpakaTHCs Ha JIOKaJIbHI iIMEHA KOPUCTYBAYiB.

Koxen psiok ¢aiiny exports MaroTh TaKHiA BUTJISI:

TOUKa ekcnopra kjieHrTl (onuil) [xjmieHTZ (onuil) ...]

1.8. Omniiii ekcropTy iepapxiii KaTaloriB.

auth nlm (no_auth nlm) a6o secure locks (insecure locks) - Bkasye, 1o cepBep MOBHHEH
BUMaratu ayTeHTu(ikailito 3anuTiB Ha 6J10KyBaHHs (3a nornomoroto mporokoiny NFS Lock Manager).

nohide (hide) - sixmmo cepBep ekcnopTye MBI iepapXii KaTajaoriB, NPy bOMY OJHA MPUMOHTOBaHA
B IHINy, TO KII€HTY HEOOXIZHO SBHO 3MOHTYBAaTH JAPYTY (JOYIpHIO) i€papxito, IHAKIIE TOYKa
MOHTYBaHHS JIOUiIpHBOI i€papxii Oyae BUIIISIAATH K MOPOKHIKM Karamor. Omiist nohide mpu3BoauTh 10
MOSIBU JIPYTOi i€papxii karajaoriB 0e3 SBHOTO MOHTYBaHHSI.

ro (rw) - JI03BOJISI€ TUIBKM 3allUTH HA YUTaHHS (3amuc). B KiHIIEBOMY paxyHKY - MOXJIHMBICTh
YUTATH/3aMMCYBAaTH UM HI BU3HAYAETHCS HA MIJICTaBi mpaB (ailyioBOi CUCTEMH, TIPU 1IbOMY CEpBEP HE
3MaTHUW BIAPI3HUTH 3alUT HA YUTAHHS (pailiry BiJ 3amuTy Ha BUKOHAHHS, TOMY J03BOJISIE YMTAHHSI,
SKIIO y KOPUCTYBaya € paBa Ha YUTaHHS a00 BUKOHAHHSI.

secure (insecure) - BuMarae, 1mo6 3amutu NFS Hagxomwnmm 3 3axumeHux mopti (<1024), mo6
nporpama 0e3 mpas root He MOTJIa MOHTYBATH 1€papXit0 KaTajoriB.

subtree check (no_subtree check) - fIkimio excriopTyerbest miakaTanor (aisioBoi CUCTEMH, ajie He
Bcs (paiyioBa cHCTeMa, CepBep MEPeBipsie, YW 3HAXOIUTHCS 3aMUTaHUKM (aillli B €KCIIOPTOBAHOMY.
nijgKarano3i. BUMKHEHHS epeBipKH 3MEHIITye Oe3MeKy, aje 301IbITy€e MBUIKICTD Mepeaadi JaHuX.

sync (async) - BKa3ye, 10 cepBep MOBHHEH BIAMOBIAATH HA 3alUTH TUIBKH ITICIS 3aMUCy HA JTUCK
3MiH, BUKOHaHHUX IUMU 3anuTamMu. OMilist async BKa3ye cepBepy He UeKaTH 3anucy iHdopMarii Ha JHCK,
1110 MiJBUIY€ MPOIYKTUBHICTb, aJle 3HUXKYE HATIIHHICTb.

wdelay (no wdelay) - Bka3zye cepBepy 3aTpuMyBaTH BUKOHAHHS 3allMTIB Ha 3amKC, SKIIO
OUIKYETHCS MOIATBIINI 3aIUT HA 3aITHC.

nosuid - 3a00poHsie BUKOHYBaTH setuid mporpamu i3 3MOHTOBAHOT'O KaTaJory.

nodev (no device) - 3a00pOHsI€E BUKOPHCTOBYBATH B SIKOCTI MPUCTPOIB CUMBOJIBHI Ta OJOYHI
criemianbHi Qaitnu.

lock (nolock) - mo3Bossie 6moxyBanust NFS (3a 3amoBuyBanHsM). nolock BifkiIrouae OIIOKyBaHHS
NFS (mpamtoe nporpamue 3a6e3neuennst neMoH lockd) i 3pyuna nmpu po6oTi 31 cTapumu cepBepamu, siki
HE TMiATpUMYy0Th O110KyBaHHs NFS.

mounthost = iM's - iM'st By3:1a, Ha IKOMY 3amyIiieHuid 1eMoH MoHTyBaHHs NFS - mountd.

mountport = n - TOPT, IKUH BUKOPUCTOBYETHCA IEMOHOM mountd.

port =n - MopT, AKUK BUKOPUCTOBYEThCA 1S TiakitoueHHs 0 NFS cepBepa (3a 3aMOBUyBaHHSIM
2049, axmo nemoH rpc.nfsd He 3apeectpoBanuii Ha RPC-cepsepi). Sxmio n = 0 (3a 3aMOBUyBaHHSM), TO
NFS nocunae 3anut 10 portmap Ha cepBepi, 100 BU3HAYUTH MOPT.
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rsize = n (read block size - po3Mip OJIOKYy YNUTaHHS) - KUIBKICTh OAWTIB, 110 YUTAIOTHCS 33 OJUH
pa3 3 NFS-cepsepa (ctanmgaptao - 4096).

wsize = n (write block size - po3mMip 610Ky 3amucH) - KITbKICTh OAalTIB, 110 3aITUCYIOTHCS 32 OJUH
pa3 Ha NFS-cepBep (cranmaptHo - 4096).

tcp abo udp - s monTyBanHs NFS BukopuctoByBatu npotokos TCP ado UDP BiamosigHo.

bg - mpu BTpaTi IOCTYIy 10 cCepBepa, MOBTOPIOBATH CIPOOM B (DOHOBOMY pEXKHMI, 100 HE
OJIOKyBaTH IPOIIEC 3aBAaHTAXKEHHS CUCTEMHU.

fg - mpu BTpaTi IOCTYIy 70 cepBepa, MOBTOPIOBATH CHPOOH B MPIOPUTETHOMY pekuMi. [lanuit
napameTp Moxe 3a0JI0KyBaTH MpPOIEC 3aBaHTaKEHHS CHCTEMH MOBTOPEHHSIMHU CIPOO MOHTYBaHHS. 3
i€l NpUYMHU NapaMeTp fg BUKOPHUCTOBYETHCS MEPEBAKHO MPU HATIATOKEHHI.

2. 3aBnaHHs Ha poOOTY.

2.1. BcTaHoBUTH Ta HanamTyBatu (ailJIoBHiA cepBep, KU pealtizye MepexHy (ailoBy cucteMy
NFS Ta BiAnoBijga€ HACTYITHUM BUMOTaM:

- cTBOpeHi Katanoru: /nfs/public, /nfs/private, /nfs/incoming;

- karazor /nfs/public eKkCIOPTY€ETHCSI B peKUMI TIJIHKU YUTAHHS;

- Karajor /nfs/private eKCIOpTYEThCS B PEXKUMI YHTAHHS Ta 3alUCYy 1 TUIBKU IS By3J1a, HA SIKOMY
npamtoe NFS-kimieHT, 3amuTu BiJ BCiX KOPHCTYBadiB Ha KIIEHTI BiJOOpa)XarOThCS HA 3a/1aHOTO
BapiaHTOM KOPUCTYBada Ha CepBepi, AKHil Ma€e TOBHI MIPaBa B IbOMY KaTayo3i;

- Karamor /nfs/incoming eKCIOPTYETbCS B PEKUMI YHUTAHHS Ta 3aluCy sl BY3IiB, SKi
3HAaXOJAThCS B Til ke Mepexi, mo 1 NFS-kmient, 3anutu Bifg KopucTyBaua root Ha KIIEHTI
BiJIOOpa)KaIOTHCS HA 3aJlaHOTO BapiaHTOM KOPUCTYBaya Ha CepBepi, 3alMUTH IHIIUX KOPUCTYBayiB
KIIIEHTA 3aJIMIIAIOThCS Oe3 3MiH Ha cepBepi, IMpaBa HAa KaTaJor BCTAaHOBJICHI BiJMOBIHO BapiaHTy
3aBJIaHHS.

2.2. BUKOHATH aHai3 MPOTOKOJILHOTO OOMIHY MK KJIIEHTOM Ta CEPBEPOM IIiJ] 4YaC MOHTYBaHHS
(haioBoi cucTeMu Ta Mepecuiiku (aitis.

2.3. PexoMeHIyeThCSl BUKOPUCTOBYBATH HACTYITHE TIpOTpamMHe 3a0e3MeueHHs:

- NFS-cepBep: nfs-kernel-server;

- NFS-xiienT: nfs-common.

2.4. Jlns mnepeBipkud poOOTH (alIoBOro cepBepy Ta aHajli3y MPOTOKOJIBLHOTO OOMiHY
PEKOMEHIye€ThCSI BAKOPUCTOBYBATH yTUIIiTH: nfsstat, showmount, mount, tcpdump.

Bapianrtu 3aBnanHs.

BinoOpa:keHHs1 KOpUCcTYBa4iB IIpaBa na karaJor /nfs/incoming
Bapianr | Im'a NFS-cepBepy
/nfs/private | /nfs/incoming | RWX - RX RWX

1 nfs.letter.net alpha beta gamma delta omega beta
2 nfs.planet.edu mercury venus earth saturn jupiter |venus
3 nfs.cat.com tiger lion lynx leopard | jaguar |lion
4 nfs.flower.org rose gerbera tulip aster peony gerbera
5 nfs.linux.net ubuntu debian centos |gentoo |fedora |debian
9 nfs.color.edu red green blue black white green
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BinoOpa:keHHs1 KOpUCTyBa4iB

IIpaBa Ha karaJor /nfs/incoming

BapianT | Im'a NFS-cepBepy

/nfs/private | /nfs/incoming | RWX - RX RWX
7 nfs.metal.com gold silver iron copper |zinc silver
8 nfs.capital.org |london tokyo paris rome berlin |tokyo
9 nfs.currency.net |dollar dinar lira peso real dinar
10 nfs.river.edu nile amazon congo amur mekong |amazon
11 nfs.fruit.com apple orange grape banana |lemon orange
12 nfs.digit.org one two three four five two
13 nfs.month.net march april may june July april
14 nfs.name.edu maria tomas tereza |stefan |sara tomas
15 nfs.country.com france china spain italy germany |china

3. KoHTpobHI mATaHHS.

3.1. Bigmosiguictes NFS mozem ISO OSI

3.2. Apxirekrypa NFS.
3.3. Ilpuznauenns ta Gynkiii komnoneHT NFS: mountd, nfsd, rpcbind (portmapper).
3.4. Ilponiegypa MOHTYBaHHS (ailioBO1 CHCTEMHU.

4. Jliteparypa.
RFC7530 https://tools.ietf.org/html/rfc7530
https://ru.wikipedia.org/wiki/Network File System
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JNNabopaTopHa po6oTa Ne 5
Cepsic goctyny no cdamnis SMB/CIFS

1. KopoTki TeopeTHyHI BiJOMOCTI.

1.1. CepBicu SMB/CIFS.
VYnpapninas cecisiMu. CTBOpPEHHs, MIATPUMKA 1 PO3PUB JIOTIYHOTO KaHATY MK poOOUYOr0

CTaHIII€I0 1 MEPEKHUMH pecypcaMu (HaiioBoOro cepsepa.
Qaitnosuit goctyn. Pobowa craHmis Moxke 3BepHyTHCS A0 (aiii-cepBepy 3 3amuTamMu Ha

BUKOHAHHS TUIMOBUX (halIoBUX omnepariil (BiZKpuTTs (aiiay, YnTaHHs JaHUX 1 T.IL.).
CepBic npyky. PobOoua cranmiss mMoxe cTaBuTH ¢aiim B 4epry s OpyKy Ha cepBepi i

OTPUMYBATH 1HPOPMAIIIIO PO YEPTY APYKY.
CepBic mnoBiomieHb. SMB miaTpumye npocTy mepemady aJpecHUX 1 IIMPOKOMOBHUX

MOBIJIOMJICHB TI0 JIOKAJIbHINA MEpexi.

1.2. Micue B cteky npotokoniB TCP/IP.

PiBni ISO OSI IIporokoau SMB
[Tpuxnagauit
SMB
[IpeacraBnenus
CeaHcoBHUit NetBIOS
TpancnopTHHIA UDP/TCP
Mepexuui P
Kanansumii
: IEEE 802.3
D13uunmit

1.3. Bepcii nporokoiny SMB.

VY 1983 poui komnanist IBM (bappi @eiirenbaym) po3poduia nmpotokon SMB.

IBM po3pobuna API mist MepexxHOT B3aeMoii Mixk By3i1aMHu B JIoKanbHil Mepexi - NetBIOS APIL.

VY noeaHaHH1 3 TPAaHCIOPTHUM MIPOTOKOJIOM, sikuii moBuHeH HasuBaTHcs NetBEUI - NetBIOS.

VYV 1988 poui Microsoft 1 Intel 3miHMIM poTOKON T Ha3BOKO «ba30BHI MPOTOKO, SKHIA
BukopuctoByBaB NetBIOS API mis noctaBku maketiB mporokoiry CIFS.

VYV 1996 poui SMB 6yB nepeiimenoBanuii B CIFS 3 HoBuMu dyHKITIsSIME.

SMB/CIFS - NetBIOS nmosepx TCP, BukopuctoByBascst Microsoft 7o Windows 2000.

Y Windows Vista 3'sBunacsi HoBa Bepcis mpoTtokony - SMB 2.0. Ilporokon O6yB 3HA4YHO
cuporienuii (y SMB Oyno nonan 100 komanna, a 8 SMB 2 - Bcsoro 19).

Y Windows 8 3'siBunacst HoBa Bepcist mpotokoiy - SMB 3.0.

SMB 3.0.2 6yB npencraBnenuit 3 Windows 8.1 ta Windows Server 2012 R2; y niux Ta mi3HImmx
BUITYCKax TornepeHio Bepcito SMB 1 MokHa BIAKITIOYUTH 7S T ABUIIICHHS O€3MEKU.
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SMB 3.1.1 6yB npencrasnenuit 3 Windows 10 Ta Windows Server 2016. L{s Bepcis miaTpumye
mmdpyBanass AES-128 GCM na nomatok no mmdpyBanns CCM AES-128, nomanoro B SMB3, Ta
peai3dye mepeBipKy LUIICHOCTI mepea aBTeHTu(ikalieo 3a gornomororo xemy SHA-512. SMB 3.1.1
TaKoX POOUTH Oe3neyHi meperoBopu OOOB'S3KOBUMHU TMPHU MIAKIIOYEHHI J0 KIIEHTIB 3a JOMOMOTOIO
SMB 2.x i Buite.

1.4. ITIpotokon NetBIOS.

NetBIOS mpamroe moBepx ©0e€31idi TPaHCTIOPTHUX TPOTOKOJIB, aje Ha ChOTOJHI OCHOBHI
peauizanii npamorTh moBepx creky TCP/IP.

Hoxkymentn RFC1001 i RFC1002 omucytotre pobotry NetBIOS mosepx TCP/UDP (NBT).
RFC1001 omucye xonnenmiro i meromu. RFC1002 wmictute aperanpHy cnenudikamiro. Y mux
JOKYMEHTaX OIMHUCaHI 3 OCHOBHHUX CITYXOu:

- IMEH;
- Cecii;
- laTarpam.

1.5. Cnyx6a imMeH.

Ckmagaetecst 3 peectpamii 1 3amuriB iMeH. NetBIOS-im's - 3posyminuii st mroauHU
inentugikarop komm'torepa. Takoxk sk i B cuctemi iMeH DNS NetBIOS-im's nmoBuHHe OyTH
3apeecTpoBaHe B 0a3i i Mae nepeTBoproBartucs B [P-aapecy s tpancnopryBanns makeriB. DNS-iMeHa
i [P-ampecu cTaTU4HO 3aKpiruieHi 3a KoMI'toTepoMm, Tofi sk NetBIOS-iMeHa peecTpyroThCst TMHAMIYHO
MiJ Yac 3aBaHTaXXEHHs orepamiiHoi cuctemu. [Ipamroe 3 BHKOPHCTAHHSM HIMPOKOMOBJICHHS a0o
cepsepa iMmeH NetBIOS (NBNS abo WINS). Komm'torepu asist peectpaiiii Ta neperisiay iMeH MOXKYTb
BUKOPHCTOBYBATH:

- b-node;

- p-node;

- m-node;

- h-node.

1.6. Turmmu xomm’rotepiB NetBIOS.

Ponp 3HaYEHHSs

b-node BuxopucroBye e mupoKOMOBHY PEECTPAIIiO Ta EPETIsi iMEH.

p-node BHKOPHUCTOBYE TIIBKU PEECTPALIIFO TOUYKA-TOUKA 1 IEPETJISAT IMEH.

m-node BuxopuctoBye mmpoKOMOBHY peecTparlito. SIKIo BoHa yCHiliHa, BiH MOBI1IOMIISIE

npo 11e cepeep NBNS. BukopucToBy€e mHpOKOMOBHUI METO [UIS IEPETIISIY IMEH;
BukopucroBye NBNS cepsep, SKIIIO METO/I IIMPOKOMOBHUX 3aIUTIB HEBIAIHUIA.

h-node (ri6pun) |BuxopucroBye NBNS cepBep nnst peecrparii Ta nmeperyisiny iMeH; BUKOPUCTOBYE
IIMPOKOMOBHI 3anuTH, Ko cepsep NBNS He nocTynHui.

1.7. IIpaBuna Bukopuctanus NetBIOS-imen.
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NetBIOS-iM'st MOXe BUKOPUCTOBYBATHCS OJHUM KOMITHOTEpOM (unique name) abo aeKiabKoMa
KOMIT'IOTepaMu. B ocTaHHROMY BUIIAJIKY 1M'S HAJISKHUTh JI0 TPYIIM KOMITIOTEPIB (group name).
NetBIOS iMeHa yTBOpIOIOTH TUIOCKHI TPOCTIp iMeH 0e3 iepapxii, sk B cuctemi DNS. Ile o3nauvae,
10 KOXKEH KOMITIOTEP MOBUHEH BUKOPUCTOBYBATH YHIKAIBHY TOCIIJOBHICTH CHMBOJIIB, 1110 YTBOPIOIOTh
roro iM's. Ha Bimminy Bim cuctemu DNS, nme 2 1 Ounbine iMeHI MOXYTh 30iraTucs, SIKIO BOHH
3HaXOJAThCS B PI3HUX JIOMEHAX.
NetBIOS-iMeHa moOBHHHI CKJIAATUCS TUIBKHU 3 HACTYITHUX CUMBOJIIB:

a-z
A-7Z
0-9
Pe# s s e () - " {} .o~

NetBIOS-iM's Moxe ckiaagatucs MakcumyM 3 15 cumBousiB mis imeHTH(ikauii pecypcey, 16-i
CHMBOJI [I0Ka3y€ TUII pECYPCY.

1.8. Tunm pecypci NetBIOS.

Im’s1 pecypey 3HayeHHs B MMOJIi THII

Standard Workstation Service 00
Messenger Service (WinPopup) 03
RAS Server Service 06
Domain Master Browser Service (associated with 1B
primary domain controller)

Master Browser name 1D
Fileserver (including printer server) 20
Network Monitor Agent BE

1.9. Ciyx0a ceciid.

Cecist 3a0e3nedye BiIMOBOCTIHKHMN 31 30€peXKEHHSAM TMOCIIJIOBHOCTI BIANpPaBKH OOMiH
noBigomiieHHAMH MK maporo NetBIOS 3actocynkiB. BukopucroByerbest 139 nmopt mporokony TCP
st eMmynsiii - GyHKuioHyBaHHSL cecli. SMB Bukopucrae 110 ciaykOy IS BiApPaBKHM KOMAaHI,
HaIpuKiIaa, 1yt poboTH 3 ¢aiaamu abo mpUHTEpaMHU.

1.10. Cimyx06a mararpam.

st po6otn SMB nocuth TibKM CITyx)0 ceciif 1 iMeH, aJjie JJis MONIIYKY KOMITIOTEpPIB B MEPEexKi
(bynkuis meperyisigy) HeoOXimHa ciyxOa nararpam. DyHKIS MEperyisaay Mepeki He € YaCTHHOIO
nporokory SMB. Cnyx6a nararpam 3a0e3neuye HeHaIIHHUN, 6e3 30epeKeHHs TIOPSAIKY HAIXOIKCHHS
1 0e3 BCTaHOBJICHHs 3'€THAHHS cepBic OOMIHY MOBiIOMJICHHAMH. i poboTh ciy>xOu mararpam
BUKOpUCTOBY€EThCs mopT 138 mpoTokomy UDP. SMB moxyTs npamtoBatu nosepx TCP 6e3 NetBIOS.
DNS 1 noMeHHi iMeHa MOXKYTh BUKOPHCTOBYBATHUCS JUIsl 3a0€3MEUYCHHS CEpBICY IMEH, CIy»0a ceciii
Moe mpaitroBaTty npsimo noBepx TCP, ciyx6a nararpam - npsimo mosepx UDP.

2. 3aBaaHHs Ha pOOOTY.
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2.1. BcranoBuTH Ta HanamTyBatu GaiioBuit cepsep, skuii peanizye nporokoau SMB/CIFS ta
BIJIMTOBIZIa€ HACTYITHUM BHUMOTaM:

- CTBOPEH1 KOPUCTYBayi 3 IMEHaMH, IOCTYIIOM Ta IIpaBaMH, K1 BiAMOBIIal0Th BapiaHTy 3aB/IaHHS;

- TOCThOBUU jgocTyn (0e3 MpOXO/KeHHs aBTeHTH(iKallii) A0 KaTajoriB 3 IpaBaMH, SKi
BIJINTOBIZIal0Th BapiaHTy 3aBIaHHS;

- JIOCTYI J0 JOMAaIIHBOTO KaTajory JUis aBTEHTU(PIKOBAHOTO KOpPHCTyBaya 3 MpaBaMH, SKi
BIJIMTOBIZIal0Th BapiaHTy 3aBIaHHS;

- JIOCTYI JIO TIPUXOBAHOTO KAaTaJOTy (HEBUAMMHI MPHU MEPETJIsil CIUCKY CHJIBHUX PECypCiB
MITAaTHUMH 3ac00aM1) 3 TIpaBaMHu, SIKi BIIMOBIIal0OTh BapiaHTy 3aBJIaHHS.

2.3. BuxkoHaTH aHaii3 MPOTOKOJIBHOTO OOMIHY MDK KII€HTOM Ta CEpBEpOM MiJ dac

aBTeHTU(DIKAIIIT Ta IepecuiiKy (aiiis.
2.4. PeKOMEH1yeThCsI BAKOPUCTOBYBATH HACTYITHE IPOTPaMHE 3a0€3MeUeHHS:
- SMB-cepBep: samba;
- SMB-kutienT: smbclient.

2.5. Jlna mepeBipku poOoTH (alJIOBOTO CcepBepy Ta aHali3y HNPOTOKOJIBHOTO OOMiHY

PEKOMEH]Iy€eThCsl BUKOPUCTOBYBATH YTHIITH: nbtscan, nmblookup, smbtree, nmap.

Bapiantu 3aBnanHs.

Im's IIpaBa noctymy 10 KaTaJoriB
Bapianr
kopucryBatia IpuxoBanmii JloMamHii public incoming
alpha R RW R RW
beta RwW RwW R -
' gamma - R R RW
ricTh R - R RW
mercury - RW - _
venus RW R R RW
g saturn R RW R RW
ricTh RW - - RW
tiger RwW RW R RW
lion - RW - RW
’ lynx R - R —
TicThb - - R -
rose R R R RW
gerbera RW RW - -
’ aster - R - RW
TicTh R - R -
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Im's IIpaBa gocTyny 10 KaTaJoriB
Bapianrt
KopucryBaia IpuxoBanmii Jlomanii public incoming
ubuntu R RW R RW
debian RW RW R -
> centos - R R RW
TicTh R - - RW
red RW RwW R RW
green - RW - RUW
° blue R - R -
TicThb RW - R RW
gold R RW R RW
silver RW RW R -
’ iron - R R RW
ricTh RW - _ _
london R R R RW
tokyo RW RW - _
° paris - R - RW
TicTh - - - RW
dollar R RW R RW
dinar RW RW R —
’ lira - R R RW
TicThb RW - R -
nile - RW - —
amazon RW R R RW
10 congo R RW R RW
ricTh RW - R -
apple RW RW R RW
orange - RW - RW
11
grape R - R _
TicTh R - - —
12 one R R R RW
two RW RW - -
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) In'st IIpaBa noctymy 10 KaTaJoris
Bapianr - o . . .
KRopucTyBa4ia IIpuxoBanumii Jdomanrniii public incoming

three - R - RW
ricTh - - R RW
march R RW R RW
april RW RW R -

13
may - R R RW
ricTh RW - - RW
maria - RW - -
tomas RW R R RW

14
tereza R RW R RW
ricTh R - R -
france RW RW R RW
spain - RW - RW

15
italy R - R -
ricTh RW - R RW

3. KoHTpobHI mATaHHS.

3.1. Ctex NetBIOS/SMB.

3.2. NetBIOS imena Ta tumm pecypcis.

3.3. Cepgic imen NetBIOS. Peectpamis ta mepermsg imen NetBIOS. Tumm xomm'torepi
NetBIOS.

3.4. Bubopu roioBHOTO Tieperiisiaya.

3.5. Cimy>x0m nararpam Ta Cecii.

4. Jliteparypa.

RFC1001 https://tools.ietf.org/html/rfc1001

RFC1002 https://tools.ietf.org/html/rfc1002

[MS-CIFS] http://msdn.microsoft.com/en-us/library/ee442092.aspx
[MS-SMB] http://msdn.microsoft.com/en-us/library/cc246231.aspx
[MS-SMB2] http://msdn.microsoft.com/en-us/library/cc246482.aspx
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JNNabopaTopHa po6oTta Ne 6

Web cepBic

1. KopoTki TeopeTHyHI BiJOMOCTI.

1.1. World Wide Web.

BcecBiTHS maByTHHA € HACTIIBKU PO3MOBCIO/DKEHOIO 1 3po0uia [HTepHET MOCTYMHHUM IS TaKol
KUTBKOCTI JIFOJICH, 110 1HO/1 BOHA 3/1a€Thcsi cMHOHIMOM [HTepHeTy. Hacmpasi, po3pobka cuctemu, sika
crana BeO, mowanacs mpubnmsHo B 1989 pori, 3a70Bro micisi TOoro, sik [HTepHET CTaB MIUPOKO
PO3MOBCIOKEHOI0 Mepexkero. [louatkoBa Meta [HTepHETY - 3HANUTH crOCiO OpraHizyBaTH Ta OTPUMATH
iHdopMaIlito, CHHPAIOYNCh HA YSABJICHHA IPO TIMEPTEKCTOBI - B3a€MOIOB’sI3aHI JOKYMEHTH, SIKi
icHyBanu npuHaiiMHi 3 1960-x pokiB. OCHOBHA i/ies TIMEPTEKCTY MOJISITA€ B TOMY, 110 OJWH JOKYMEHT
MOXXE TOCWJIATUCA Ha IHIMUKA JokyMmeHT, a mpotokoidl HTTP Tta moBa nokymentieB HTML Oynu
pO3po0IIeHi ISt AOCATHEHHS IIET METH.

OnuH 13 KOPUCHUX CIOCOOIB ysBJIEHHS Tpo IHTepHET - 11e Hallp KIIEHTIB Ta CepBEpiB, fIKi
CHIBIIPAIIOIOTh, YCI BOHU TOBOPATH OfHier0 MoBorw: HTTP. binburicts momelt maioTh J0CTyn A0
InTepHety uepes rpadiuny KIi€HTCHKY mporpamy ado Be6 Opaysep, Hanpukiaa Safari, Chrome, Firefox
a6o Internet Explorer.

S0 HeoOXiAHO opraHizyBaTH iH(POPMAIII0 y CUCTEMY IOB’S3aHUX JTIOKYMEHTIB a00 00’€KTIB,
MOTPIOHO MAaTH MOXKJIMBICTH OTPUMATH OJMH JOKYMEHT, 100 posmodaru mpouec. OTxe, Oyab-sKuii
BeOOpay3ep Mae (yHKIIIO, sIKa JI03BOJISIE KOpUCTYyBadeBi oTpuMatu 00’ ekT, Binkpusmm URL-ampecy.
VHidikosani sokatopu pecypciB (URL-agpecn) HacTibKu 3HaOMI OIITBIIIOCTI 3 HAC, 11O JIETKO 3a0yTH
mpo Te, mo ix He Oyyo BiyHO. BoHM HanmawoTh iH(QoOpMaIllito, sika J03BOJISIE PO3MINTYBaTH 00 €KTH B
[nTepHeTI, 1 BUTTISIIA0TH TAK:

http://comsys.kpi.ua/index.html

SAxmo Binkputu mo URL-anpecy, To Be60Opay3ep BctaHoBuTh TCP-3'eqHaHHS 3 BeOcepBEepoM Ha
BY3J1i 3 iM'siM comsys.kpi.ua i oTpumae Ta BiioOpa3uth ¢aiin 3 HazBorw index.html. binpmricTs daini y
[aTepHETI MICTATH 300pa)KeHHS Ta TEKCT, a 0araTo 3 HUX MAalOTh 1HIII 00 €KTH, Taki SK aynaio- Ta
Bizleomatepianu, pparMeHTH Koay Toimo. Bonu Takox wacto mictath URL-anpecu, siki Bka3yroTh Ha
1HII aiinu, K1 MOXKYTh OyTH pO3TalIoBaHl Ha 1HIIUX By3Jax, o € ocHoBoto "rineprexcty" B HTTP
ta HTML. BeG06payzep mae moximuBicTh posmizHaBanHss URL-aapec (dacto Buauisioun abo
MIKPECITIOI0YN TIEBHUM TEKCT), MOXKHA MOMPOCUTH Opaysep Binkputu ix. Lli BOynoBani URL-aapecu
HA3WBAIOTHCA TINMEPTEKCTOBUMHU nocuiaHHsIAMU. Ko HeoOxiaHO BeO-Opay3epy BIIKPUTH OJHY 3 TAKUX
BOynoBanux URL-anpec (Hampukiaj, BKa3yrO4uH Ta HATHCKAIOYX HA HbOMY MUIIICI0), BiH BIIKpUE HOBE
3'€lHAaHHS, a TakKoXX OTpuMae Ta BigoOpakae HoBuid ¢ain. lle Ha3uBaeThCs mMEpEeXoauTH 3a
MOCHUJIaHHSIM. TakuM YHMHOM, CTa€ AyKe JIETKO MEPEeXOJUTH 3 OJHOI0 By3ja Ha IHIIMM 1O Mepexi,
Mepexos U 3a MOCWIAHHSAMU Ha pi3Hy iH(popmarlito. OCHOBa TIMEPTEKCTOBOI CUCTEMHU - 1€ CHOCIO
BCTAaBUTH IOCWJIAHHS B JIOKYMEHT 1 JIO3BOJIMTH KOPHUCTYyBady IMEpeHTH 3a LUM IOCWIAHHSM, 100
OTPUMATH 1HIIHUN JOKYMEHT.

Sxmo nompocutu Opay3ep MEperIsIHYTH CTOPIHKY, TO Opay3ep (KJIIE€HT) OTPUMYE CTOPIHKY 3
cepeepa 3a monomoroto mporokony HTTP, mo mpamtoe uwepes TCP. Sk 1 SMTP, HTTP - ne
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TekcroopienToBanuii npotokon. Ilo cyri, HTTP - me mporokon 3amuTy/BiAmOBimi, 1€ KOXHE
MOBIJIOMJICHHSI Ma€ 3arajibHUN Gopmar:

START LINE <CRLE>
MESSAGE HEADER <CRLF>
<CRLE>

MESSAGE BODY <CRLE>

ne, <CRLF> no3nauae nmoBepHeHHs KapeTku-+mnomauy psnka. [lepmmit psmok (START LINE)
BKa3ye Ha THUII MOBIJOMJICHHS: 3anUT a0o0 BianoBiab. [1o cyTi, BiH BU3Ha4yae “BijmajeHy mpouenypy’,
sIKa TIArae BUKOHAHHIO (Y pa3i OBIJOMIIEHHS 13 3aITUTOM), a00 cTaTyc 3anuTy (y pa3i moBiJOMIICHHS
3 BignoBiam0). Hactynuuii HaOip psAAKiB BU3HAYA€ CHUCOK MapaMeTpiB, K BIAMOBIIAIOTH 3aUTY YU
Bignosini. Lli psaku MESSAGE HEADER wmarote Hyns abo Oinbmie psakiB. CHHCOK 3aKiHUYETHCS
MOpOoXkHIM psimkoM. KokeH 3 HUX BHUIJISIIAE SIK PSAJIOK 3arojIOBKA B MOBIJOMIICHHI €JIEKTPOHHOI MOIITH.
HTTP Bu3navyae 6arato MOXKJIMBUX THIIIB 3aT0JIOBKIB, JIESKI 3 SIKUX CTOCYIOTHCSI 3alUTIB TTOB1OMJICHB,
IHIII - ITOBIIOMIIEHb BIAIIOBIZEH, a I1HII - HAAaHWX, IO MICTATBCI B TuT moBigomieHHsA. Ilicas
MOPOKHBOTO psifika e BMicT 3anuTyBaHoro mnoBimomsieHHs (MESSAGE BODY); y miif yactuni
MOBIJIOMJICHHSI CEpBEP PO3MIIIY€e 3aUTyBaHy CTOPIHKY ITiJl Yac BIAMOBII Ha 3allWT, 1 3a3BUYail BOHA
TOPOKHS JIJIs1 TOBIZJOMJICHb 13 3aITUTOM.

Yomy HTTP mnparmroe uepe3 TCP? Po3pobHukam He moTpiOHO Oyino mporo podutu, ame TCP
nificio noOpe BiamoBimae mnorpebam HTTP, 30kpema, 3a0esmedyroun HafiiiHy JOCTaBKY (KOMY
noTpiOHa BeOCTOPiHKA 3 BiACYTHIMH JTaHUMH?), KOHTPOJIb IIOTOKY Ta KOHTPOJIb MepeBaHTaKeHb. OHAK
€ KiJIbKa Mpo0JieM, siKi MOXKYTh BUHUKHYTHU TpH NMOOYI0B1 MPOTOKOITY 3anuTy/BiAnosiai nmosepx TCP,
0COONMBO SIKIIO ITHOPYBATH TOHKOIII B3a€MOJII MK MPOTOKOJAMH 3aCTOCYHKY Ta TPAHCTIOPTHOTO
piBHSL.

1.2. HTTP-3anur.

[Tepmmii psmokx mosimomienHs 13 3anutoM HTTP Bu3nauae Tpu pedi: omepaiiito, sIKy TOTpiOHO
BUKOHATH, BEOCTOpIHKY, Ha sKiid omepaimis wmae OyTu BuKOHaHa, Ta Bepcito HTTP, o
BUKOpPHUCTOBY€EThCs. Xoua npotokoi HTTP Buznauae mumpokuii HaGip MOXKIMBHUX OTEpallii i3 3aruTaMu,
BKJIFOYAIOYM oOfepalii 3amucy, SKi JI03BOJIAIOTH PO3MICTUTH BEOCTOPIHKY Ha cepBepi, Bl
Hannommpenimi onepamii - e GET (3amut BwmicTy Bkazanoro B URL pecypcy) ta HEAD (3amut
MeTagaHux pecypcy, BkazaHoro B URL). Ilepmuii, oueBuaHO, BUKOPUCTOBYETHCS, KOJIM Opay3ep xoue
OTpUMaTH Ta BiOOpa3uTH BeOCTOpPiHKY. OCTaHHE BUKOPUCTOBYETHCS [UISI TEPEBIPKH JIHCHOCTI
TINEpPTEeKCTOBOIO TMOCHIJIaHHSA abo /i TOro, 1mo0 TMepeBipuTH, 4u Oyja 3MiHEHA MEeBHA CTOpPiHKA 3
MOMEHTY OCTaHHBOTO 11 oTpuMaHHs Opay3epom. [ToBHuI HaOip onepariil y3araapHeHo y Tabmui 1.

Hanpukian:
GET http://comsys.kpi.ua/index.html HTTP/1.1
Kaxe, mo xmeHT xoue, mo0 cepBep Ha By3dl comsys.kpi.ua MOBEpHYB CTOPIHKY 3 Ha3BOIO

index.html. V upomy mnpuknagi BuxopuctoByerbcs adbcomorHa URL-agpeca. Takox MoxkHa

BUKOPUCTOBYBAaTH BITHOCHHM 1eHTH(IKATOp Ta BKa3aTH IM’S By3Ja B OJHOMY 3 PSIKIB
MESSAGE HEADER, nanpuknan:
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GET index.html HTTP/1.1
Host: comsys.kpi.ua

Tyt Host € ognum 13 moxuuBux noinis MESSAGE HEADER. Oanum 3 HaliuikaBiliux 3 HUX €
[f-Modified-Since, mo mae KIi€HTY MOXJIHMBICTH YMOBHO 3allUTyBaTH BeOCTOPiHKY. CepBep moBepTae
CTOPIHKY JIMIIE B TOMY BHWIIQJKy, SIKIIO BOHA Oyjia 3MiHEHA 3 4Yacy, 3a3HaYEHOTO Yy LIbOMY PSIKY
3aroJIoBKa.

Ta6muus 1. Meroau 3armtis HTTP.

Merton Omuc
OPTIONS |BusHaueHHs MOKXIUBOCTEH BeO-cepBepa
GET 3anut BMicTy BKazaHoro B URL pecypcy
HEAD 3anut MeTagaHux pecypcy Bkazanoro B URL
POST [Tepenaui nanux 3aganomy B URL pecypcy
PUT 3aBaHTaKEHHS pecypcy Ha Bkaszanuii B 3anuti URL

DELETE |Bunanenns Bkazanoro B URL pecypcy

TRACE TpacyBannst BkazaHoro B URL pecypcy

CONNECT |ITigkmrouenns no Web-cepsepa uepes npokci

1.3. HTTP-Bianosigs.
Sk 1 TOBIAOMJIEHHS 13 3amWTamH, TOBIJOMJICHHS-BIAMOBI/I TMOYMHAIOTHCS 3 TOTO XK pslKa
START LINE. ¥V npomy Bunaaxy psanok Bkaszye Bepcito HTTP, sika BUKOPHCTOBYEThCS, TPU3HAYHUIA

KOJI, 110 BKa3ye Ha YCIIIIHICTh 3alUTY, Ta TEKCTOBUM DPSNOK 13 MOSICHEHHs Bimmoimi. Hanpuximan,
START LINE:

HTTP/1.1 202 Accepted

Bkasye Ha Te, 1110 cepBep 3MIr NpUiHATH 3anuT. [Ipu npomy:

HTTP/1.1 404 Not Found

Bxkasye, o cepBep He 3MIr BUKOHATH 3allUT, OCKUIBKH CTOPIHKY He 3HaiieHo. IcHye m'aTh
3arajJpHUX THITIB KOIB BIAMOBIEH, niepiia 1udpa Koy Bkazye Ha Horo Tum. Tabmurd 2 MICTUTh I’ SITh

THIIB KOJIIB.
Taomuug 2. Komu Bignosineit HTTP.

Kon Tun IMpukaaam npu4nH

Ixx |lapopmariitauii  |3anuT OTpUMAHO, MPOIIEC TPHUBAE

2xx | Yemix 3anuT yCHilHO NPUHHATHHN, 3p03yMiInH 1 00poOIeHH

3xx |[lepenamnpasnenns |l BAKOHAHHS 3aUTY HEOOX1THO BXKUTH JJOJIATKOBHX 3aX0/1iB

4xx |[Tlomuika kmi€eHTa |3alUT MICTUTD HCHpaBI/IHBHI/Iﬁ CHHTAaKCHC a00 HE MOXKeE 6YTI/I BUKOHAHMI

5xx |ITomunka CCPBEPY CepBepy HC BAAJ10Cs BUKOHATHU HpaBI/IJ'IbHI/Iﬁ 3aIuT
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Takox moIiOHO 70 MOBIIOMIICHB 13 3alMUTaMU, TTOBIJOMJICHHSI-BIAMOBI/II MOXKYTh MICTUTH OJIUH
a6o ximpka psakiB MESSAGE HEADER. 1li panku mepenaroTh KIIEHTY T0JAaTKOBY iH(OpMAIIifo.
Hampuknan, psnmok 3aronmoBka Location Bkasye, mo 3anutyBana URL-agpeca moctymHa B iHIIOMY
Micii. Takum gyuHOM, SIKOM, HANTPHUKIIad, BEO-CTOpiHKA Kadeapu 00UHUCTIOBAILHOT TEXHIKM Tepeniia 3
http://comsys.kpi.ua/index.html ~ na  https://comsys.kpi.ua/new/index.html, = Tomi cepBep 3a
OPHUTTHATBHOIO aJIPECOI0 MOKE BIJIMOBICTH

HTTP/1.1 301 Moved Permanently
Location: https://comsys.kpi.ua/new/index.hml

VY 3aranbHOMY BHUIIAQJKY MOBIIOMJICHHS-BIAMOBI/Ib TaKOX MICTUTHUME 3alUTYBaHy CTOPIHKY. Lls
ctopinka € mokymeHToM HTML, ane ockinbkd BOHA MOXKE€ MICTUTH HETEKCTOBI JaHi (HANpHUKIa,
300paxkenns GIF), Bona komyetrbcst 3a momomororo MIME. [leski psaku MESSAGE HEADER
MICTATh aTPUOYTH BMICTY CTOPIHKH, BKJIIFOUAOUH TEPMIH [Iii (4ac, KOJM BMICT BBXKAETHCS 3aCTAPIIINM)
Ta (4ac, KOJIM BMICT BOCTAHHE 3MIHIOBABCS Ha cepBepi).

1.4. VuidikoBanwmii ineHTUdIKATOp pECypcy.

URL-anpecu, sxi HTTP BuxopuctoBye £K aapecud, € OIHUM 13 BHUAIB YHI(IKOBAHOTO
inenTudikaropa pecypcy (URI). URI - ne psmox cumBodiB, sIKuii i1IeHTU(DIKYE pecype, e PecypcoM
MOke OyTH BCe, 1[0 Ma€ 1IEHTUYHICTh, HAPUKJIIA: TOKYMEHT, 300paxeHHs abo mociyra.

®opmat URI no3Bosisie BKIIFOYAaTH pi3HI OUIBII CIIeliaii3oBaHl BUIHU 1eHTHU(IKATOPIB PECYPCIB Y
npoctip URI igentudikaropiB. Ilepma wactmrna URI - me cxema, sika HasuBae MEBHUM cmociO
1meHTHdIKaIii MeBHOTO BUIy PECYpCy, HAapuKiaa mailto s aapec enekTpoHHOi momty ado file mist
iMeH (aiiniB. [pyra wactura URI, BimokpemsieHa Bij MepIioi 4acTUHU JBOKPAIKOK, € YAaCTHHOIO,
cnerudiynoro s cxemu. Lle ineHTudikaTop pecypcy, 10 BiAMOBIIAE CXEMi B MEPIIiil YaCTUHI, 5K Y
URL

mailto:adminQRcomsys.kpi.ua Ta file:///C:/foo.html.

1.5. TCP 3'eqnanns.

[TouarkoBa Bepcist HTTP 1.0 BukopuctoByBana okpeme 3'enHanns TCP st KO)KHOTO eleMeHTa
JaHUX, OTPUMAHOTO 3 cepBepa. HeBakko 3p03yMiTH, HACKUIIBKH 11€ OyB Jyke Hee(EeKTUBHHUI MEXaHI3M:
HEOOXi/IHO BCTAHOBJIIOBATH Ta 3aBEPIIYBATH 3'€IHAHHS, HABITh SKIIO KIIE€HT XOTIB JIUIIE MEPEBIPUTH
HasIBHICTh OCTAHHBOI KOIii CTOpiHKH. TakumM YMHOM, OTPUMAHHS CTOPIHKH, IIO MICTHUTh TEKCT Ta
JIECSITOK KapTUHOK a0o iHmy apiOHy rpadiky, MpU3BEAe 10 BCTAHOBICHHS Ta 3akpuTTs 13 okpemmx
TCP-3'ennanp. Ha mantonky 1 moka3aHa MOCIiZOBHICTh MOMAIN JJI1 OTPUMAHHSI CTOPIHKH, SIKa MICTHTb
nuie oauH BOynoBanuid 00’ ekT. biakutHi niHil BkasytoTs Ha noBigomiieHHs: TCP, a 4opHi - Ha 3anuTH
ta BiamoBimi HTTP. (esxi 3 TCP ACK He BimoOpaxaroThCs, 00 YHUKHYTH 3axapamieHHs
300pakeHHs.) Bu Mokere mnoOaunmTH, MmO JABa MEpiogu OOEpTaHHS NAaKeTy BHTPAYalOThCS Ha
BcraHoBiieHHS TCP-3'e1Hans, a mie aBa (MpUHANMHI) - HA OTPUMaHHS CTOPIHKH Ta 300paxeHHs. OKpiM
BIUIMBY 3aTPUMKH, Ha CEepBEpl TAKOXK € 3aTpuMKa OOpoOKH 3amuty sl 0OpOOKH JOJaTKOBOTO
BCTaHOBJICHHS Ta 3aBepiueHHs 3'eananHs TCP.

[Ilo6 momonatu mro cutyanito, Bepcist HTTP 1.1 3anpoBaamna mocTiiHi 3'€MHAHHS - KIIEHT 1
cepBep MOXKYTh OOMIHIOBATUCS KUJTbKOMA MOBIIOMJICHHSIMU 3aMUTY/BiAMOBIAl Yepe3 oxHe 1 Te x TCP-
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3'eqnannd. [loctiliHi 3'eqHaHHs MaroTh Oarato mepesar. [lo-mepiie, BOHH, OYEBHIHO, YCYBalOTh
HaKJIa/IHI BUTPATH HA BCTAHOBJICHHS 3'€/IHAHHS, TUM CaMUM 3MEHIIYIOYM HABaHTAKEHHsS Ha cepBep,
HAaBaHT@KEHHS Ha MEpeXy, BUKJIMKaHE AogaTkoBuMu cermeHtamu TCP, i1 3aTpumky, siky 0auuTh
kopucTyBad. [lo-Apyre, OCKUIbKM KIIIEHT MOXE HAJCHJIATH JIEKUIbKa IMOBIJOMJICHb 13 3amUTaMUu I10
onnomy 3'eqnanHio TCP, mexaHi3m BikHa nepeBantaxxeHHs: TCP Moxe mpairoBatu 0611k €EeKTUBHO.
Ile Tomy, 110 HEOOOB’ I3KOBO MPOXOAUTH (Pa3y MOBIIBHOTO CTAPTY IS KOKHOI CTOpiHKH. Ha mMantoHKy
2 moka3aHa TpaH3aKIlis 3 TOCTINHUM 3'€THAHHSM.

Client Server
SYN

 »

SYN+ACK

e

HTTP Get

HTTP Response

-

FIN

 »

SYN

e

SYN+ACK

HTTP Get

HTTP Response

|
 »

Mamronok. HTTP 1.0

OnnHak mocTiiiHe 3'€THaHHS TaKOX Mae Henodiku. [Ipobiema B ToMy, 110 HI KJIIEHT, HI CEpBEp HE
3HAIOTh, SIK IOBro yrpumyBatu neBHe TCP-3'eqnanns Bigkputum. Lle oco6amBo BaxkJIMBO ISl cepBepa,
SIKUW MOJKE TOTIPOCUTH TPUMATH 3'€ THAHHS BIIKPUTUMU I TUCAY KITE€HTIB. PilieHHs mossirae B Tomy,
10 cepBep NMOBHHEH BUTPUMATH Yac 1 3aKPUTHU 3'€THAHHS, SKIIO MPOTATOM MEBHOTO MEPiONy 4acy BiH
HE OTPUMYBAB 3aIUTIB uepes 3'eHanHs. Kpim Toro, 1 KIEHT, 1 cepBep MOBHHHI CIIOCTEPITaTH, Y 1HIIA
CTOpPOHA BHUPIIIWIA 3aKPUTH 3'€THAHHS, 1 BOHU MMOBUHHI BUKOPUCTOBYBATH ITI0 1HGOPMAIIIIO SIK CUTHAJ
Mpo T€, 110 BOHU TaKOXK MOBHHHI 3aKPUTH CBOIO CTOpOHY 3'eqHanHs. (Haramaemo, mo o6uaBi cTopoHu
noBuHHI 3akputu TCP-3'eHaHHs 10 HOro MOBHOTO MPUIMHEHHA.) 3aHETOKOEHHS 3 MPUBOAY IUET
JOJIATKOBOI  CKJIAJHOCTI MOKe OyTH OJHI€I0 3 TPUYUH TOTO, IO TIOCTIMHE 3'€HAHHA HE
BHKOPHUCTOBYBAJIOCh 3 CaMOI0 IMOYaTKy, aji€é ChOTOJHI 3araJlkHOBH3HAHO, IO MEepeBard MOCTIHHOTO
3'e1HAHHS O1NIbIIIE, HIYK HEIOIIKH.
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Client Server
SYN

 +

SYN+ACK

I B

HTTP Get

HTTP Response

i

HTTP Get

HTTP Response

| feReseonse

FIN

 +

Mamronoxk. IToseminka HTTP 1.1 i3 mocTiHHUM 3’ € THAHHSIM.

1.6 HTTP/2.

Xouya HTTP Bepcii 1.1 Bce mie MMpPOKO BHUKOPUCTOBYETHCS, HOBa Bepcis 2.0 Oyma odimiitHO
sarBepkeHa IETF y 2015 pori. Binoma sixk HTTP/2, HoBa Bepcist 38opoTHO cymicHa 3 1.1 (To6To BoHa
npuiiMae TOM caMHil CUHHTAaKCHUC JUIs TIOJNIB 3arojioBka, ctarycy koau ta URI), ane BiH nomae 11 HOBI
GyHKL.

[To-nepuie, 1e 3MeHIUTH 00cAT CIIy>)kOOBUX NaHUX, SKI BeOcepBep Hajacuiiae BeOOpayszepam.
Sxmo noguBuTHCh Ha ckiag HTML Ha THNOBIiN BeOCTOPiHII, MOKHA 3HAWTH 0€3J1iY MOCUIJIaHb HA 1HIII
¢bparmenTn (HampuKiIax, 300pakeHHs, cueHapii, ¢aitmu cTuniB), HeoOXimHi Opaysepy aus
BiZJOOpa)X€HHsI CTOPIHKH. 3aMICTh TOro, W00 3MYIIyBaTH KJI€HTa 3aluTyBaTH Li (parMeHTH Yy
HACTYNMHUX 3anuTax, nporokon HTTP/2 nanae cepBepy MOKIHUBICTH 00’ €1HATH HEOOX1/IHI pecypcu Ta
3a3/1ajerib HaICIaTh iX KIIE€HTY, HE CTBOPIOIOYM JOJIATKOBY 3aTPUMKY IMPH IEpeavi 3amuTiB Ha I
pecypeu. st GyHKIIS MOETHYETHCS 3 MEXaHI3MOM CTUCHEHHS, SIKHWH 3MEHIINY€E KiUTbKICTh OalTiB, SIKi
notpibHO nepenatu. OCHOBHA MeTa - MIHIMI3yBaTH 3aTPUMKY, Ky BiAuyBae€ KiHIIEBUH KOPUCTYBau 3
MOMEHTY HaTUCKaHHS Ha TNeproCHIaHHs JI0 MMOBHOI Bi3yaJi3allii BUOpaHOi CTOPIHKH.

Hpyroto Benukoro nepeBaroo HTTP/2 - € MynpTHIIekCyBaHHS KIJIbKOX 3anUTiB B oqHOMY TCP -
3'eqnanHi. [le BuxoauTs 3a Mexi Toro, mo niarpumye Bepcis HTTP 1.1 - no3Bosnsitoun mociiIoBHOCTI
3aluTiB MOBTOPHO BUKOpUCTOBYBAaTH TCP-3'eHAaHHS - MO3BOJISIOYM MM 3allMTaM HAKJIATATHCS OJUH
Ha onxuuil. Te, gk ne pobuts HTTP/2, mae 3ByuaTn 3HaiiomMo: BiH BHM3Ha4ae aOCTpaKiii0o KaHAITy
(TeXHIYHO, KaHAIM HA3UBAIOTHCS TIOTOKAMH ), JI03BOJISIE IEKIJIbKA OJTHOYACHHUX MOTOKIB OyTH aKTUBHUMHU
B MEBHUH 4Yac (KOXKEH 3 HUX Ma€ YHIKaJIbHUN 1MeHTH(DIKATOp MOTOKY) i 0OMEXye KOXKEH IOTIK
OJTHOYACHO J0 OJTHOT'O aKTUBHOTO OOMiHY 3aITUTaMHU/BiATIOBIISIMH.

1.7. KeuryBanssl.
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BaxxnuBoro cTpaTerielo BOPOBAPKEHHS, siKka poOUTH [HTEpHET OUIbII KOPHCHUM, € KEIIyBaHHS
BeOcTopiHOK. KenryBaHHs Mae 6arato rnepesar. 3 TOUKH 30py KIIi€HTa, CTOPIHKA, IKY MOYKHA OTPUMATH 3
Kemy MoOau3y, MOXe 3aBaHTa)XKyBaTHCh Habarato MIBW/IIE, HIK SKIIO il MOTpIOHO OTpUMAaTH 3
BIJIIAJIEHOT'O cepBepa. 3 TOUKH 30py cepBepa Kelll 3MEHIIye HaBaHTaKEHHsI Ha CEpBep.

KemyBanns moxke OyTu pearizoBaHo B pi3HUX Micisgx. Hampukiazn, Be6Opay3ep KopucTyBaua
MO)X€ KEIIyBaTH HEIIOJaBHO BIJIKPHUTI CTOPIHKM Ta MPOCTO BIJIOOpa)kKaTH KEMIOBaHY KO0, SKIIO
KOPHUCTYBau 3HOBY BiJIBIZIy€ Ty caMy CTOPIHKY. SIK 1HIINIA MPUKIIAJ, CAUT MOKE MIATPUMYBATH €MHHUI
Kell Ha piBHI BChOro caiity. lle mo3Bomsie kopucTyBayaM CKOPHMCTATHCS CTOpPIHKaMH, paHIIIe
3aBaHTAXXCHUMHU 1HIIUMH KOpHUCTyBauaMu. bmkdye 1o cepenmHu Mepexi IHTepHET mocrayaabHUKU
nociyr Inteprery (ISP) MoXXyTh KelryBaTu CTOPIHKH. Y APYroMy BHUIAAKy KOPHCTyBayi Ha BeOCaTi,
HIBU/ILIE 32 BCE, 3HAIOTh, KA MAIIMHA KEIIye CTOPIHKU BiJl IMEHI CalTy, 1 BOHM HaJaIITOBYIOTH CBOI
Opay3epu A7 MiIKITI0YeHHS 0e3M0cepeIHbO 10 By3ia KemryBaHHs. L[eit By30:1 iHO/II HA3UBaKOTh MPOKCI.
Ha nportuBary npomy, caiT, sKi MiIKIIOYAIOTBCS O TNpoBaiiiepa, WMOBIPHO, HE 3HAKOTh, IO
npoBaiifep kemrye ctopinku. bysae, mo 3amut HTTP, mo HagxoasTs 3 pi3HHX CalTiB, MPOXOJATH
4yepe3 3aralibHui MapuIpyTH3aTop npoBaiinepa. Lleit mMapmpyTu3aTop MOXE 3arJIIHYTH BCEpeMHY
noBijiomsieHHs 13 3anmuToM 1 moguButHucs Ha URL-agpecy moTpiOHOT cTOpiHKH. SIKIIO CTOpiHKA € Y
Kelri, BiH moBeprae 1i. SIKIo Hi, BiH Mepecusae 3almuT Ha CepBEpP 1 CTEKUTh 32 TUM, 100 BIAIOBINIb
Oyna mepenana B iHIOMY HampsMKy. [licis mporo Mapmpyrtusatop 30epirae Komito B Hajii, Mo BiH
3MO’K€ BUKOPUCTATH 11 11 3aJ0BOJICHHS MailOyTHBOTO 3aIHUTY.

He3zanexxHo Bij TOro, ¢ CTOPIHKH KEUIYIOThCS, MOKJIMBICTh KEIIyBaHHsS BEOCTOPIHOK € JOCUTh
BaXMBOI0, ockiibku HTTP OyB po3pobnenuii i nosermeHas poooTu. XUTpicTh NOJSATa€E B TOMY, 11O
Kell TIOBHHEH NEepPEeKOHATHCS, IO BiH HE BIJINOBINAE 3acTapiiol Bepciero cTopinku. Hampukman,
cepBep BCTAaHOBIIIOE JaTy 3aKiHUEHHS TepMiHY Aii (mose 3aronoBka Expires) KoxkHil CTOpIHII, Ky BiH
HajZicUiia€ KIiEHTY (200 Kemry Mk cepBepoM i kimieHToM). Kemr mam’sitae 1o gaty i 3Hae, MO He
MOTPiIOHO MOBTOPHO MEPEBIPATH CTOPIHKY KOKHOTO pa3y, KOJH i1 3aMUTYIOTh, IOKUA HE 3aKIHUUTHCS 1IEH
tepmiH. [licist 3akiHueHHS 1IbOTO 4Yacy (abo AKIIO 1€ TOoJie 3arojoOBKa HE BCTAHOBJICHO) KEII MOXKE
BukopucroByBaTu omnepaiiito HEAD a6o ymoBuy onepamito GET (GET 3 psakom 3aronoBka), mo6
MEPEeBIPUTH HASIBHICTh OCTAHHBOI KOTIi CTOPIHKH. 3arajioM, icHye Hallp AMPEKTHB KEUTyBaHHS, SKUM
MOBUHHI MIJKOPSATUCS BCl MEXaHI3MM KENIyBaHHS MO JIAHIIOKKY 3amuT/BiAnoBins. Lli aupexktuBu
BU3HAYAIOTh, YA MOXKHA JIOKYMEHT KEIIyBaTH, SK JOBIO BIH MOXE KEIIyBaTHUCS, HACKIIBKU CBIXKUM
MOBHHEH OYTH IOKyMEHT TOLIO.

2. 3aBgaHHs Ha POOOTY.

2.1. CTBOpUTH 3aKpUTHUN KJIFOY Ta 3aIUT Ha cepTU(IKAT IJIsl JOMEHHOTO IMEHI, sIKE BiAMOBiIa€E
BapiaHTy 3aBaanHs. [lignucaTu 3anuT Ha cepTUdIKaT, BUKOPUCTOBYIOUU CepTU(DIKAT 1 3aKPUTUN KITIOY
uentpy ceprudikaii (CA), ctBopeHoro B 1abopaTopHiid podoTti Ne 2.

2.2. BcranoButu Ta HamamtyBaTH Web-cepBep, skuii peamizye nporokonun HTTP ta HTTPS,
BUKOHYe (GyHKIII OajaHCyBaHHsS HaBaHTaXCHHs s JBOX Web-cepBepiB Ta BIANOBIAa€ HACTYIMTHUM
BUMOTaM:

- IOMEHHE 1M s cepBepa OalaHCyBaHHS HABAaHTA)KCHHSI BIJIIOBIJIA€ BaplaHTy 3aBIaHHS;

- cepBep OanlaHCyBaHHS HaBaHTaXEHHS ciryxae noptu st npotokoiaiB HTTP ra HTTPS, nHomepu
MOPTIB BIATMOBIIaI0OTh BapiaHTy 3aB/IaHHS;

- JIOCTYI 10 cepBepa OajaHCyBaHHS HAaBAaHTAXXEHHS MalOTh TUIBKM KOPUCTYBadi, IO MPOUIIIH
aBTeHTU(DIKAIlI0, IMEHA SKUX BIAMOBIAAIOTH BapiaHTY 3aBJIaHHS;

- MeTo/1 OaNlaHCyBaHHS HABAHTAXCHHS BIJNIOBIJIa€ BapiaHTy 3aBJIaHHS;
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2.3. BcranoButu Ta HamamrtyBatd 2 Web-cepBepu, siki peanidytore npotokon HTTP Ta
BUKOHYIOTh POJIb CEpBEPIB 0OPOOKH 3aIUTIB KITIEHTIB.

2.4. BuxkoHaTH aHaji3 NPOTOKOJBHOTO OOMIHY MK KIIEHTOM Ta CEepBepoM OajaHCyBaHHS
HaBaHTa)KEHHS 1] Yac BUKOHAHHA 3anuTiB 1o npoTtokojgam HTTP ta HTTPS.

2.5. PekoMeHIyeThCSl BUKOPUCTOBYBATH HACTYITHE TIpOTpamMHe 3a0e3MeueHHs:

- Web-cepBep: nginx abo apache;

- Web-xuienr: curl.

2.6. [lns nepesipku podot Web-cepBepy Ta aHaii3y MPOTOKOJIBHOTO OOMIHY PEKOMEHTYEThCS
BUKOpPUCTOBYBATH YTWIITH: telnet, netcat, openssl, curl.

2.7. Monatu 3anuc tuny A s noMmeHHoro imeHi Web-cepepy B DNS. Jlogatu ceprudikar
BiacHoro CA y cucok JIOBIpEHUX Ha BY3JIi, /i€ 3aITyCKaeThCcsl Web-KITIEHT.

BapianTu 3aBaHHs.

Meton
0ajlaHCyBaHHA

Hopt

HTTPS Kopucrysaui

Bapiant | Im's Web-cepsepy | Ilopr HTTP

alpha
1 www.letter.net 8081 8444 beta round-robin
gamma

mercury
2 www.planet.edu 8082 8445 venus least-connected
earth

tiger
3 www.cat.com 8083 8446 lion ip-hash
lynx

rose
4 www.flower.org 8084 8447 gerbera round-robin
tulip

ubuntu
5 www linux.net 8085 8448 debian least-connected
centos

red
6 www.color.edu 8086 8449 greenu ip-hash
blue

gold
7 www.metal.com 8087 8450 silver round-robin
iron

london
8 www.capital.org 8088 8451 tokyo least-connected
paris
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MopTt

. ' )
Bapiant | Im'ss Web-cepsepy | lloptr HTTP HTTPS

Kopucrysaui

Metog
OaslaHCcyBaHHS

9 Www.currency.net 8089 8452

dollar
dinar
lira

ip-hash

10 www.river.edu 8090 8453

nile
amazon
congo

round-robin

11 www.fruit.com 8091 8454

apple
orange

grape

least-connected

12 www.digit.org 8092 8455

one
two
threeg

ip-hash

13 www.month.net 8093 8456

marcht
april
may

round-robin

14 www.name.edu 8094 8457

maria
tomas
tereza

least-connected

15 WWWw.country.com 8095 8458

france
china
spain

ip-hash

3. KoHTpobHI IUTaHHS.

3.1. IIporokon HTTP.

3.2. Iokaxxuuku pecypciB URI ta URL.

3.3. Ctpykrypa noBigomsens HTTP.

3.4. Meroqu HTTP.

3.5. Cecii B mpotokomni HTTP.

3.6. KemyBanns B nmpotokoai HTTP.

3.7. locriiine 3’eananns B mpotokosi HTTP.

4. Jliteparypa.

https://web.archive.org/web/20210412192955/https://book.systemsapproach.org/applications/

traditional.html
RFC1945 https://tools.ietf.org/html/rfc1945
RFC7230 https://tools.ietf.org/html/rfc7230
RFC7540 https://tools.ietf.org/html/rfc7540
RFC6265 https://tools.ietf.org/html/rfc6265
RFC7234 https://tools.ietf.org/html/rfc7234
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