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METO/JI CTPOTOI ABTEHTU®IKALII BIIJAJEHUX
ABOHEHTIB HA OCHOBI AJITEBPH TTOJIIB TAJIVA

METHOD FOR STRONG REMOTE USERS
BASED ON GALOIS FIELDS ALGEBRA

[IpencraBnenuit HOBUM METOJ peali3alii TEOPEeTHYHOI CTPOroi MepeBipKH
BIITAJICHUX KOPUCTYBadiB HA OCHOBI KOHIICMIII «HYJIHOBOTO 3HAHHS». 3ampOIOHO-
BAaHMI MIAX1]] MOJIATAE B 3ACTOCYBAHHI MAaTEMaTUYHOI OMepallii eKCIIOHEHIIIOBaHHS Ha
noyisx [amya 3amicTh MOIyNbHOT ekcrioHeHTH. lle 103Bossie MpUCKOPUTH Tpolec
imeHTrdikamii 1 anapatHoi peanizaiii. TeXHONOriss MaTeMaTUYHUX TEPETBOPEHb,
10 HAJAIOThCSA 3aIPOMOHOBAHUM METOJIOM, BHKIJIaJieHa 4iTKo. HaBenmeHo uncimoBuit
MIPUKIIAJT AJIs1 PO3POOJICHUX MPOIEAYP PEECTpallii KOpUCTyBaya.

Kiaro4oBi cjioBa: KOHIENINS «HYJbOBHX 3HaHBY, 1ICHTH(DIKAIS BlIAICHUX
KOPHUCTYBauiB, aBTEHTHU(IKAIlISI KOPUCTYBadiB, HE3BOPOTHI MEPETBOPEHHS Ha TMOJSAX
lanya.
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The new method for implementation of theoretical strong autentification of
remote users based on zero-knowledge conception is presented. The proposed method
consist of using of mathematical operation of exponentiation on Galois fields instead
of modular exponentiation. It allows to speed up of identification process for hardware
implementation. The technology of mathematical transformations whose are provided
by proposed method are set forth clearly. A numerical example for designed
procedures of user registration.

Key words: zero-knowledge conception, remote users identification, users
authentication, irreversible transformation in Galois fields.
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AKTYaJBHICTh TeMH JOCTIIKeHHs. 3 TOSBOIO TEXHOJOTIM KOMIT IOTEPHHX
MepeX Tporpec B OUIBIIOCTI 00JacTel JIOACHKOI MISTIBHOCTI 3HAYHOK MIipOIO
BU3HAYAETHCSA 1HTETpaliclo 1HQOpMAMIHHUX pecypciB. MOXIHMBICTH JOCTYIy J0O
SKICHO OUIBII IMUPOKUX 00’eMiB iHGOpMAIl J03BOJISE 3HAYHO IIJBHINUTH SKICTh
MPUUHATTS PIIlIeHb, TPUCKOPHUTH Ta 3JCHMIEBUTH iX po3poOky. HeobxinHow yMOBOIO
iHopmMariiftHoi 1HTerpaiii € 3acTocyBaHHS €()EKTHBHUX MEXaHi3MIB KOHTPOJIIO
JOCTYITy JI0 JaHWX, BOXJIUBE MICIE cepell SKUX 3aiMaroTh 3aco0M ineHTUdIKaIii Ta
aBTeHTH IKAIT BiAIaJeHUX aOOHCHTIB.

[TosiBa Ta nUHAMIYHMA PO3BUTOK XMapHHUX TEXHOJOTIM Hajae KOpPHUCTyBayam
3HaYHI 3a 0O0CSATOM OOYHMCIIOBAJIbHI pecypcH, SKI MOXYyTb OyTH BHKOpPHCTaHI
MOTEHI[IMHUMH 3JIOBMUCHUKAMU I 3pyHHYBaHHS 1CHYFOUMX MEXaHi3MIB KOHTPOJIIO
noctymy g0 iHGopwmarii. Ile o00’ekTMBHO BHMMarae 3aIMCHEHHS 3aXOJiB IS
MIIBUIICHHS HAAIMHOCTI MeXaHI3MIB aBTeHTU(IKAIlli BiAJaJeHUX KOPUCTYBaYiB.
Pazom 3 TuM, mosiBa XMapHUX TEXHOJIOTIHA Ma€ HACIIIKOM 3HAYHE 3pOCTaHHS KIJTbKOCTI
KOPHUCTYBaYiB, /IS SKICHOTO 0OCITyTOBYBaHHS SIKMX MOTPIOHO paguKaIbHO MPUCKOPH-
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TH TPOLEAYPH KOHTPOIIO iX JOCTymy A0 iH(QOpMamiiHUX Ta OOYMCIIOBAIBHUX
pecypciB.

Takum ymHOM, 3amaya MIiABUIICHHS €(QEKTUBHOCTI 3aco0iB aBTeHTHU]IKAIi
BIJUIAJICHUX KOPHUCTYBAYiB € aKTyaJbHOIO Ta BAXJIMBOIO 3 OIVIALY OCOOIUBOCTEN
CY4YacHOT'O €Tary po3BUTKY 1HPOPMALIHHUX TEXHOJIOTIH.

IMocTanoBka mpoOJjemu. B cydacHux ymoBax 1y HaWOIMK4ili NMEpCHEKTHBI
NOTPIOHUHN JUIS MPAKTHKU PiBEHb HaAIWHOCTI aBTeHTU(iKalii Moxe OyTu 3abesneuye-
HUW JIMIIE METOJaMH, [0 CHUPAIOThCS HAa KOHIEMNII0 HYIbOBUX 3HaHb [2]. Llx
KOHIIETIIis repeadayae HaCTYIHI €JIEMEHTH:

* [lapons KOpHCTyBaua 3MIHIOETHCS PU KO)KHOMY 3BEPHEHHI1 JI0 CUCTEMHU.

» KopucryBau mae criemiaibHui MeXaHI13M T'eHepallii MpaBUIbHUX MMapoJieH.

» Cucrema He MOXKE T'€HEpyBaTH NPABWIBHHX Mapojei, aje Mae MeXaHi3M
MEPEBIPKH X MPABUIBLHOCTI.

Jlns moOyoBu iaeHTH(iKaLll Ha OCHOBI KOHIIEMIIII HYJIbOBUX 3HAHb MOTPIOHE
BUKOPUCTAHHS CIEHIAIbHUX KPUNITOTpadiyHUX HE3BOPOTHUX Ta HEOJHO3ZHAYHMX TIe-
peTBOopeHb. EQexTuBHICTh i1eHTU]IKaIlli BUBHAYAETHCS PIBHEM HE 00EpHEHOCTI mepe-
TBOPEHHsI Ta 00’€MOM YacOBHX pecypciB Ha ioro peanizamito. [Ipobrema moOyaoBu
edexkTuBHOI cxemu iAeHTU]IKAIli 3BOAUTHCS O HAWOUIBII BAAJIOTO PO3B’SI3aHHS
KOMITPOMICY M1k BKa3aHUMH YAHHUKAMH.

AHai3 OCHOBHHX JOCJHiUKeHb 1 myOJaikanmiii. HaiiGinem BimoMuMu
MeToJlaMu, 5Kl peanizyroTh 1o koHuerniio € FFSIS(Feige Fiat Shamir Identification
Scheme)[3], metoau [IIHopa (Schnorr) ta I'immoy—KBickatepa (Guillou—Quisquater)
[1]. bazoBumu oOGuucnroBambHEME omnepariissmu s FFSIS e A°B mod m, a ona
memooie Illnopa i I'innoy—KsickBarepa—A°B” mod m. BpaxoByrouun Te, 110 3a1is
3a0e3neueHHs: MOTPIOHOTO PIBHS 3aXHILEHOCTI PO3PSIHOCTI 4Kcesl cTaHOBUTH 2048
a6o 4096, mBUIKICTH i1IeHTH}IKAMIT O0OMEXKYIOThCA 3HAYHOK OOYHMCIIOBAILHOIO
CKJIQJIHICTIO ITUX OTeparlii i, BiIMOBITHO, BHHUKA€E HEOOX1THICTh B 11 3MEHIIICHHI.

TakuM YMHOM, OCHOBHUM HEIOJIK ICHYIOYHMX METOJIB peaji3arfii KOHIIeMIii
HYJIbOBUX 3HaHb IIOJSATa€ B 3HAYHIM OOYMCIIOBANBHIA CKJIQAHOCTI iX 0a30BHX
00YHCITIOBANIBHUX TTPOLIETYD.

BujgisieHHs1 He10CTiIXKeHNX YaCTHH 3arajbHol MpodJeMu. AHalli3 ICHYIOUHX
CHUCTEeM CTporoi imeHTH(dIKamii MMOKa3aB, M0 OCHOBHHMM HEJOJIKOM ICHYHOYHX
MIPOTOKOJIIB Ta MEXaHI3MIB € 3HaYHa 00YMCITIOBaIbHA CKIIQIHICTh. B cyyacHHX ymMoBax
3pOCTaHHS PO3PSAHOCTI e HEJOJIK Ma€ HACTIAKOM TMOPYIIEHHS YacOBHX PaMOK
MPOTOKOJIIB MEPEKEBOr0 3aXUCTy. TOMy BaKJIMBUM 3aBIaHHSIM € PO3pOOKa HOBUX
HE3BOPOTHUX MEPETBOPEHb OOUMCIIIOBANIbHA pealizallis IKUX MoTpedye MEHIIe yacy.
OpguuM 3 HaWOUIBII TEPCTIEKTUBHUX HAMPSIMKIB € TMepexiJi 10 allbTepHATUBHUX
anreOpaiyHuX 0a3uCIB.

IlocTanoBka 3aBaaHHsA. MeTO0 JOCTIIKEHHS € 3MEHILIEHHS 00YMCIIIOBAIbHOI
CKJIQJTHOCT1 Tpoliecy KpumnrorpadigyHo cTporoi aBTeHTHdIKAIli HA OCHOBI KOHIIEMIIIT
HYJIbOBUX 3HaHb MpHU 3a0e3MeueHH] BHCOKOTO PIBHS 3aXHUIIEHOCTI 3a PaxyHOK
3aCTOCYBaHHS albTEPHATUBHOTO aredpaiyHoro 0asucy — ckiHueHHux nodis ["anya.

Teoperuune MiArpyHTsA. AHAIOTIYHO TOMY, SIK Y TPAIUIIHAHIN anreOpi B AKOCTI
0a30BOi  omepallii ITUPOKOTO KOJIa MEXaHI3MIB  KPHUITOTpaiqyHOTO  3aXHCTY
BUKOPHCTOBYETBCS MOIYISIPHE eKCIoHeHIioBanHs A” mod M, B aare6pi ckiHueHHX
nomiB [amya nns kpunTorpadiuHMX 3aCTOCYBaHb B SIKOCTI 0a30BOi 3aCTOCOBYETHCS
eKcrioHeHIiroBarHs A~ rem M mossix [4].
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Ha mpaktumi oGuMcleHHS ekcriomeHTH R; = A rem M peamisyerbes
peKprHBHOIO MpOLEAYypOI0, AKa JUIsl n-pO3PSATHOI €KCIOHEHTH E = e + 2-e; +
2%eyt..+ 2" e, e en,... 00 {0,1}, mepenbavae nmocnigoBHe, mounHatouu 3 R,=1 1 j=n,
oOuncIeHHs 3HaYeHb R, |,R, 7,...,R| 3 BUKOPUCTAHHSIM HACTYIHOI (POPMYIIH:

1 =R, ®R Jrem M (A-e; ®e, 1) rem M (1)
Jie CUMBOJIOM “’ TIO3HAa4Y€Ha OTeparlisi MOoJiHOMIaIbHOTO MHOKEHHsI, 200 MHOKEHHS 0e3
nepenociB (Multiplication Without Carry -MWC), a aGpeBiaTyporo “rem” — omnepariis
penykuii Ha momi [amya, TOOTO BIAHAXOMKEHHS 3AIMIIKY MPHU MOJIHOMIiaJILHOMY
JIJIEHH] pe3y/bTaTy MHOXKEHHS 0e3 nepeHociB Ha YTBOPIOIOYUH MMOIIHOM M MO

Sxmo g(x) — HpOCTI/II/I MOJITHOM CTYIICHIO d, To s OyAb-SKOro u(x),Io €
€JIEMEHTOM I10JIs GF(2) 1 SIKOMY CIBBIIHOCUTBCSI d-pO3psiIHE JIBIMIKOBE YHUCIO U,
Take, mo 0<u h, ne h=2"-1 Bukonyerbcs [4] :

ul"' rem g =u (2)

Sxmo ytBoprorounit momiHoM M(Xx) CTymeHro r sBIis€ cO000 MOOYTOK JBOX
POCTUX TIOJTHOMIB p(X) CTYIEHIO V 1 g(x) crynento d : M(x)=p(x)g(x), r = v+d,
IpUYOMY TOJIIHOMY M(X) CIiBBITHOCUTHCS IBINKOBE YHCIIO 71 TO ISl OYAb-SIKOTO u(x)
mo Hamexuts momo GF(2") i 3 sxkuM crmiBBimHOCHTBCS wmcno u, u h=2°-1
CIIPaBEIIUBO:

(u® p) " remm=u® p 3)

Harpuknaz, saxiio p(x) = x+x° +l IpOCTHiA HOJIIHOM CTyNIEHIO v=3, SKOMY
BimmoBinae umcno p=13, mis sixoro [ = 2>-1=7, i g(x)=x" + x*+x* +x + 1 npocruii
MOJIIHOM CTYMEHIO d= 5, sIKoMy BIANOBiAa€ ynucio g= 59, nmus sikoro h = 2°-1 =31, TO
z[06yT01< EX TmoNiHOMIB Mae BHILL M(x) =p(x) g(x) = x* + x° + x* + x + 1
CHIBBIIHOCUTHCS 3 unciioM m=271. SIkio BUOpaTu YMCIO ¢ TAaKUM YUHOM, 110 O<u h—
1, 30kpema, u = 28, To up = 140. Toxui (up)|h "rem m = (2813)[** rem 271 = 140.

AHaﬂorquo IS Gy Ib-KOTO TOMIiHOMY W(x), 1o Haxexuts momoGF(29) Ta
CIIBBIJHOCHUTBCS 3 YHCIIOM W, TaK, 110 wi=2"-1 crpaBeTHBO:

wR )" remm=w®g (4)

SIK110 B pamMKax HaBEJIEHOTO MPHUKIIAAY BUOPATH JOBLILHE W MEHIIE 32 [0 <w<l
HaMpUKIaa, w= 5, TO ,Z[06YTOK wg = 559 = 215. Bignosizao, (wg)' rem m = (5 59)° rem
271 = 215, T06T0 nopiHrOe 3rigHO (3) w g. JloBeaenns dopmyn (3) i (4) BUKOHAHO B
poborTi [5]

TakuM 4YMHOM, 3HAHHS OJHIEIO 31 CTOPIH MpOIleCy 1IeHTHdIKAIllT Tepioay IMOB-
TOpPEHHS €KCIIOHCHIIIFOBaHHSI J03BOJIsIE Oy AyBaTH e(DEeKTUBHI aJITOPUTMH 11eHTUdIKaIIIT B
paMKax KpunTorpadigHo CTpOroi KOHIEMIIT “HyIbOBUX 3HAHb .

MeTtona cTporoi aBTeHTHdIKALII A00HEHTIB 3 BUKOPUCTAHHAM aJIreOpH MoJiiB
I'anya. 3anponoHoBaHuid B TOMEPEAHHOMY PO3UTI MIJIX1A 0 peaizarii iaeHTrudiKarii
BIITJICHNX KOPHUCTYBadiB B paMKaxX KpHUNTOTrpadiuHO CTPOroi KOHIEMINI “HYJIbOBHUX
3HaHb~ 3 BHUKOPUCTaHHSAM anreOpu mofiB [amya mMoke Oyth MomaudikoBaHUM IS
peaizaliii 3a1aui aBTeHTU(IKAIIT BlAIaJICHUX KOPUCTYBAYiB.

[Iponienypa aBTenTHdiKalii, Ha BiAMIHY BiJ ieHTH]IKAIT, JO3BOJISIE HE TITHKH
rapaHTyBaTH, 110 CHUCTEMa B3a€MOJI€ 3 aBTOPU30BAHUM KOPUCTYyBadyeM, aje HaJae
KOPHUCTYBaueBl MEXaHI3MHU, SIKl J03BOJISIIOTh BIEBHUTUCSA B TOMY, IO BIH B3a€EMOJIIE€
JIICHO 3 CUCTEMOIO.

[IponoHoBaHa mpolieaypa peectpailii nepeadadae HACTYMHY MOCTIAOBHICTD JIIHA:

1) KopuctyBau oTpumye BiJ] CACTEMH ii BIAKPUTUH 3aKpuBarounii Kirou K. .

2)KopucTyBad JMOBUIBHUM YMHOM BHOHMpA€E IMapy MPOCTUX IMOJIHOMIB p(x)Ta
2(x)3 pisauMu crenensmu: p(x)=x" + p,;x’ + ...+ prx + py cremeni v ta g(x)=x? +
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+ 841 Xd_l + ..t g1'x + 8o CTerneHi da A€  PosP1s---5Pr-1 {071}7 80, &15---58d-1 {091}9

npuyomy d>v.

3) Kopucrysau ¢opmye nominom M(x) y BUIIISAI MOMIHOMIAIBHOTO JOOYTKY
BHOpaHUX JIBOX MPOCTUX MOMHOMIB p(x)Ta g(x): M(x) = p(x)g(x). Yuciao m, 3 sKkum
CHIBBIIHOCUTKCS TOJHOM M(x) siBiisie cOOOIO MepITy KOMIOHEHTY BIAKPUTOTO KITFOYa
KOpHCTyBaya.

4) KopucryBauy BuOHMpae BuIagkoBe umcio : 0<< 2’ ta obumCIIOE APYry
KOMITOHEHTY BiJIKDUTOTO KJTFOYa KOPUCTYBada y BUTJISAL: = p rem mi.

5) KopwucryBad Bubnpae noBinse uncio <27-24" Ile uncno sBise coboro
TPETI0 KOMIIOHEHTY Kito4a kopucTyBaua.KopuctyBau oOUYUCITIOE 3HAYEHHS] KOOy =
29292V + 1 - ; 3HaueHHs 30epiraeThCs B MaM’SITI KOPHCTYBada.

6) Bci Tpu KOMIIOHEHTH M, Ta KJIIOYa KOpUCTyBada MU(PpPyrOThCS BIAKPUTUM
3aKpuBarOYuM KiroueM K, 1 BiICHIAIOThCS CUCTEMI.

6) CucreMa 3 BUKOPHCTAHHSIM CEKPETHOTO BiJKpHBarodoro kitova K, BiHOBIIOE
3HAYEHHsI TPHOX KOMIIOHEHTIB 71, Ta KJIIOYa KOPUCTyBaua IMicis 4oro 30epirae ix B
3aXUIICHINA am’sITi.

[IporonoBaHa mporenypa peecTpaiii Moxke OyTH UIIOCTpOBaHAa HACTYITHUM
npuKiIaoM. Y BiAmoBiaHOCTI 3 1.2 KopuctyBau BuOUpae mpoCTuil moaiHOM CTYTICHIO
3 (v=3) p(x)= x> + x> + 1, sike CHiBBiAHOCHTBCS 3 yncaoM p=11, Ta mpocTHii motiHOM
crereni 5 (d=5) g(x) =x" + x*+x* + x +1, siKoMy CIiBBiTHOCHTBCS YHCIIO g =59.
3rigHo 3 1.2 KopuctyBad (opmMye yTBOPIOIOYHM moixiHOM M(x) sIK TOJiHOMIadbHUN
00YTOK BUOPAHHX MPOCTUX MomiHOMIB: M(x) = p(x)g(x) =x° + x” + xt+x* + 1, sxuit
CHIBBIIHOCUTKCS 3 unucioM m = 405. 3riiHo 3 1.4 mpoleaypH peecTpailii KOpucTyBay
BUIIAJIKOBUM YMHOM obupae yucio = 18 Ta o0uuciioe Apyry KOMIIOHEHTY KJIo4a:
=premm= 11" rem 405 = 49. 3rizno 1.5 3aIIPONIOHOBAHOI ITPOLEAYPHU KOPUCTYBay
BiGHpae noBimere Mmenmre 297-29"" = 192, Hexait, BuGpane 3HaueHHst nopiHIoE 18,
t00TO =18. KopucrtyBau o0uncCiItO€ 3HAaUCHHS = 29200V 4+ 1 - =218 -18=200.

Tpiiika KOMIOHEHTIB Kitoya KopuctyBaua < 405, 49, 18 > mmdpyerscs
BIIKpUTUM KitoueM K, cucteMu Ta BiIPaBIISIETHCSA B CUCTEMY.

Po3pobiiena mporieypa oHOTO UKy aBTeHTU(]IKAII BigaIeHOro aOOHEeHTa
nepeadavae BUKOHAHHS HACTYITHOI MTOCTIAOBHOCTI JTii:

1) KopuctyBau iHiIit0€ 3BEpHEHHS IO CUCTEMH.

2) Cuctema (hopMye BUIMAJKOBE YHUCJIO 7, 3 BUKOPHCTAHHSIM KOMIIOHEHTIB 7 Ta
KJII0Ya KOPUCTYBaya 00UYMCITIOE 3HaYeHHs = 7 rem m. Koy 7 Ta BiICHIIa€ KOPUCTYBAYEBI.

3) KopucrtyBau npuiimMae BiJ CHCTEMHU KoJ 7 Ta . {7 mepeBipku TOro, 1o BiH
MpaIfoe JIHCHO 3 CUCTEMOI0, OOYHUCITIOE = 7 rem m. SKIo = 7, TOOTO MOJIHOMIATEHUM
NOOYTOK OOYMCIEHOT0 Ha OTPUMaHU KOJI  JOPIBHIOE OTPUMAHOMY BiJI CUCTEMHU
YHCIly ¥, TO KOPUCTYBay BIIEBHIOETHCS, 1110 CTOPOHA, sIKa HaJicjala WOMy KOJIU 7 Ta
JIICHO 3Ha€ KOMIIOHEHTH MOTo KItoya m Ta , TOOTO € CUCTEMOIO.

4) BreBHUBIIKCH, 110 KOMYTAIlis BiIOYBa€ThCS IWCHO 3 CUCTEMOI0, KOPUCTYBa4
Bi/IHAXO/IUTB YHCIIO W TaKe, ISl IKOTO BUKOHYEThCst yMoBa: 7w mod (29 -1) =.

5) KopuctyBady 00UYMCIIOE CEAaHCOBUM Mapoiib Yy BUIVISAAL = p| rem m Ticis
yoromudpye 3a 10NOMOror BiAKpuToro kimoda K, orpumanuit Koj Ta HaJcuIae HOro
CUCTEMI.

6) Cucrema, OTpUMaBIIN 3alIU(PpPOBAHUN CEAHCOBMI Mapoiib , PO3MHUGPOBYE
floro cBOIM CEKpETHHM BiakpuBarouuMm kiaroueM K, Ta obumcmioe y = | rem M.
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OTpuMaHe 3HaUYCHHS Yy TOPIBHIOETHCS 3 JIPYTOI0 KOMIIOHEHTHOI BIJKPUTOTO KIIFOYA
[[OTO KOPHUCTYBaya: SIKIIO 11 KOAM CIIBIAAAaI0Th, TOOTO ) =, TO ceaHC aBTeHTU(IKAIIi1
BBAKAETHCS YCHIIIHAM 1 KOPUCTYBAUEB1 HATAETHCS JOCTYII JI0 PECYPCIB CUCTEMHU.

PoGota 3amponoHOBaHOi MpOLEAypH OIHOTO CEaHCy IMeHTH(]IKALl Moxe OyTH
UTIOCTpOBaHA HACTYITHUM TMPHUKIIATIOM, SKUH (PaKTUUHO € TIPOJIOBKEHHSM IMOTEPETHHOTO.

VY BIANOBIAHOCTI 3 1.2 MpOLEAYpPH, Y BIAMNOBIIL HAa 3BEPHEHHS KOPHCTYBaya,
CcHCTEMa BHTIAIKOBHM YHHOM BHOMpae €ucio 7 = 28 i ofuncmoe = r rem m= 28'° rem
405 = 38, micng yoro mepecuiiae Horo KopuctyBadeni =28 ta =38.

KopucryBau npuiimae BiJ cucTeMu HaficinaHi oMy xomu » = 28 ta =38. [{na
TOTO, 1100 BIIEBHUTHCS, 110 CTOPOHA, SIKa HaJiciana HoMy Il KOAU TIHCHO 3HA€ HOTO
KJTI0Y, TOOTO € CHCTEMOI0 KOPUCTYBAy 3riHo m.3 obuncmoe = r rem m = 28°” rem
405 = 117. Hdani kopucTyBau OOYHUCIIOE TONIHOMIANBEHUN A00yToK = 11738 = 28.
OckiTbKH 3HAYeHHSI 00YMCIIEHOr0 JOOYTKY CIHIBIIAJA€ 3 OTPUMAHUM KOJIOM 7 = 28,
KOpHCTyBau (paKTUYHO 1/IeHTU(DIKY€E CTOPOHY, IO Beae 3 HUM iH(pOpMaIlliifHuii 0OMiH
SIK CUCTEMY, 110 3HAa€ HOT0 peecTpaliifHuid KITIoY.

VY BIANOBIAHOCTI 3 1.4 OMMCAHOT BUIIIE MPOIEIYPHU, KOPUCTYBAU BiIHAXOIUThH TaKe
W, JUISl IKOTO BUKOHY€eThest yMoBa: 28w mod 31 = 18. Ll ymoBa BukoHyerbes gt w= 25.
3riHO 3 I1.5 KOPUCTYBAy OOUHCITIOE CEaHCOBHIA Maposib y BUDLiAl =p|remm = 11 rem
405 = 245. 1leit ceaHcoBUiA MapoJib KOPUCTYBAU MOCUIIAE CUCTEMI. 3TiTHO 3 1. 6, cucTema
OTPUMABIIK 3alM(PPOBAHUN CEAHCOBHIA MApOJb , PO3MIM(PPOBYE HOro CBOIM CEKPETHUM
BiKpuBarounm Kmouem K, ta obumcmoe y = | rem m = 245 rem 405 = 49. Il 3HaucHHs
TIOPIBHIOETBCSL 3 JAPYTOI0 KOMIIOHEHTOI0 — KJroua KopuctyBaya. OCKUIbKM OOYHCIICHE
3HaueHHs y = 49 chiBrnajgae 31 3HAYEHHSM APYroi KOMIOHEHTH PEECTpAIifHOrO KIrova
IIbOr'0 KOHKPETHOTO KOpHCTYBada = 49, To cucremMa yCHilHo Horo iIeHTugIkye.

Ouinka edextuBHocTi. OIIHKY PIBHSA 3aXUINEHOCT] JOMIHFHO BUKOHYBATH 3
JIBOX TO3HUIIIN: 3 TIO3UIIT TPETHOT CTOPOHH, SIKa MOKE MAaTH JOCTYM 70 KaHAITy OOMiHYy
imeHTUdiKaniifHOK 1H(OpMAIlI€l0, ale HE 3HAa€ KOy YTBOPIOIOYOTO MOiHOMY M(X)
noJist ["anya; 3 mo3uiiii 3TOBMUCHUKA, IO Ma€ JOCTYI JI0 JaHUX, IO 30epiratoThbes B
cucreMi, 1 30kpema koxy M(x). p(x)ta g(x)

OueBuHO, IO I TOTO, 00 BUKOHATH YCHIITHUK IMiI01p KOPEKTHOTO MMapOJTIO
KOpPUCTyBaua IMOTPIOHO 3HATH TMPOCTHUH TOJIHOM g(X), a TaKOXX CTEMiHb V IHIIOTO
MPOCTOTO MoMHOMY p(x). HaiimoriipHima TeXHOIOTIS MI00py KOMIOHEHTH TapOIIi0
p(x) IIs1 CTOPOHHBOTO 3JI0BMHUCHHKA TIOJISATAE B TIEPEXOIUICHHI KOy g(x) = k(x)p(x) Ta
PO3KJIa/IeHH] MOro Ha CHiBMHOKHUKH. Ba)JTMBUM MOMEHTOM TpPH I[LOMY € T€, IO Y
3JIOBMUCHHMKA TMPAKTUYHO BIJCYTHIM KpuTepii kopekTHocTi poskinanenHs. llle onmna
0COOJIMBICTh 3aJadi pO3KJIAJaHHs KOy ¢(X) Ha CIIBMHOKHUKH TOJISITA€E B TOMY, IO
OJIMH 3 HUX HE € MPOCTHM, IO MOTEHIIHHO 30uIblIye 0oO0csT mepedopy. KumbKicTh
MO>KJIMBHX MPOCTHX IOJTIHOMIB IIBHUKO 3pOCTA€ 31 30UIBIIEHHSAM X cTeneHs. Ta yxe
npu crenesi 29 KiIbKicTh mpoctux momisoMis nepesuutye 18-10°. Ha npakruri cremiss
MOJIIHOMY CTaHOBHTBH COTHI 1, BIJITOBITHO, 3a/a4a epedopy MPOCTUX TOIIHOMIB TaJIEKO
BUXOJIUTh 32 PAMKHU TEXHIYHUX MOXIIMBOCTEN Cy4YaCHUX KOMIT IOTEPIB.

Jlns 37I0BMHUCHHKA, IO Ma€ JOCTYN J0 iAeHTHdIKaIiiHOi 1HdopMarllli, ska
30epiraeTbcs B CHCTEMi, 3ajadya BIJITBOPEHHS KOPEKTHOTO MAapOJI0 3BOJUTHCS 10
3a/1aul pO3KJIaJaHHS BIAOMOTO TOJIHOMY M(Xx) Ha JaBa MPOCTUX MHOXKHHUKA p(X) Ta
g(x) 3 pi3HMMH CTymeHsMHU. SIK y)ke 3a3Hadayiocs, BWIIE BHUPIIICHHS TakKoi 3aaadqi
UISIXOM TIepebopy Il pealibHUX CTEMEHIB TMOJIHOMIB BHXOAWTH JAJICKO HAa MEXi
TEXHIYHUX MOKJIMBOCTEH Cy4acCHHX KOMIT IOTEPHHUX CUCTEM.
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BucHoBku. Ha 0CHOBI OTpHMaHUX TEOPETUUYHUX PE3YJIbTATIB 3alIPOMOHOBAHO
MeTOM ieHTH]IKaIl Ta aBTeHTH]IKAII] BiAaTCHUX KOPHCTYBayi, IO Peati3yloTh
KpunrorpagiyHo CTPOry KOHIEMIiI0 “HyJbOBUX 3HaHb B ainreOpi momiB [amya.
Ockinpku 1 omepaiii BHUKOHYIOThCS HAa OAWH-IBA TOPSAIKMA IIBUIINIC 34
MYJIBTUIUTIKATUBHI ofepalii MOIyJIIpHOi apu(METHKH, 10 JIe)KATh B OCHOB1 B1JIOMHX
METOAIB KpunTtorpadiyHo ctporoi ieHTHu(ikailii, BUKOPUCTAHHS 3aMPONOHOBAHUX
METOIB [JO3BOJISIE CYTTEBO MPUCKOPUTU TIpoOIeC aBTeHTHU(IKaIii BIJUIEHUX
KOPHCTYBayiB.
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Mapxkoscbkuii O. I1.,
Maxkcumyk B. P.

METHOD FOR STRONG REMOTE USERS
BASED ON GALOIS FIELDS ALGEBRA

Acute problem. A particularly acute problem, is the problem of fast algorithms
for identification architectures based on the concept of “zero — knowledge” in mobile
devices and embedded microcontrollers, with limited energy consumption possibilities,
that are commonly end user devices. In this context, the problem of acceleration of user
identification based on zero knowledge is imminent and has a wide range of practical
applications.

Target setting. FFSIS is a relatively simple and at the same time sufficiently
effective scheme for the identification of the subscribers of multi-user systems, on the
basis of which a number of more practical to use modified algorithms have been
proposed. In the attempts of using this scheme in practice, the main disadvantage of
FFSIS is the need for a large number of data exchanges during the user identification
process, which noticeably loads the communication channels used. Other existing
identification schemes, which implement the zero knowledge concept, require a
substantially smaller volume of data transfers, but the procedures provided by them
involve large computational complexity, since instead of the operation of squaring,
they use the modular exponential operation.

Actual scientific researches and issues analysis. In literature identification
methods, which satisfy the first three of the given requirements are classified as
“strict”, in contrast the remaining schemes that are classified as “weak”. In the class of
the weak schemes belong, for example, the procedure of identification which used in
the UNIX operating system. This procedure involves the storage in the system of only
the hash value of the passwords of users, that, with the use of the one way hash
functions, excludes the possibility of the reproduction of password of the system;
however, passwords themselves do not change, which makes it sufficient simple to
intercept them. The class of strict procedures is principally composed by methods of
identification that are based the concept “zero knowledge”. The most commonly
known of these methods are the FFSIS (Feige Fiat Shamir Identification Scheme) [3],
Guillou- Quisquater [4] and Schnorr identification schemes [5].

Uninvestigated parts of general matters defining. The main disadvantage of
known identification schems consist of that schemes demand a significantly smaller
volume of data exchanges compared to the FFSIS, but their implementation involves a
significantly large computational volume, as the squaring operation has been replaced
by the modular exponentiation. The FFSIS is considered more economic in terms of
the volume of the calculations involved, but its application demands several cycles of
information exchange.

The research objective. The purpose of this research is the development of a
modified architecture for zero knowledge wuser identification, which involves
significantly smaller computational complexity and increases the speed of identification
with software and hardware implementations.

The statement of basic materials. The proposed method, contrary to existing
techniques uses a single session for the registration between the user and the system.
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Conclusions. In this paper, zero — knowledge user authentication using non —
reversible transformation in Galois fields was investigated and a scheme for such
authentication was proposed. For this purpose a theoretical study was conducted of the
properties of specific cycles that appear during exponentiation in the context of special
cases of Galois fields. The theoretical results enabled the development of procedures
for the registration and authentication of remote users. It was theoretically determined
that the level of security attained does not differ from existing zero knowledge
systems. The principal advantage of the proposed method is the possibility of
achieving significantly higher rates of authentication. This increased rate is of vital
importance in current applications with ever growing numbers of system users and the
necessity for remote information processing. Maximum effectiveness of the proposed
method is attained by implementation in hardware.

Key words: zero-knowledge conception, remote users identification, users
authentication, irreversible transformation in Galois fields.



