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BUKOPUCTAHHSA METOJIB PO3III3HABAHHSA CUMBOJIIB
JJIs1 BUBHAYEHHSA JOCTOBIPHOCTI OCOBUCTOI'O HIAIIUCY

USING CHARACTER RECOGNITION METHODS
TO DETERMINE THE AUTHENTICITY OF A PERSONAL SIGNATURE

VY cTaTTi pO3rNIAIaEThbCs MUTAHHS aHAJI3Yy 1 BAOCKOHAJICHHS ICHYIOUMX METO/IIB
pO3Mi3HaBaHHS CUMBOJIIB JJISl BU3HAUEHHS JIOCTOBIPHOCTI ocoOucToro mianucy. [ns
I[FOTO BUKOPHCTOBYIOTHCS HEHWPOHHI MEpeKi, MOXJIMBOCTI HAaBYaHHS Ta 30UIbIICHHS
TOYHOCTI SIKUX, TO3BOJISIFOTh €()EKTUBHO BUPINIYBATH MPOOIEMH BHU3HAUYCHHS 32 YMOB
PI3HOMAHITHOCTI 1 HETOYHOCTI pyKONMUCHUX mianuciB. Cucrema posmi3HaBaHHS
TPEHYIOThCSI Ha 0a31i HEOJHOPA30BOTO BBEJIEHHS OCOOMCTUX MIAMKCIB T4 BCTAHOBIIIO-
I0Th BIJIMTOBI/IHI BarW HEHPOHHOT MEPExKi.

KurouoBi ci1oBa: posnizHaBaHHS CUMBOJIIB,3TOPTKOBI HEMPOHHI Mepexi,
OaraTomapoBHil MEpIENTPOH, HABYAHHS MEPEXKI.

Puc.: 4. bi6x.: 5.

The paper deals with the analysis and improvement of existing methods of
character recognition to determine the authenticity of a personal signature. To do this,
using neural networks, learning opportunities and increasing the accuracy of which,
can effectively solve the problems of definition in terms of diversity and inaccuracy of
handwritten signatures. The recognition system trains on the basis of repeated input of
personal signatures and establishes the corresponding weights of the neural network.

Key words: character recognition, convolutional neural networks, multilayer
perceptron, network learning.
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AKTYaJIbHICTh TeMHU JociaimkeHHsl. [IpoTsirom OaraThboX pOKIB MIANHUC €
HEOOX1THOI0 YMOBOIO BU3HAHHS ICTUHHOCTI OCOOM JIFOJIMHU B O10METPUYHUX CUCTEMAaX
KOHTPOJIO 1 ympaBimiHHS AocTynoM. OCHOBHOIO TEpeBarold BUKOPUCTAHHS
pO3Mi3HaBaHHs mzumcy K MeToy Bepudikallii € Toi ¢akt, 1mo OUTBIIICTh CYYaCHUX
NOPTATUBHUX  KOMITIOTEPIB 1  EIEKTPOHHUX MPUCTPOIB  BXKE  JO3BOJSIOTH
BUKOPHUCTOBYBaTH PYKONMHCHUN BBiJ JaHUX, TOMY HEMa€ HIisIKOi HEOOX1JTHOCTI
CTBOPEHHS MPUHITUIIOBO HOBUX MPHUCTPOiB OioMeTpuuHOTO 300py 1H(MOpMaIii. Y Toi
e Yac, ICHye JyXe Mallo CUCTeM Ui pO3Mi3HaBaHHS, SKI MOXYTh 3a0e3MeYuTH
JOCTaTHRO BHCOKY TOYHICTh PO3Mi3HABaHHS, 30epiraloun MNPUWHITHUNH PIBEHb
e(heKTUBHOCTI.

ITocTanoBka npodJemMu. BiACyTHICT METO/IIB PO3Mi3HABAHHS CUMBOJIIB, 5K O
MOTJIM 3a0€3MEeYUTH JIOCTATHHO BHUCOKY TOYHICTH PO3Mi3HABAHHS IS BU3HAUYCHHS
JIOCTOBIPHOCT1 OCOOMCTOTO TIIHUCY.

AHAJI3 OCTaHHIX J0CTiKeHb 1 myOJaikaniid. [IpoTsroMocTaHHIX POKIB3 SIBIISIETHCS
BCe OUTbIIIE cTaTel MPUCBSUECHUX TeMl BepHdiKarii 0cOOMCTOTO MiIKCy, 30KpeMa, 3aBIISTKH
MOsIBI HOBHX METOIB PO3Mi3HABAaHHS CHMBOJIB 3 BUKOPHCTaHHSM HEHPOHHUX MEPEXK.
[IpoTe 3ampormoHOBaH1 METO/IM, HE MOKAa3ylTh JOCTaTHBOI €(PEKTUBHOCTI, 1100 33710B1Ih-
HUTH MIOCTABJICH] 3a1a4l.
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BunisienHs Hexoc/IiIKEeHUX YACTHH 3arajibHoi npodaeMu. /{ana crarrsanpuc-
BSYCHA BHMBUEHHIO, aHaNi3y Ta BJIOCKOHAJICHHIO ICHYIOUYMX METOIB pO3Mi3HAaBaHHS
cuMBOJiB. JlocnmimkeHHsT c()OKYyCOBaHO Ha 3aCTOCYBaHHI pE3yJbTYIOUUX METOIIB
BUKOPHCTOBYIOUM HEHPOHHI MEPEXKi.

IMocTanoBka 3aBaaHHA. 3aBJIaHHSME TOKPAIICHHS ICHYIOUHUX METOIIB PO3-
Mi3HABaHHS CUMBOJIIB, CTBOPUTH MOJIEIb,HEOJHOKPATHE BBEIEHHS OCOOUCTUX ITiIIH-
CiB JI03BOJIUTH 1IEHTU(IKYBATH MIANUC, SKUH HAJIEKHUTHh BJIACHUKY B IPOLIEC] HABYaH-
HSl HEHPOHHOT Mepexi.

AHaJji3 3aco0iB peasnizaunii. ba3zoBum 3aBmaHHSM 0COOHCTOrO MiANUCY B
O10METpUYHINA CHUCTEMI SBISETHCS BU3HAYEHHS MPABAMBOCTI Ta 3aBIPEHOCTI JTIOKYMEH-
TiB moauHor0. CyyacHi iH(hopMaIliiiHi CUCTEMU YK€ TaBHO BUKOPUCTOBYIOThH MHUCHMO-
BE JDKEPENIO BBEJICHHS JaHWX. BUKOpUCTaHHS PO3Mi3HABAHHS OCOOMCTOrO MIAMKCY B
CHCTEMI KOHTPOJIIO Ta JIOCTYIY SBJIE€THCS NEPCIEKTUBHUM HAMPSIMKOM Ta JIOTTYHUM
JUI. OTPUMAaHHS Oy /Ib-sIKOTO JTOCTYILY.

OCHOBHHUH aJTOPUTM LIBOTO MPOLIECY CKIAAAETHCS 13 HABYAHHS CUCTEMH TOOTO
BBEJICHHSI TIOYATKOBHUX JaHMX Ta BU3HAYEHHS BIMOBITHOCTI €TAJOHHOMY 3HAYEHHIO.
[licnst BUKOHAHHS BCIX €TaliB CHUCTEMa HaJae JIOCTYH, ad0 OCOOIMBI MOXKIMBOCTI
(Puc.1, 2).

IIpouec BBeneHHS IIpouec IIpouec cTBOpeHHS Amnai3 Ta BHJa4a
MTUCY, 00poOKH BX1JIHOT'O BEKTOPY pe3ynbTaTy
CTBOPEHHSI — 300paKeHHS — oco0IMBOCTElH — HENPOHHOIO
1 poBoi Kol MEpEKEI0

Puc. 1. TIpouiec oTpuMaHHs AOCTYIY IO 0COOMCTOMY MIAMHUCY.

CtBOpeHHS IIpomuec IIponiec ctBOpeHHS Haguanus
HOBOTO 5| 00poOkM || BXIIHOIO BEKTOPY || HeilpoHHOI
3a1mucy Mpo 300pakeH 0Cco0IMBOCTEH Mepexi

i |

Puc. 2. [Iporiec HaBYaHHS MEPEKI.

Heiiponni Mepexi, 3aBIsIKH MOJKJIMBOCTI TMOCTIMHOTO HaBYaHHS Ta y3arajib-
HEHHS, JT03BOJISIOTh €()eKTUBHO BUKOHYBATH aHai3 BBEACHOI 1H(pOpMAIli B yMOBax
MIHJIMBOCTI Ta PI3HOMAHITHOCTI PYKOMUCHUX TianuciB. Po3poOka HalmpocCTiioi Hel-
pOHHOI Mepexi Ha 0a3i 6araToIapoBOro MEpLENTPOHY J03BOJISIE BU3HAYUTH BIAIMO-
BIJIHICTh BXIJTHOTO MAJIOHKY BiJIOOpa)KEHHIO CUMBOJIYy. Takuii croci® BUKOPHUCTOBYE-
ThCS JUISI OTPUMaHHS CHUMBOJIBHOTO CIIBHAAIHHS Yy pO3Mi3HABaHHI TEKCTiB. B 1boMy
BUTAQJIKY KO)KHUI CUMBOJI BUIUISIETECS Y OKPEMY YaCTUHY 1 BUKOHYETBCS HOTO aHaJIi3.
Po3nizHaBaHHS 0COOMCTOTO MIAMUCY MA€ CXOXKHUH aIrOpUTM, aje Mae psili OCOOTUBUX
XapaKTEPHUCTHK.

Jlns poGOTH 3 BHU3HAYEHHSM JIOCTOBIPHOCTI MIAMKHCIB BUOpaHa 3ropTKOBa
HelipoHHa Mepexka. JlaHa Mepeka XapaKTepU3yeThCs BHCOKOI MPOAYKTHUBHICTIO Ta
TOYHICTIO Y pOOOTI 13 300paKEHHSAMH 1 MOPIBHIOETHCS 13 MOXKIUBOCTSAMH JTFOJCHKOTO



Section 3. Al ICSFTI2018 283

30pY, OCKUIBKH JTO3BOJISIE BUSHAYMTH MPUHAICKHICTh, 00 1HIIIUMHU CIOBAMH TOYHICTh
BIJINOBIIHOCTI 300pa)KeHHsI, €TAJIOHY HE JIMIIEC Yy BHU3HAYEHIW MO3MIii, ajie 1 Mo BCii
00J1acTi CIOCTEPEKEHHS, HE3BAXKAIOUM Ha KYT MOBOPOTY, MaciuTady [1].

CrpykTypa 3ropTKoBOi Mepexi HaBeieHa HIKYE:

BxigHe 306parkeHHA 3ropTKOBMIA Wap baraToliapoBuMit NepuenTpoH

Puc. 3. Ctpykrypa 3ropTKoBOi HEHPOHHOT MEpEexi.

Sk mokazano Ha puc. 4. CTpyKTypa JJaHOT MepexXi CKIAAAEThCs 13 BXITHOTO CIIOHO,
IO BIMOBiAa€ 00JACTSIM BBEACHOTO OCOOMCTOrO MiJINKCY, 3rOPTKOBHM IIapaM, IO
BIIMOB1/Iat0Th 6AaraTropa3oBOMy 3TOPTAHHIO 300paske€HHSI [Tl IOCSATHEHHS MOYIJIMBOCTEH
aHasi3y oOnacTeil 3 HeUITKUM PO3MIIICHHSIM Ta IIapaM 3BUYaifHOT HEHPOHHOT MEpexi, 110
JIa€ BI/IMOBIIb HAJIGKHOCTI OCOOMCTOTO MIJIMTUCY /10 €TAIOHHUX [2].
3aBISKH 3rOPTKOBOMY IIapy HEHPOHHOI MEpEeki OCATAETHCS METa, OTPUMYIO-
ThCA BXIJHI TapaMeTpu g 0aratromrapoBOro mapceTpoHa Mo Bcid  obmacTi
300paxkenHs (1):
h{‘} = tanh ((W* * x);; + by) (1)

Pe3ynbTaT KOKHOTO 3ropraHHs h* morpamise y (yHKIiIO akTUBaiii, sKy
3a3BMYail BBa)KAIOTh BOYJOBAHOK B IIap 3rOPTaHHS, 3HAYCHHS SKOTO 3QJICKUTH BIJ
3mimenHs Bar (WF * x); j Ta MOXUOKM by, naji OTPUMYETHCS PE3yJIbTYHOYE 3HAUYEHHS
0araToIapoBoro MeprenTpoHa 3 BU3HAYCHHS JOCTOBIPHOCTI mianucy [3].

HaBuanHs 1aHOi Mepexi BiOyBa€eThCs METOIAOM 3BOPOTHOTO PO3IMOBCHOIKECHHS
TIOMMJIKH, 1[0 J]a€ MOXKJIMBICTh HAJIAIITYBAaTH MEPEKY 3aJaf0Yl KOXKHOTO pa3y HOBHI
NPHKIIAJl HaB4aHHS. [{e 103BOIMTh BUKOPUCTOBYBATH JaHy MEPEXKY JUIs Kiach(ikarlii
MIJINUCY Ta BITHECEHHIO ii 70 cBoro kiacy. Hemomikom BuOpaHOi Mepexi s
OJIAJIBIIHMX JIOCTIPKCHD € BEJIMKUI Yac HAaBYaHHS Ta MOXKJIUBICTh OTPUMaHHS 30010, a
TaKOX BEJIMKA KUIBKICTh Bapialii JaHWX 3 BHUIUICHHAM HEOOXITHUX, MOXKIIUBO
HAJTUIITKOBUX, OOYHCTIOBAJILHUX TMOTYKHOCTEH.

BukonaBmm HaBuaHHS Ta BBeACHHSA 1HGoOpMallli Ha OCHOBI JIOCTIIKCHBb
cchopmoBaHi HacTymHiI pe3yabtatu (Puc. 4).

[To pe3ynbrarax poOOTH CUCTEMHM 10 PO3Ii3HABAHHIO MiMKCY, AOCTYI J0 JaHUX
B PIAKICHUX BHIIQJIKAX OTPUMYE TaKOX 1 3JOBMHUCHHUK. I3 30UIBIICHHSIM KUTBKOCTI
3pa3KiB HaBYaHHS, 30UIBIIYETHCS 1 KMOBIPHICTh BXOJYy KOPHCTYBaueM, 3JIOBMUCHHK B
JAHOMY BHUTIAJKY 30UIBIIYE TaHUH TMOKA3HHK 13 MEHIIIOK IIBUIKICTIO.
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Puc. 4. Pe3ynbraT aHaiizy OiANucy Ta MMOBIPHICTh OTPUMAaHHS JIOCTYITY.

BuiCHOBKH. 3aMiCTh 3BHYAHHOr0 PO3Mi3HABAHHSA 0AaraTOIIAPOBHM IEPLENTPO-
HOM, BUKOPHCTAHO 3rOPTKOBY HEHPOHHY MEPEXKY, IO J03BOIMIO MiABUIIATA TOUHIC-
Th aHaJIi3y mzumcy [Tpu 361bIIIeH] KITBKOCTI 3pa3KiB HaBYaHHS, BIAMOBIIHO 3011b-
HIYETHCS 1 UMOBIPHICTH po3Mi3HaBaHHS. ToMy, TP BEIUKINA KITBKOCTI 00pa3iB MOXKHA
JOCATTH HETIOTaHOi TOYHOCTI PO3Mi3HaBaHHA. Alie, 3 1HIIOTO OOKY, 1€ MPU3BOAUTH 10
BEJIMKUX 3aTpaT 4yacy Ha HaBYaHHSA, Ta MOXIIMBOCTI OTpuMaHHS 30010. [lutanHs
301IbIIEHHS] €PEKTUBHOCTI JJAHOTO METOIy OTpedye OUIBII AETaTbHOTO BUBUCHHS.
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Vadym Shchur, Viktor Steshyn

USING CHARACTER RECOGNITION METHODS
TO DETERMINE THE AUTHENTICITY OF A PERSONAL SIGNATURE

Relevance of the research. For many years, signatures are a prerequisite for
recognizing the truth of a person's personality in biometric systems of control and
access control. The main advantage of using signature recognition as a verification
method is the fact that most modern portable computers and electronic devices already
allow the use of handwriting data, so there is no need to create fundamentally new
devices for biometric information collection. At the same time, there are very few
systems for recognition that can provide a high accuracy of recognition, while
maintaining an acceptable level of efficiency.

Target setting. The lack of character recognition methods that could provide
sufficiently high recognition accuracy for determining the authenticity of a signature.

Actual scientific researches and issues analysis. In recent years, there are
more and more articles devoted to the verification of personal signature, in particular,
due to the emergence of new methods for character recognition using neural networks.
However, the proposed methods do not show sufficient effectiveness to meet the
objectives.

Uninvestigated parts of general matters defining. This article is devoted to
the study, analysis and improvement of existing methods of character recognition. The
research is focused on applying the resulting methods using neural networks.

The research objective. The task is to improve the existing methods of
character recognition, create a model, repeatedly entering personal signatures will
identify the signature that belongs to the owner in the process of training the neural
network.

The statement of basic materials. To work with the definition of the
authenticity of signatures, a convolutional neural network was chosen. This network is
characterized by high performance and accuracy in working with images. Due to the
convolutional layer of the neural network, the goal is achieved, the input parameters
for the multilayer perceptron obtained across the entire image area. The training of this
network occurs by the method of back propagation of the error, it makes it possible to
configure the network by setting a new learning example each time. This will allow
using this network to classify the signature and assign it to its class.

Conclusions. Instead of the usual recognition by a multilayer perceptron, a
convolutional neural network was used, which made it possible to improve the
accuracy of the signature analysis. As the number of training samples increases, the
probability of recognition increases accordingly. Therefore, with a large number of
images, you can achieve a good recognition accuracy. But, on the other hand, this
leads to a large expenditure of time for training, and the possibility of getting a
malfunction. The question of increasing the effectiveness of this method requires more
detailed study.

Key words: character recognition, convolutional neural networks, multilayer
perceptron, network learning.



